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Abstract—The fifth-generation (5G) and beyond networks
promote new business opportunities not only for mobile net-
work operators but also for industrial verticals. However, most
currently deployed 5G networks are public mobile networks
developed for generalized purposes, limiting their adoption for
various industrial fields demanding specialized quality of service.
The new trend in applying 5G and beyond networks to industrial
fields requires a new design paradigm shift calling for customized
network structure, network resources, and network management.
In customized 5G and beyond private networks (C5GBPN),
network structure can be designed to be standalone or integrated;
network resource can be designated to be exclusive or shared;
network management including access control, data control and
governance needs to be revisited. The flexibility of C5GBPN
is of paramount importance for various application scenarios
of industrial verticals, e.g., ultra-reliable low latency commu-
nications , enhanced mobile broadband , massive machine-
type communications, and positioning. In this regard, we firstly
present the background and motivation of developing C5GBPN
in this article. Then, we provide three types of C5GBPN and
discuss their pros and cons. Also, we provide feasible solutions
to deal with these foreseeable design challenges of C5GBPN.

Index Terms—Industrial 5G private networks, network struc-
ture, network resource, and network management

I. INTRODUCTION

Digitization in industrial fields has received considerable
attention of governing bodies and technological communities,
especially when the global pandemic of coronavirus disease
2019 (COVID-19) came suddenly, causing dramatic effects
on the world economy, business activities and people [1].
Many people, factories, organizations are forced to work
remotely and under the pressure of providing high-quality
products and services through the Internet. Undoubtedly, the
process of digital transformation is much accelerated by the
outbreak of COVID-19. Many countries, such as the United
States, Germany, China, and Japan, have formulated policy
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mixes and proposed a large amount of fiscal incentives to
facilitate the integrated development of fifth generation (5G)
mobile networks and industrial networks to promote digital
transformation [2].

The emergence of low power wide-area network and 5G
and beyond mobile network fill the gap in the existing tech-
nologies and lay the foundation for large-scale development
of Internet of Things (IoT), which can implement fast and
flexible deployment in industry and enterprise applications [3].
In the future, IoT will continue to play a key role in the
digitization in industrial fields to enable more simultaneous
connections, wider range and lower network costs [4].From the
mobile network operators’ (MNOs’) perspective, the basic 5G
service scenarios, i.e., ultra-reliable low latency communica-
tions (URLLC), enhanced mobile broadband (eMBB), massive
machine-type communications (mMTC), enable MNOs to
shift from the business-to-individual-customers model to the
business-to-business model. Along this trend, industrial verti-
cals are becoming new high-quality customers [5]. From these
potential customers’ perspectives, 5G and beyond networks are
capable of providing a unified wireless interface, guaranteed
quality-of-service (QoS), mobility support, proven and tested
safety. However, most of currently deployed 5G networks are
public networks designed for generalized purposes, limiting
their adoption for various industrial fields demanding special-
ized QoS. The new trend in applying 5G and beyond networks
into industrial fields requires a new design paradigm shift
calling for customized network structure, network resource,
and network management.

In this article, we construct the mapping between industrial
vertical functional requirements and 5G key performance in-
dicators (KPIs) and point out the limitations and constraints in
existing telecommunication standards. To meet heterogeneous
requirements and provide satisfactory services, we provide
three types of customized 5G and beyond private networks
(C5GBPN) with integrated URLLC, eMBB, mMTC, and po-
sitioning for industrial verticals. The pros and cons for these
three types are discussed in depth. In addition, we provide
feasible solutions to deal with foreseeable design challenges
of C5GBPN in terms of operating spectrum, network control,
network access, and administration of user data. The abbrevi-
ations used in this paper are summarized in Table I.
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eMBB

URLLC

mMTC

Motion control

Mobile roots Mobile control panels with safety function

Process automation – closed loop control
Control to control communication

Human remote control of automation equipment

 Process automation - monitoring

Process automation – plant asset management

Remote access and maintenance

Augmented reality

Inbound logistic for manufacturing

Wide area connectivity for fleet maintenance

Massive wireless sensor networks

Harmonized sensing and positioning Real-time broadband 

Availability 99.9999%

Latency 1 ms 

Update rate 1kHz

Device density 10000 per km²

Positioning eroor 20 cm

Availability 99.99%

Latency 5 ms 

Data rate 1 Gbits

Fig. 1. Overview of industrial functions and arrangement according to their basic service requirements.

TABLE I
LIST OF ABBREVIATIONS

Abbreviation Description

3GPP 3rd Generation Partnership Project
5G Fifth Generation
AI Artificial Intelligence
AR Augmented Reality
B2C Business-to-Individual-Customers
CN Core Network
COVID-19 Coronavirus Disease 2019
CPF Control Plane Function
DRL Deep Reinforcement Learning
eMBB Enhanced mobile Broadband
FL Federated Learning
HMIs Human-Machine Interfaces
IoT Internet of Things
KPIs Key Performance Indicators
mMTC Massive Machine Type Communications
MNOs Mobile Network Operators
QoS Quality of Servic
RAN Radio Access Network
TSN Time Sensitive Network
UPF User Plane Function
URLLC Ultra Reliable Low Latency Communications
VR Virtual Reality

II. DEMANDS VERSUS SUPPLIES

To explicitly define the desirable features of C5GBPN,
we summarize the potential application areas, use cases, and
relevant network requirements in industrial verticals based on
the 5G Release 16 completed by the 3rd generation partnership
project (3GPP). The industrial domain is diverse and includes
a wide range of different use cases with respect not only
to deverse performance requirements, but also to deployment
aspects. Only several representative use cases are exhaustively
discussed below, common to which is that C5GBPN may re-

sult in significant improvements and reformation. Specifically,
there are five typical concrete application areas consisting of
ten typical use cases as listed in Table II [6].

• Factory automation: Factory automation refers to em-
ploying novel modular production with high flexibility
instead of static sequential prodution to enable industrial
mass production. The involved use cases often have
quite high requirments on latency, communication service
availability and determinism,such as computer-integrated
manufacturing, robotics, and closed-loop control applica-
tion.

• Process automation: Process automation is to deal with
the control of production and handling of substances like
chemicals, food, and beverage, which increases product
quality, improves safety of the facilities, and reduces
costs. In this process, the requirements for latency and
reliability are greatly stringent. Furthermore, with the
need to feed the system with crucial information, such
as environmental data, safety warnings, etc., the number
of simple and low-power senors increases within a pro-
duction plant, reaching even more than 100 nodes/m2.

• HMIs and production IT: Human-machine interfaces
(HMIs) are used to allow interactions between users and
equipment. A mobile control panel with safety functions
is an example, which has an emergency stop button.
Due to the envisaged high flexibility and versatility of
the factories in the future, augmented and virtual reality
(AR/VR) are attractive enabling technologies for HMIs
since they allow for a much high degrees of ergonomics,
flexibility, and mobility, which free the hands of workers
for carrying out other tasks. Production IT encompasses
IT-based applications, such as manufacturing execution
systems as well as enterprise resource planning systems,
which need to timely obtain a large amount of accurate
data from production processes.

• Logistics and warehousing: Logistics and warehousing
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TABLE II
FUNDAMENTAL APPLICATION AREAS AND RELEVANT USE CASES OF 5G INDUSTRIAL NETWORKS.

Factory
automation

Process
automation

HMIs and
production IT

Logistics and
warehousing

Monitoring and
maintenance

Motion control
√

Control-to-control
√ √

Mobile control panels with
safety

√

Mobile robots
√ √ √

Massive wireless sensor
networks

√ √ √

Remote access and
maintenance

√

Augenment reality
√

Closed-loop process control,
process monitoring, and
plant asset management

√

refer to sending right materials to right place at right
time and properly accounting for and replenishing stock
when needed based on automated industrial production
especially within a factory.

• Monitoring and maintenance: Monitoring and main-
tenance of certain processes and/or assets are based on
a huge volume of sensor data and big data analytic.
Compared to a typical closed-loop control system, mon-
itoring and maintenance do not change the processes
immediately, and therefore it is not latency-critical, but
requires enormous sensors that are interconnected in an
efficient way.

5G network provides the necessary network basic support
for vertical industry applications, with its large bandwidth, low
latency, high reliability, and wide connection characteristics.
However, the three basic 5G applications i.e., eMBB, URLLC,
and mMTC are unable to cover diversified industrial applica-
tions. We propose two new service types and the related KPIs
as illustrated in Fig. 1. With the development of the intelligent
IoT, the collaboration between people and people, people and
things, and things and things is getting closer and closer,
and location services will be used as a basic capability to
support more industrial applications such as Automated guided
vehicles, mobile roots and asset management and traceability.
Harmonized sensing and positioning integrating perception
communication is proposed to support intelligent connectivity,
which needs to integrate various existing positioning technolo-
gies with 5G networks and coordinate to provide positioning
services to meet different positioning accuracy requirements
and different scenarios. Harmonized sensing and positioning
applications typically includes up to 100 devices per sq.m
and require a horizontal positioning accuracy of 20 cm, a
latency of up to 1 ms, and a reliability of 99.9999% in a
factory environment [7]. Contrary to the conventional indus-
trial applications for monitoring and safety control generating
small data packetsnot and not demanding in terms of data-rate
requirements, the other new sevice real-time broadband such

as human-remote control of automation equipment by AR/VR
not only requires real-time but also high-rate communications.
A latency of less than 5 ms, a reliability of 99.99% and a
data-rate of 1 Gbits are acceptable [6]. With the integration
of URLLC, eMBB, mMTC and high-resolution positioning,
more vertical applications can be supported and facilitated.

III. NETWORK ARCHITECTURE DESIGNS

As analyzed above, functional requirements from different
industrial application areas are specialized. In this section, we
provide three types of C5GBPN by integrating public and non-
public networks and discuss their pros and cons.

• Standalone C5GBPN: Standalone C5GBPN is a net-
work exhibiting complete isolation from public network
with dedicated network infrastructure. It is entirely in-
dependently deployed within the logical perimeter of a
factory with its own radio access network (RAN) and
core network (CN), including user plane function (UPF)
and control plane function (CPF). Such deployment pre-
vents all the services data and control signals out of
factory, which provides a proper assurance mechanism
of security and privacy. Besides, it drastically reduces the
transmission distance and latency of C5GBPN. Further-
more, this architecture supports deploying multi-access
edge computing server in factory cooperating with UPF
sinking. This enables C5GBPN providing edge intelligent
services nearby and meeting key requirements for indus-
try digitization in agile connection, real-time business,
data optimization, application intelligence, security and
privacy protection.

• Integrated C5GBPN: Integrated C5GBPN reuses public
base stations and the CPF of public 5G core network to
provide industry users dedicated network services. Data
flows are divided into common base stations through
various local traffic offloading technologies to maintain
data services within a factory. By sharing the CPF,
device information of factory is stored in public networks,
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 Integrated C5GBPN

UPF

MEP

MEC

Standalone C5GBPN

UPF

CPF

Core network

                        
                    

                                
                            
                                
                            

Core cloud

MEC

Virtual core network

Fig. 2. Three types of C5GBPN.
.

instead of local databases, which increases the risk of
data security but saves the construction cost of the net-
work. The dedicated UPF are still independently deployed
within the factory, which can effectively ensure low
latency. Furthermore, the operators can expand network
capability by deploying a multi-access edge computing
platform.

• Dependent C5GBPN: Dependent C5GBPN completely
shares infrastructures with public 5G networks. It is
deployed with the support of public networks through net-
work slicing, where the data and resources of C5GBPN
remain logically independent and shall not be influenced
by public networks. Owing to network slicing, dependent
C5GBPN can satisfy a wide range of requirements for
latency, scalability, availability, and reliability. It inte-
grates traditional operation/business support systems and
management and orchestration based on the slicing ar-
chitecture provided by the European Telecommunications
Standards Institute [8], whereby the operators can freely
amend network functions and adjust network perfor-
mance.

To clearly show the differences among these three types
of C5GBPN, we pictorially illustrate them in Fig. 2. Next,
we analyze the attributes of these three types of C5GBPN
and evaluate their benefits and costs from the perspective of
industrial verticals. To be specific, we compare them in the
following four aspects:

• Isolation: Isolation of C5GBPN signifies the indepen-
dence of traffic flows between customized private net-
works and public networks. As a result, the traffic flows of
C5GBPN need to be transmitted and processed separately.
Consequently, operational faults, such as traffic conges-

tion occurring in public networks, should not yield an
impact on C5GBPN. Standalone C5GBPN uses dedicated
physical infrastructure and keeps all the data within the
factory, such that it has the highest level of isolation.
For integrated C5GBPN, the level of isolation is moder-
ate,because the UPF is confined within the factory but
the CPF is not. Dependent C5GBPN employs logical
isolation, not physical. Dedicated virtual resources are
assigned to C5GBPN slices to enable KPIs, which are
always met at the cost of resources over-provisioning
and preventing sharing resources. To overcome this unde-
sirable case, adequate resource management mechanisms
permit necessary resource sharing, resulting in the per-
formance of the C5GBPN slices and public networks
not completely decoupled. Therefore, the isolation level
corresponding to dependent C5GBPN is the lowest.

• Security: Security of C5GBPN refers to the ability to
protect the network against physical and logical attacks.
Guaranteeing data confidentiality is the key aspect of the
secure operation of industrial networks. This asks for
corresponding security services, including authentication,
access control, data confidentiality, key management, etc.
The major factors in determining the security level are
isolation and security mechanisms. Standalone C5GBPN
has the best security performance since full isolation
can effectively prevent attacks. In integrated C5GBPN,
the local user data is decoupled by various local traffic
offloading technologies and sinks into the UPF within
a factory. In this way, it also has good security perfor-
mance in architecture. However, most of security mech-
anisms designed for pre-5G networks can not be directly
utilized by this novel architecture without appropriate
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modifications [9]. The security of dependent C5GBPN is
completely determined by the security mechanisms that
MNOs enforce in the network layer.

• Deployment cost: Higher levels of isolation is obtained at
the expense of more dedicated equipment, which results
in higher construction and maintenance costs. Apparently,
dependent C5GBPN has a huge advantage in practice
when deployment cost is taken into account. Moreover,
dependent C5GBPN could make full use of economies
of scale and the rich experience in resource optimization
from MNOs to diminish operation cost.

• Self-management: In addition to customized services,
industrial users ask for the flexibility of resource al-
location, independent operation, and business adjust-
ment. C5GBPN should support necessary application pro-
gramming interfaces, including network monitoring, life
cycle management, network micro expansion, business
management, and user access management. Standalone
C5GBPN possesses full control, but dependent C5GBPN
is very limited in self-management. Integrated C5GBPN
has a moderate level of controllability, since MNOs are
able to authorize simple parallel permissions to industrial
users.

For clarity, we summarize the attributes for three types of
C5GBPN in Table III, by which each enterprise can choose an
appropriate type according to its own requirements. In short,
standalone C5GBPN is particularly suitable for those large
enterprises requiring the highest levels of security, isolation,
and management authority. Integrated C5GBPN balances per-
formance and cost. Dependent C5GBPN has huge advantages
in cost and is quite suitable for providing a wide range of
network services.

TABLE III
ATTRIBUTES OF THREE TYPES OF C5GBPN.

Standalone
NPN

Integrated
NPN

Dependent
NPN

Isolation Very high Medium Very low

Security Very high High Low

Deployment
cost Very high Medium Very low

Self-
management Full control Limited

control
Very limited

control

IV. IMPLEMENTATION CHALLENGES AND SOLUTIONS

Various types of C5GBPN are expected to provide cus-
tomized services in terms of latency, bandwidth, coverage,
and security. In implementation, they are faced with many dif-
ficulties and challenges beyond communication technologies.
In this section, we briefly discuss several crucial issues of the
implementation of C5GBPN and the corresponding solutions
as shown in Fig. 3.

A. Network Slicing

Network slicing is the key enabler for C5GBPN, especially
for dependent C5GBPNs. There are several important aspects

that are not well understood regarding end-to-end network slic-
ing. The first one is the virtualization of radio access network
(RAN), which aims to realize and provide radio resources
isolation for C5GBPN slices. How to perform infrastructure
virtualization is still a main implementation challenge. One
straightforward method is to pre-allocate distinct spectrum
chunks to virtual base stations. However, this will reduce the
utilization of precious radio resource. The other alternative
approach is that one can provide dynamic and fine-grained
spectrum-sharing-based RAN virtualization. However, it is dif-
ficult to realize radio resources isolation. Some useful attempts
have been already under way [10]. The second challenge
in implementing C5GBPN is how to coordinate description
between services and C5GBPN slices creation parameters in
terms of end-to-end virtual resources. A common approach
to address this void is to develop domain-specific description
languages that allow the expression of service characteristics,
KPIs, and network element capabilities and requirements in
a comprehensive manner while retaining simple and intuitive
syntax [11]. The last challenge required to be addressed refers
to management and orchestration. When C5GBPN slices are
deployed over a common underlying substrate, the fulfill-
ment of the performance isolation and flexible assignment
of resources in multi-tenant scenarios are not trivial tasks.
It is necessary to design computationally efficient resource
allocation algorithms and conflict resolution mechanisms in
each layer (physical and virtual). Not just the traditional
memory and storage resources, but also radio resources need
to be considered in network slicing,as well as their complex
interconnections and the overall impact on QoS [11].

B. Specialized Spectrum

Satisfying strict performance, privacy, and security require-
ments of C5GBPN calls for licensed spectra. The licensed
spectra can be obtained by purchasing from MNOs or spec-
trum licensees, which may incur huge construction costs due
to the spectral scarcity. As one solution to overcome the
spectrum scarcity, license-based spectrum sharing can increase
accessible radio spectrum resources and has a strong potential
in reducing the overall cost [12]. In this regard, the location-
based spectrum licensing is a viable solution, especially for
C5GBPN. It allows MNOs to reuse the spectrum to meet the
local connectivity needs, which has been allocated to other
customers but not utilized in certain locations. Considering that
the propagation distance of 5G compatible bands like millime-
ter wave is limited, it suits the adoption of such location-based
licensing, because spatial isolation can effectively mitigate
interference. However, this novel sharing nature needs to
be supported by new business models, and the coordination
among different stakeholders of spectrum licensing remains
as an open and worthwhile problem.

C. Security and Privacy

Network security is an important factor for successful im-
plementation of C5GBPN. To support the end-to-end security
protection for various services, a flexible security architecture
is needed to provide multi-level slice based security protection.
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Artificial Intelligence 
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Security and Privaty
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existing industrial networks

For AI:

Necessary resources

Real-time and reliable connectivity 

Privacy-sensitive information
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Resource management

Customized services

Enhancing user experiences

Fig. 3. Several crucial issues with the implementation of C5GBPN and their feasible solutions.
.

First, the security architecture of C5GBPN should have a set
of administrative functions, including security state monitoring
and security state management over the levels of both infras-
tructure and application. This enables fast responses along a
closed loop of automation, which can protect the network
and data against external invasion and internal damage, and
monitors illegal operations of authorized users. Second, the
security architecture should has network protocol security
capabilities, including supporting access authentication, data
protection, privacy protection, etc. Third, the security architec-
ture of C5GBPN should keep the equipment resource secure.
In addition to the effective isolation and resource reservation
of computing, storage, wireless network and bearer network,
equipment resource security capabilities are also needed to
strengthen the security mechanism to classify different types of
network attacks. The conventional Internet scurity architecture
is unable to meet above requirements and an intrinsic security
network architcture is proposed to fundamentally improve
the security performance. Intrinsic security provides security
attributes and security capabilities by embeding security func-
tions as a basic element to the network.

D. Integration into Existing Industrial Networks

C5GBPN is being introduced into factories in steps because
of the benefits mentioned above, but not all data transmissions
in factories will be based on C5GBPN. For some applications,
the need for wireless connectivity may not be prominent, while
others may require high performance levels (isochronous sub-
millisecond latency, for example) that might not be addressed
by C5GBPN. Therefore, C5GBPN will require the integration

with existing industrial networks, including industrial Ethernet
and the time sensitive networ (TSN). To accomplish the
integration, Bhattacharjee in [13] focused on exploiting the
TSN for 5G fronthaul networks and demonstrated that Ethernet
TSN networks based on IEEE 802.1Qbv and IEEE 802.1Qbu
can well maintain high-priority traffic flows even when the
corresponding network is overloaded.

E. Artificial Intelligence

C5GBPN paves the way for the development of artificial
intelligence (AI) by distributing energy, computing, and
storage resources to users. Classical AI, based on a
centralized architecture, implements inference by accessing
global data from a single and remote data center. Such a
centralized architecture limits AI adoption at the network
edge due to the high demands for energy, computing, and
storage resources. However, the advent of new applications
, e.g., AR/VR, and motion control, which call for real-time
and reliable connectivity, and cannot endure latency resulted
from cloud processing, makes classical AI inadequate [14].
To fulfill the requirements for high reliability and low latency,
edge AI has sparked a huge interest, and C5GBPN will be a
key enabler to bring it to new applications. C5GBPN deploys
a large number of private edge devices such as network base
stations, which provide edge AI necessary energy, computing,
and storage resources in the side of applications. Real-time
and reliable communications and data exchanging among
edge AI devices and users can be achieved by C5GBPN.
Besides, C5GBPN is capable of supporting the transmission
of sensitive and private data, such as the operational status of
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factories and their intranets and the records in key devices.
All these sensitive data shall be kept locally for security
reasons rather than being sent to remote clouds. Edge AI is
able to train the data locally and exchanges the train models
to achieve a higher inference accuracy. Federated learning
(FL) is a typical example in which edge AI devices train a
global model by exchanging model parameters periodically
without sharing raw training data. FL trains statitical models
over edge devices and keeps the data localized, paly a key
role in spporting privacy-sensitive industrial veticals where
training data are distributed at the edge [15]. In the meantime,
enormous signaling overheads caused by organizing large-
scale edge AI devices through such a distributed architecture
need to be carefully managed by C5GBPN. To date, this is
still an open problem awaiting further investigation.

In turn, AI can also benefit C5GBPN by means of network
traffic management and user experience enhancement. Specif-
ically, there exist two management challenges associated with
the network traffics in C5GBPN. First, C5GBPN is constructed
by a series of heterogeneous networks that transmit traffic
flows with different features, which result in great difficulties
to predict, manage, and optimize network settings. Second,
with the network slicing technology, the traffic with different
features from various vertical scenarios independently operate
on the common physical infrastructure, which makes the
prediction of network settings even harder. AI can promptly
predict traffic condition, adaptively allocate network resources,
and smartly schedule routing strategies. Moreover, AI will
be the key to provide customized services and enhance user
experience. Deep reinforcemet learning (DRL) is a promised
solution, operating in dynamic environments to construct an
effective controller through a trial-and-error search and a
delayed reward without accurate models. DRL adopted closer
to the edge of the network facilitates faster, more responsive,
available-on-demand networks and therefore helps to manage
network through self-optimization and self-configuration.

V. CONCLUSION

New business opportunities arise when mobile networks
are expected to meet various digitization demands in indus-
trial fields. In contrast to public mobile networks designed
for general-purpose data services for the majority, industrial
vertical applications need C5GBPN with integrated URLLC,
eMBB, mMTC, and positioning to enable specialized QoS re-
quirements. In light of the potential of C5GBPN, we surveyed
the state of the art of C5GBPN and proposed three C5GBPN
designs for different industrial applications relying on 5G,
including the customized network structure, customized re-
sources as well as customized network management. We also
pointed out the design challenges, aiming to provide some
hints for future research roadmap planning for such a novel
network paradigm.
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