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A Triggerless Backdoor Attack and Defense
Mechanism for Intelligent Task Offloading in
Multi-UAV Systems
Shafkat Islam, Shahriar Badsha, Ibrahim Khalil, Mohammed Atiquzzaman,
Charalambos Konstantinou
Abstract—In recent years, multi-unmanned aerial vehicular systems (MUAV) have become prevalent in divergent applications:
agriculture, spectrum utilization, transportation, forest fire monitoring, among others, due to their flexible, robust, and autonomous
operational maneuver. Battery-powered multi-UAV systems possess limited computation and communication resources, significantly
reducing their functional dimension by limiting mission time and range. To address this issue, we propose a federated deep
reinforcement learning (FDRL) based intelligent and decentralized task offloading scheme for resource-constrained UAVs that can
enhance the operational capability of the MUAV systems. Moreover, the proposed FDRL scheme can improve offloading policy quality
while preserving data privacy in MUAV. However, such intelligent systems may fall prey to backdoor attacks that can intervene in the
system’s regular operation causing rapid degradation of its performance. We introduce a novel triggerless backdoor attack scheme on
intelligent task offloading UAVs and analyze its impact to gauge the resiliency of the offloading policy in the presence of an adversary.
Then, we propose lightweight agnostic defense mechanisms to combat such backdoors in multi-UAV settings. The extensive simulation
results show that the proposed attack and defense strategies are practical and efficient.
Index Terms—Multi-UAV System, Edge Computing, Backdoor Attack, Computation Offloading, Resource Drain-out
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1

I NTRODUCTION

W

ITH the advent of advanced control and communication technology, the multi-unmanned aerial vehicular systems (MUAV) [1] have been widely adopted in
agriculture [2], transportation [3], spectrum utilization [4],
forest fire monitoring [5], etc.. Deploying multiple mobile
unmanned aerial vehicles (UAVs) instead of typical single
ones not only can bring scalability in spatial and temporal
scales but also can enhance the robustness of the mission
through heterogeneity and redundancy [6], [7]. However,
the limited energy availability of aerial vehicles (typically
through rechargeable batteries) can significantly reduce the
computation capability of the mission since advanced services (i.e., object recognition [8], path planning [9], etc.)
require video processing, image processing, large scale spatial and temporal data analysis which demands energyintensive computations.
In this regard, multi-agent cloud robotics (MACR) [10],
which harness edge computing [11] infrastructure (i.e., UAV
assisted multi-access edge computing (MEC) [12]), multi-

S. Islam is with the Purdue University, and S. Badsha is with the Bosch
Engineering-North America, MI 48331 (e-mail: shafkat@nevada.unr.edu,
shahriar.badsha@us.bosch.com).
Ibrahim Khalil is with RMIT University, Melbourne, VIC, 3000. (email:ibrahim.khalil@rmit.edu.au).
Mohammed Atiquzzaman is with the School of Computer Science, University of Oklahoma, Norman, OK 73019 USA (e-mail: atiq@ou.edu).
Charalambos Konstantinou is with the Division of Computer, Electrical
and Mathematical Sciences and Engineering, King Abdullah University
of Science and Technology (KAUST), Saudi Arabia (email: charalambos.konstantinou@kaust.edu.sa).
Copyright (c) 2022 IEEE. Personal use of this material is permitted. However, permission to use this material for any other purposes must be obtained from the IEEE by sending a request to pubs-permissions@ieee.org.

hop distance apart cloud data centers, as well as local
devices (i.e., sensing UAVs), can become a potential solution. Since MUAVs are typically deployed for remote
applications in the absence of traditional edge infrastructure or supported by aerial base stations [13] (which itself
possesses limited operational capability), MACR can enhance the operational computation capability of MUAV. The
distinct MACR architecture brings additional advantage
over conventional computing paradigms, e.g., mobile cloud
computing (MCC) [14], or MEC [15], in terms of supporting
artificial intelligence-based autonomous decision making
capability for mobile UAVs in remote operations [10]. In
contrast, the traditional computing paradigms usually support end devices that are typically operated through human
intervention as well as require the presence of conventional
infrastructure [10]. However, the complex synthesis of aerial
vehicles, edge computing, and cloud computing paradigm
requires an efficient task offloading scheme that can make
intelligent offloading decisions depending on the dynamic
task contexts (i.e., QoS (latency) requirement, task (or data)
size, battery level, communication latency, etc.) at local task
generation level (or sensing UAV level). The traditional
(or static) task offloading mechanisms will fall short in
making optimal decisions concerning the dynamic changing
environment since UAVs are typically deployed for remote
operations in the absence of conventional infrastructure
with limited computation and communication resources.
Fig. 1 illustrates a practical example of the proposed
computation model for a MUAV-based forest fire monitoring system. The system can harness MACR architecture
for extending the computation capability of sensing UAVs
through incorporating MEC-UAV (e.g., edge computing re-
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Fig. 1. An example of proposed computation model for multi-UAV systems in forest fire monitoring. The forest fire image is from Sparks lake
wildfire on July 2, 2021 [19].

source) and ground-based disaster monitoring center (e.g.,
cloud server). UAVs provide an advantage over traditional
forest fire monitoring systems due to their agility and flexibility in fire front line monitoring whereas, watchtower or
static sensor-based monitoring systems can not track the
expanding fire frontline. Moreover, MACR architecture can
extend the computation capability of the monitoring system
through established infrastructure (e.g., cloud centers: monitoring center) as well as ad-hoc and agile infrastructures
(e.g., MEC-UAV based edge computation). As forest fire
monitoring system requires to operate in remote areas, adhoc infrastructures can play a significant role. However,
ad-hoc infrastructures, i.e., MEC-UAVs also hold limited
energy resources, therefore, it can not solely support such
mission critical systems. Moreover, some tasks, i.e., vegetation modeling, may require the involvement of ground
based fire fighters which can not be done in MEC-UAVs.
Hence, we consider ground based cloud centers in addition
to the MEC-UAVs as extended computation resource. In the
rest of the paper, we use UAV-based forest fire monitoring
system as an instance of MUAV application. However, the
proposed resilient offloading architecture can be plug-able
to other UAV-based remote sensing applications, i.e., datadriven harvesting [16], remote gas sensing [17], water stress
quantification [18], among others.
In literature, multiple works propose deep reinforcement learning (DRL) based computation offloading scheme
for MEC [20], [21], [22], ad-hoc mobile clouds [23], vehicular
edge computing [24], among others. Since a typical multiUAV team works in a homogeneous environment (which
implies that the generated tasks are homogeneous for the
members of a UAV team) along with an identical mission
goal, federated learning [25] can bring benefit in building a
high-quality offloading policy for each sensing UAV despite
having small state features as well as limited training data
(at each UAV level) [26]. Moreover, federated learning can
enhance data (e.g., battery level, load pattern, etc.) privacy
of sensing UAVs, which can be exploited by the adversary
to conduct physical and cyber attacks. To address the data
privacy issue of mobile UAVs and enhance the offloading
policy quality, we propose a federated deep reinforcement
learning (FDRL) based decentralized computation offloading architecture that can make autonomous and independent offloading decisions at each sensing UAV level of a
team.
Although FDRL can assist in building an efficient
offloading policy while preserving data privacy, for the
MUAVs, recent research works [27], [28], [29] confirm that

Fig. 2. Schematic overview of computation offloading architecture for
forest fire monitoring.

reinforcement learning (RL) itself is prone to backdoor attacks. The existing backdoor attacks either require the adversary to access the victims’ observation space or need the
adversary to execute a triggering event. Since in FDRL, multiple UAVs share their observational knowledge (through
model parameters), it opens up a novel attack window for
the adversary to conduct triggerless backdoor attacks that
will not require the adversary to execute external triggers or
manipulate the victim UAV’s observation. Though triggerless backdoor attacks have been explored for deep learning
[30] models to some extent, it has yet not been studied
for RL or within the context of FDRL paradigm, especially
in such mission critical applications as those assisted by
UAV technologies. Moreover, triggerless backdoors do not
require the adversary to have access to the environment of
the victim UAV. To develop an attack resilient and intelligent
offloading policy, we investigate the backdoor vulnerabilities of the MUAV and propose countermeasures accordingly.
Fig. 2 illustrates the schematic overview of the computation
offloading architecture for forest fire monitoring. This figure
illustrates that the sensing UAVs send the sensing information (i.e., fire image or location information) to the MECUAV or monitoring center for localizing fire frontline. The
main contributions of this work are as follows.
•

•

•

We formulate the task offloading problem of MUAVs
as Markov decision process (MDP) in the MACR
paradigm. Moreover, we distinguish tasks into two
classes, i.e., critical (e.g., fire frontline localization)
and non-critical (e.g., vegetation modeling) based on
their respective QoS requirements.
We use FDRL for developing a decentralized (the
offloading decision is made at task origin level), optimum offloading policy to overcome the challenges,
i.e., limited training data, small feature set of states,
and preserve data privacy of learning agents (or
sensing UAVs). To overcome the curse of dimensionality issues in RL, we use a deep neural network for
function approximation.
We propose a novel triggerless backdoor attack
scheme against the intelligent offloading agents in
which the attacker exploits the reward function (of
FDRL) for injecting backdoors. Moreover, we deduce
an attack tuning hyperparameter that the adversary
can use to gauge the attack’s impact scale. Simulation
results are presented to measure the efficacy of the
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proposed attack scheme.
We also propose lightweight agnostic defense mechanisms for defending such backdoors in multi-UAV
settings, and extensive simulations have been performed to measure the efficacy of our proposed
defense mechanism.

R ELATED W ORK

This section describes related works on computation offloading and backdoor attacks on machine learning models.
We also outline the research gaps in building a resilient
computation offloading scheme for multi-UAV settings.
2.1

Computation Offloading

In [31], the authors have proposed a learning-based cooperative particle swarm optimization algorithm for developing
an optimum resource allocation strategy for sensor data processing in a UAV-enabled MEC-based resource-constrained
forest fire monitoring system. The authors, in [22], have
proposed a DRL-based trajectory control algorithm for UAVenabled flying MEC architecture for providing computation resources to user equipment (UE). In [23], the authors
have proposed a DRL based offloading scheme for mobile
cloudlets where the user learns about the ratio of tasks that
should offload and execute locally through trial and error.
Moreover, in [24] and [20] DRL-based offloading scheme has
been proposed for vehicular edge network and mobile edge
devices, respectively. However, the decentralized offloader
(or mobile device/vehicle node) is required to collect the
information of remote execution state of edge server [24]
or the historical load level at the edge node [20] which can
create additional communication and storage overhead on
mobile devices.
In [32], a FDRL-based resource management mechanism
in MEC has been proposed for maintaining user data privacy and increasing the quality of resource management
policy. In [33], an edge server-side offloading scheme has
been proposed for a team of swarm robots. However, serverside offloaders will create additional overhead since the
mobile robots require communicating with the server for offloading decisions. Apart from these works, in [14], [15], [21]
and [34], DRL [21], game theory [14], [34], and linearization
technique [15]-based offloading solution has been proposed.
However, the works on task offloading mentioned above
did not consider any attack surface within the offloading
algorithm. Since the communication resources are limited,
and computation offloading has become popular in different critical applications, i.e., forest fire monitoring [31],
vehicular networks [35], internet of things (IoT) [36], smart
grid [37], etc., attackers can target the offloading policy for
launching resource drain out attack on such critical systems.
Moreover, most of these works either utilize solely UAVs
as MEC service provider or traditional infrastructure as
edge servers which limits their applications since MECUAVs itself have limited battery power and conventional
communication resources are not available in remote applications (e.g., forest fire monitoring [5], remote gas sensing
[17], etc.). Therefore, we need an amalgamation of aerial

access network, MEC-UAV, and traditional cloud infrastructure for providing resilient extended computation service in
resource-constrained critical remote sensing applications.
2.2

Backdoor Attacks

In [38], the authors have proposed backdoor attacks on
neural network-based image classifiers for the first time.
The authors have shown that the adversary can exploit
training outsourcing for injecting backdoor triggers in the
outsourced model and exploited it during the testing phase.
In [39], [40] and [41], the authors have migrated backdoor
attacks to generative adversarial networks (GANs), natural language processing (NLP) tasks, and mission-critical
tasks,i.e., power system state estimation, respectively. In
[42], the authors have proposed hidden trigger based backdoor attack on the neural network where the poisoned data
is labeled correctly and the trigger patch is activated only
during the testing phase. In [27], [28] and [29], the authors
have shown that DRL policies are also vulnerable in the
presence of backdoors. To introduce backdoors in the DRL
policy, the adversary is either require to manipulate the
victim agent’s observation (or environment) directly [27],
[29] or require to execute an external triggering event by the
adversary (in two-player competitive DRL) [28]. Therefore,
the adversary has to interact with the victim to successfully
executing backdoor attacks in DRL.
Recently, in [30], the authors have gauged the feasibility of triggerless backdoor attacks against neural networks
through exploiting dropout technique. However, the feasibility analysis of triggerless backdoors in the applications
that use RL (or FDRL) remains unexplored. Since FDRL
opens up the training phase to multiple distributed entities, it also provides an opportunity for adversaries to
inject triggerless backdoors in the FDRL policy without
the requirement of controlling victim’s observation or any
external triggering event. Therefore, it is necessary to investigate the feasibility of backdoor attacks in intelligent
offloading policy and develop lightweight countermeasures
accordingly.
Hence, in this paper, we envision developing a backdoor
resilient (using lightweight defenses) decentralized (sensing
UAVs can make offloading decisions locally) offloading
policy for resource-constrained multi-UAV systems.

3

P ROBLEM F ORMULATION

This section describes the computation, communication, and
energy consumption model for autonomous aerial vehicles,
mobile edge servers, and cloud servers. We also describe the
threat model for the intelligent offloading policy.
3.1

Multi-UAV Network Architecture

Fig. 3 illustrates the detailed multi-UAV computation model
for forest fire monitoring systems. We assume that n number of autonomous fire sensing UAVs, denoted as U =
{U1 , U2 , U3 , ....., Un } are monitoring forest fire area to track
the fire expansion trend. We also assume that N number
sensing UAVs team up as a single cluster, and the system
consists of c number of clusters where we can define each
cluster as, Ci = {U1 , U2 , U3 , .....UN , Ul }. We denote the set
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TABLE 1
List of notations and their description.
Symbols
ri
No
τ
GDMC
Ej
E[.]
a
α, β
P (ϵ)
∆
N

Description
Upload data rate
Channel Variance
QoS requirement
Cloud server
Energy consumption
Expectation
Action
Balancing parameter
Exploration probability
Attack amplification factor
Number of Sensing UAVs

Symbols
B
Tj
Tp
t
ξ
γ
Q
texe
P (1 − ϵ)
Tr
Ns

Description
Bandwidth
Task request
Task type
Latency
Execution decision
Discount factor
Action value function
Task execution latency
Exploitation probability
Target range
Set of Sensing UAVs

Symbols
Pi
ID
U
f
Emax
rt
TC
Eexe
Ds
Ta
NT

Description
Transmission power
Task identification number
Local UAV
Computation power
Maximum energy level
Immediate reward
Critical task
Consumed power
Decision set
Target action
Total Number of Tasks

Symbols
hi
D
M
Cj
V
s
T NC
A
Ci
w

Description
Channel gain
Input data
Edge server
CPU cycle
Value function
State
Non-critical task
Action space
Cluster
weight

UAVs may hover in remote region from which the MECUAV or GDMC may not have direct communication link.
Hence, we simplify the uploading process considering uploading rate only for sensing UAVs while ignoring the intermediate nodes. In this regard, we assume that the upload
rate is achieved while considering those intermediate nodes.
We assume that the monitoring mission has a dedicated
bandwidth of B accessible by each sensing UAV with equal
priority. We can describe the achieve-able upload data rate
(ri ) of the ith sensing UAV by the following equation [15],

ri =
Fig. 3. Computation model for multi-UAV forest fire monitoring system.

of sensing UAVs in a cluster as, Ns = {U1 , U2 , ...., UN }.
Here, Ul is the leader of each cluster responsible for relaying the sensed data (from sensing UAVs) to the ground
station through the aerial access network. Each cluster
consists of only a single sensing leader, and each cluster
is responsible for monitoring a specific portion of forest
fire which will minimize the mobility of clusters. We assume that the fire monitoring team comprises of multiple
homogeneous clusters. Since sensing UAVs have limited
computation power, we assume a UAV-enabled MEC system extends the computation power and mission lifetime
for the sensing UAVs (Ui ). The MEC-UAVs, denoted as
M = {M1 , M2 , M3 , ...., Mv } usually hold extended computation capability and battery power. We assume that each
MEC-UAV (Mm ) is responsible for providing computation
service to the sensing UAVs within a pre-specified region.
Moreover, a ground-based disaster monitoring center
(which is usually few to multi-hop distant from the sensing UAVs) holds a relatively large amount of computation
servers (alternatively known as cloud servers) to extend further the computation power of the fire monitoring mission
and the mission lifetime. The sensing UAVs (Ui ) can offload
computation tasks on the MEC UAVs or the (GDMC) cloud
servers. Moreover, we consider that each sensing UAV in
a cluster (Uic ) offload or communicate to the monitoring
center through the cluster leader (Ulc ) and an aerial access
network (consisting of relaying UAV and MEC-UAV). Relay
UAVs are responsible for extending the communication
resources in the air and cluster UAVs are responsible for
monitoring/sensing the fire frontline.
We consider the intermediate UAVs (i.e., leader, relay,
and/or MEC) as hops in communication link, since, sensing

B
Pi hi
log(1 + B
)
n
n N0

(1)

where n is the number of offloading UAVs, Pi and hi
are transmission power and wireless channel gain of ith
UAV respectively, and N0 denotes the channel variance of
Gaussian channel noise.

3.2

Task Workloads

In the MACR paradigm, edge and cloud servers host numerous tasks which either require a considerable amount
of computation power or storage capability. This paper
assumes that the UAV-assisted MEC server (M ) provides
edge computing resources, and the GDMC server provides
cloud computing resources. The sensing UAVs (U ) send
task requests to either the edge server or the cloud depending on the task’s requirement. We denote each (j th ) task
request (Tji ) of ith sensing UAV as a tuple of five entities,

Tji = (IDji , Dj , τj , Tjp , timestamp)

(2)

where IDji denotes unique identification number for each
task, Dj is the input data requirement of j th task, τj
denotes the QoS requirement (in terms of latency) of j th
p
task, Tj denotes the task type, and timestamp is the task
generation time. We assume that each task requests (Tji ) is
indivisible to partitions which implies that a task can be
either executed locally (U ) or offloaded to the edge server
(M ) or cloud server (GDM C). In this paper, we assume
that sensing UAVs generate two distinct tasks: latencysensitive (or critical, e.g., front-line fire localization), and
another type is latency relaxed (or non-critical, e.g., forest
vegetation modeling). In addition, critical tasks usually have
smaller (or strict) latency requirements compared to noncritical tasks.
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3.3

Task Computation Model

3.3.1 Computation Model at Sensing UAVs (U)
We assume that each sensing UAV (Ui ) has identical computation power along with an identical energy consumption
rate. We define computation power in terms of CPU cycles
per second, and we denote ith sensing UAV’s computation
power as fiU . Therefore, the local execution latency for j th
task of ith sensing UAV can be defined as follows,

Cj
(3)
fiU
where Cj represents the approximate amount of CPU cycle
requirement for executing the task that is proportional to
the input data requirement (Dj ) for j th task, this local
execution latency is identical for all sensing UAVs for j th
task. However, executing j th task at the ith sensing UAV
will incur an energy cost for the UAV (Ui ) which we can
define as EjU = δCj , where δ represents the energy consumption rate per CPU cycle, and according to the practical
measurement conducted in [43], we set the value of this
parameter at 10−27 (fiU )2 . Thus the energy consumption rate
is proportional to the CPU cycle requirement (Cj ) of j th
task, and the energy consumption value is identical for all
the sensing UAVs (U ).
tU
j =

3.3.2 Computation Model at MEC-UAVs (M)
We assume that each UAV-assisted MEC server is identical
in terms of computation power and energy consumption
rate. The execution latency of j th task, generated by the ith
sensing UAV, for executing the task at mth MEC-UAV can
be described as follows,
Dj
Cj
tM
+ M
(4)
j =
ri
fm
M
M
> fiU ) denotes the identical computation
(fm
where fm
power (CPU cycle/s) of MEC-UAVs. The total execution
latency is the summation of latency for uploading the input
data to the mth MEC-UAV (Mm ) from ith sensing UAV (Ui ),
and the execution latency at MEC-UAV (Mm ).
To execute j th task at MEC-UAV (Mm ) both the ith
sensing UAV and the mth MEC-UAV have to consume
energy for uploading input data and for executing the task
(j th ) respectively. We define the energy consumption of Ui
as,
Pi Dj
(5)
EjUo =
ri

where Pi denotes transmission power of ith sensing UAV
which is identical for all the sensing UAVs (U ). Conversely,
the MEC-UAV consumes energy according to EjM = δCj ,
M 2
where δ = 10−27 (fm
) [43]. When a decision regarding
a task is made, the corresponding cost associated with
that decision is calculated using the energy consumption
equations.
3.3.3 Computation Model at Cloud Servers (GDMC)
We assume that only a single cluster of cloud servers,
located at a ground-based disaster monitoring center
(GDMC), provides computation power to the mission. The
execution latency of j th task can be described as,

Dj
Cj
tG
+ G
j =
ri
f

(6)

Fig. 4. Threat model: adversarial UAV is exploiting reward function for
injecting backdoor during model update for intelligent offloading policy.

where f G is the CPU cycle/s of the cloud server, we
disregard the power consumption of the cloud server for
executing the task since we assume that the GDMC server is
well equipped with an energy supply. Therefore, only the ith
sensing UAV needs to incur the energy cost for uploading
the task input data (Dj ) to the GDMC according to the
equation (5).
3.4

Task Offloading Problem Statement

This work aims to maximize the mission time (for the
sensing UAVs) through reducing its energy consumption
for computation while maximizing the task completion rate
for the sensing UAVs. Therefore, we formulate the problem
according to the following equation,

min

ξ,E M

NT
X

U0
U
M
M
ξj,1 (tU
j + Ej ) + ξj,2 (tj + Ej + Ej )

j=1
U0
+ ξj,3 (tG
j + Ej )

s.t.

C1 : ξj,1 · ξj,2 = 0, ∀j ∈ NT
C2 : ξj,1 · ξj,3 = 0, ∀j ∈ NT
C3 : ξj,2 · ξj,3 = 0, ∀j ∈ NT
M
G
C4 : ξj,1 (tU
j ) + ξj,2 (tj ) + ξj,3 (tj ) ≤ τj , ∀j ∈ NT
i
C5 : 0 ≤ dEji ≤ Emax
, ∀j ∈ NT , ∀i ∈ Ns ,
∀d ∈ {ξj,1 , ξj,2 , ξj,3 }

C6 :

Ni
X

i
dEji ≤ Emax
, ∀j ∈ NT , ∀i ∈ Ns ,

j=1

∀d ∈ {ξj,1 , ξj,2 , ξj,3 }
m
C7 : 0 ≤ dEjm ≤ Emax
, ∀j ∈ NT , ∀m ∈ M ,
∀d ∈ {ξj,1 , ξj,2 , ξj,3 }
C8 :

Ni
X

m
dEjm ≤ Emax
, ∀j ∈ NT , ∀m ∈ M ,

j=1

∀d ∈ {ξj,1 , ξj,2 , ξj,3 }
(7)

2327-4662 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
Authorized licensed use limited to: KAUST. Downloaded on May 08,2022 at 11:57:42 UTC from IEEE Xplore. Restrictions apply.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2022.3172936, IEEE Internet of
Things Journal
6

where constraints C1 − C3 implies that any task request
(j th ) can be executed either in sensing UAV (where the task
is generated) or offloaded to either the MEC-UAV or the
GDMC server. Here, ξj,1 , ξj,2 , and ξj,3 denotes that the j th
task is executed locally at sensing UAV, at edge on MECUAV or at cloud in the GDMC, respectively. Constraint C4
ensures that each task (j th ) is executed (whether locally or
offloaded) within the specified latency requirement (τj ) of
that task. Constraints C5 − C6 describe each task’s energy
consumption constraints by the task generated sensing UAV
(U ). To execute a task (j th ), each sensing UAV needs to
incur a cost either for computing the task locally or for
transmitting the task input data (Dj ) to either edge or cloud
server. The value of this energy consumption should be
less than the battery capacity of the sensing UAV, and the
sensing UAV should execute all the generated tasks (by ith
UAV) of a mission with its existing battery capacity (E i ).
C7 and C8 holds similar energy consumption notion for the
MEC-UAV (M ). Here, ξ denotes the set of task execution
decisions, such as ξ = {ξ1 , ξ2 , ξ3 , ....., ξj , ...., ξN }. The value
of the ξj (in Eq. (8)) can be one of three alternatives, as we
describe in the following equation.

 0, local
1, edge
ξj =
(8)

2, cloud
Moreover, E denotes the set of energy consumption, by
the MEC-UAV (M ), for each task which we can be described
M
as E M = {E1M , E2M , E3M , ....., EjM , ...., EN
}. The value of
Ej is zero when the task is executed locally or on the cloud;
otherwise, Ej is a continuous value depending on task size.
In this paper, we disregard the energy consumption and
delay during task response from the offloaded server (either
M or GDMC) to the sensing UAV (U ) since the download
data rate is comparatively higher than the upload rate. Also,
the task response size is smaller than the input data size.
We assume that each sensing UAV (Ui ) makes the task
offloading decision (ξj ) autonomously when a new task
(j th ) is generated. Making offloading decisions at the task
origin UAV (Ui ) will reduce additional communication
overhead in the monitoring network. Since forest fire monitoring is a resource-constrained system (MEC-UAV and
sensing UAV has limited computation and energy power),
MACR is a distinct (as it has three non-identical task hosting
options, i.e., local, edge, and cloud) computation paradigm,
application-specific latency requirements(τj ), uncertain task
arrival rates, task offloading decision at sensing UAV level
is non-trivial. This work aims to develop an adaptive task
offloading scheme for facilitating each sensing UAV to
make autonomous, decentralized, and efficient offloading
decisions, thus, enhancing the fire monitoring mission time
while handling tasks according to the distinct requirements
(e.g., QoS).

trusted entity (assigned and monitored by the monitoring
center), whereas the sensing UAVs (Uic ) in that cluster
can be compromised since sensing UAVs usually hover in
remote locations and remain unmonitored by the disaster monitoring center. We assume that each sensing UAV
(Uic ) locally trains a deep Q-network (DQN) [44] model
with its local data (st , at , rt , st+1 ) and share the paramei
ters (∆wt+1
) with the leader (Ul ) for updating the global
G
weights (∆wt+1
) (or policy model). Therefore, any adversarial sensing UAV can inject malicious backdoors during
a
the policy update (or weight update, ∆wt+1
) phase that can
deviate the offloading policy of that cluster from reaching
the optimum one. Sensing UAVs can be compromised by
trapdoor the computation process of the sensing UAVs
either during the installation period or remotely during
operation. Fig. 4 illustrates the threat model of the intelligent
offloading policy (N is the number of sensing UAVs). Since
the leader UAV (or aggregator) utilizes federated averaging
[45] for policy update, any adversarial weight during the
policy update process (or averaging) will eventually inject
malicious backdoor in the offloading policy if the adversara
) is carefully crafted. On the other hand,
ial weight (∆wt+1
we assume that the leader UAV (Ulc ) cannot detect any backdoors hidden in local weight update parameters. Moreover,
due to the resource-constrained attribute of the forest fire
monitoring system, leader UAV (Ulc ) is also not capable
of deploying any training monitoring mechanism (either
through blockchain or voting/trust-based mechanisms).

4 I NTELLIGENT O FFLOADING A RCHITECTURE FOR
S ENSING UAV S
During the operation, task is generated at the sensing UAV
level. Each sensing UAV based on the offloading policy
makes a decision whether to execute the task at the local
level or to send the task either to the MEC-UAV or the
cloud center. In this regard, the sensing UAVs utilize the
extended communication resources to the relay UAVs. If
the task is offloaded, after execution the computation response is returned to the sensing UAV through relay UAVs,
alternatively, the airborne access network. We model the
task offloading problem as MDP problem [46] and utilize
DQN [20] for developing optimal offloading policy. DQN
is advantageous over traditional Q-learning for efficient
function approximation in learning the optimal offloading
policy. Moreover, we use federated training to create robust
and high-quality offloading policy and protect sensitive
information (e.g., battery level, task generation pattern, etc.)
privacy of the sensing UAVs. We describe the intelligent
offloading architecture below.

4.1
3.5

Threat Model

We consider that each cluster cooperatively (or federally)
learns the adaptive computation offloading policy where the
cluster leader (Ulc ) serves as the federated master and the
sensing UAVs in that cluster (Uic ) serves as federated agent.
We assume that the designated leader (Ul ) in a cluster is a

DQN-based Task Offloading

(RL) [47] has been extensively utilized in sequential decision
making problems, e.g., in [48]. In RL, a learning agent, being
at an initial state (S), interacts with an environment, takes
an action (a), receives a reward (r) for making the action,
and moves to the next state (s′ ) of the environment which
s′

we can describe as, s × a −
→ r. The goal of this agent is to
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learn an optimal policy, π , (over time) that can maximize the
value function (V (π) ) as described in Eq. (9) [49],
" ∞
#
X
(π)
t
V (s) = E
γ rt |s
(9)
t=0

where γ represents discount factor which ensures that the
agent considers the future consequences of making an action
at each state, s, rt denotes immediate reward at state, s,
and (V (π) ) is called the state-value function for the policy,
π [47]. Q-learning [47], being a model free RL paradigm,
the learning agent estimates a Q-function (Qπ (s, a), alternatively, action-value function) to determine the optimum
action in each state. We define the action value function as
shown in following equation [47].
" ∞
#
X
π
t
Q (s, a) = E
γ rt |s, a
(10)
t=0

The action-value function is used to evaluate actions in
each state; in contrast, state value functions are used to
assess a policy. We can describe the optimum action-value
function and the optimum policy in Q-learning [47] by the
following equations, respectively.
π
Q∗ (s, a) = max
π Q (s, a)
∗

π (s) =

arg max
π

∗

Q (s, a)

(11)
(12)

However, Q-learning can ensure convergence; reaching
the convergence point iteratively becomes time-consuming
when the state and/or action space is continuous or considerably extensive. Since we consider continuous task generation and the value of few state features as continuous
(we will describe this in the following sections), iteratively
reaching the optimum policy is unsuitable for the sensing
UAVs. In this regard, deep learning [50] based Q-function
approximation [44] has been widely used to fasten the
learning speed. Therefore, we adopt DQN [44] architecture
for learning the optimal offloading policy. In the following,
we describe the intelligent task offloading model.
4.1.1 State Space
In this architecture, each sensing UAV (U ) or offloading
agent considers task contexts,e.g., input data size (D), QoS
requirement (τ ), and task type (T p ), along with its own
state (sensing UAV), e.g., energy (alternatively battery) level
(E), for making an offloading decision. We assume that
each sensing UAV is powered through batteries. Hence, we
define the state space for the offloading agent (sensing UAV)
as S = {D, τ, T p , E}. Here, the values of D, τ , and E are
continuous whereas, T p is categorical. Therefore, the state
space of the problem is extensively large, in this regard,
DQN network can help track with such large state spaces
and make efficient function approximation.
4.1.2 Action Space
We assume that sensing UAVs make offloading decisions
in an event-driven manner, implying that it makes an offloading decision when a new task is generated. A sensing
UAV can make one of three execution decisions as described in Eq. (8). Hence, we can define the action space as,
A = {local, edge, cloud}. Here, the action space is discrete.

4.1.3

Reward Function

In DQN, the reward function motivates an agent to take
appropriate actions in each state to help the agent reach the
optimum policy. Since the goal for the intelligent offloading
agents (sensing UAVs, Ui ) is to meet the QoS requirement
for each task (alternatively, maximize task completion rate)
as well as to maximize the mission time (alternatively,
minimize energy consumption for UAVs), we define finegrained reward functions for the agents depending on the
type of the task according to the following,




τ − texe
Ec + Eexe
α
+β 1−
, ∀T P = T C
(13)
τ + texe
Emax


Ec + Eexe
texe − τ
, ∀T P = T N C
(14)
α
+β 1−
τ + texe
Emax
where α and β are reward balancing parameters, texe and
Eexe denotes the execution latency and consumed power by
the sensing UAV for processing the task, Ec represents the
current energy level (or battery level) of the sensing UAV,
and T C , and T N C represents critical and non-critical tasks,
respectively. The values of texe and Eexe are calculated
depending on the mode of action (local, edge or cloud),
and based on the description provided in sections 3.3.1,
3.3.2, and 3.3.3 accordingly. Thus, the first part of the
reward function in Eq. (13) motivates the offloading agent
to execute the critical tasks at the earliest available time.
In contrast, the second part of (13) motivates the agent
to minimize its energy consumption to extend the mission
time. In contrast, the first part of (14) encourages the agent
to perfectly (or in a relaxed manner to some extend) meet
the QoS requirement for the non-critical task, which implies
that agents are motivated to offload non-critical tasks to the
cloud server since it is usually multi-hop apart (lower data
transmission rate compared to edge server which is in the
single-hop distance) from the sensing UAV. Moreover, we
assume that QoS (or latency) requirement for non-critical
tasks is relaxed. The agent is rewarded by equation (13)
and (14) only if the task QoS requirement is met, otherwise,
the agent is penalized with a larger constant negative value
(σ).
4.1.4

State Transition

We assume that each intelligent offloading agent (Ui ) utilizes ϵ−greedy policy for making action at each state. The
following equation describes the exploration-exploitation
policy.

random action f rom A; P (ϵ)
π(s) =
(15)
arg max
π
π Q (s, a), P (1 − ϵ)
where A represents the action space, and 0 < P (ϵ) ≤ 1, and
P (ϵ) + P (1 − ϵ) = 1. This implies that the offloading agent
can either take a random action or take an optimal action
according to the learned policy, π . Usually, the exploration
probability P (ϵ) is a variable, remains high initially, and
after having sufficient experience, the agent reduces it at the
minimum level. At that point, the agent starts to exploit
its gathered experience to choose an action that returns
maximum reward.
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4.1.5 Sample Experience Replay
To train the deep neural network for function approximation, we need a sample decision set (Ds ) such that Ds
contains a collection of {st , at , rt , st+1 } where st , at and rt
denotes current state, action and reward respectively, and
st+1 denotes the next state of the agent. We assume that
the decision set Dsi for each offloading agent has a limited
memory capacity, and initially, the agents take random or
offloading actions for collecting the sample decision set.
4.2

Federated Training

We design a federated learning-based distributed offloading
model training method for intelligent sensing UAVs. We
assume that each cluster independently adopts this training
process; thus, the offloading policy for each sensing UAV
(Uic ) within a cluster is identical. Moreover, we assume that
leader UAV (Ulc ) of the cluster serves as federated master
and sensing UAVs (Uic ) serve as federated agents. Each
sensing UAV (Uic ) in a cluster can leverage this trained
offloading policy for making an autonomous offloading decision at the task origin level (or Uic ). This type of autonomy
will reduce additional communication overhead, which may
cause by offloading decision making. We illustrate the federated training process in algorithm 1. We assume that each
sensing UAV (Uic ) trains their local DQN network as in [44].
Specifically, at the beginning of the training period, the
leader UAV (Ulc ) initiates a global DQN model with parameters, woG and the sensing UAVs (Uic ) download the initial
global model and starts training with their own collected
sample experience replay set. Periodically, the sensing UAVs
(Uic ) uploads their updated local models to the leader UAV
(Ulc ) and the leader UAV aggregate parameters from all the
sensing UAVs and sends back the updated global model to
all the sensing UAVs (Uic ) using federated averaging [45].
Moreover, this type of training is advantageous over traditional DRL training, since (i) it avoids correlation as different sensing UAVs (Uic ) will experience non-identical states
and transitions, (ii) it is fast and robust than traditional
DRL approaches. To train the federated policy the sensing
UAVs require to consume both time and energy which is
proportional to the number of epochs in the training phase.
In federated training, the central server and federated agents
are required to communicate with each other twice (e.g.,
broadcast and aggregation) in each update iteration. Therefore, the communication cost is proportional to iteration (or
aggregation) rounds, I . Since, in this federated learning task
the input data is numerical in nature with limited feature
compared to the traditional vision based federated learning
tasks, we anticipate that such type of federated learning
is feasible in edge devices (i.e., sensing UAVs and leader
UAVs) since they are computationally light, and therefore,
will not deplete significant energy.

5 BACKDOOR ATTACK S CHEME ON I NTELLIGENT
S ENSING UAV S
We assume that an adversary’s motivation to conduct a
backdoor attack is to minimize the mission time by placing
additional (which should be offloaded to the cloud or edge)
computation burdens on the sensing UAVs (Uic ) as well as
reduce the task execution rate in the system. Moreover, the

Algorithm 1: Federated learning based DQN model
training for intelligent task offloading
Input: Initial global DQN parameters, woG .
Output: Trained DQN parameters, wtG .
Requirement: Local sample experience replay,
Dsi =< st , at , rt , st+1 >.
Initialization:
Leader UAV (Ulc ) side:
Initialize global DQN model with random
weights, woG , at time t = 0.
Sensing UAV (Uic ) side:
Download woG , and initialize local DQN network
with woi = woG .
for t = 0, 1, 2, 3, ...., T do
Sensing UAV (Uic ) side:
for each Uic ∈ Ci in parallel do
download wtG from Ulc ;
wti ← wtG ;
train DQN agent locally with wti on
DQN(Dsi , wti );
i
to the leader
Upload trained weights wt+1
UAV (Ulc );
end for
Leader UAV (Ulc ) side:
i
receive all
" wt+1 updates;
#
i
PN wt+1
G
wt+1 ←
;
i=1 N
G
broadcast wt+1
to Uic
end for
function DQN (Dsi , wti )
initialize evaluation action-value function Q
with parameters wti ;
if j ≡ 0 mod f do
reset target action value function, Q′ = Q;
end if
for each task (Tj ) arrives in Tep = 1 : ep do
select an action at with probability, P (ϵ);
otherwise at = max
a Q(st , a; wt );
observe reward rt and next state st+1 ;
store transition < st , at , rt , st+1 > in Dsi ;
if j ≡ 0 mod f ′ do
sample mini-batch Sm from Dsi ;
for each transition (st , at , rt , st+1 ) in Sm do
′
′
′
targett = γ max
a′ Q (st , a ; wt );
update parameter wti with loss function
(targett − Q(st , at ; wti ))2
end for
end if
end for

adversary wants to remain stealthy in the system so that
the benign UAVs (Ubc ) can not detect it. We assume that the
adversary will participate in the federated training through
a compromised sensing UAV (Uac ). Since for the federated
DQN training, sensing UAVs (Uic ) send model parameters
(wti ) to the leader UAV (Ulc ), the adversary (Uac ) will try to
implant backdoors while sending such parameter updates.
While the adversary can implant a backdoor by injecting
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triggers in the input space of the DQN during the training
phase, it requires the adversary to have access to the input
state space of the victims (or peer sensing UAVs) during
the testing phase. This condition makes it difficult for the
adversary to conduct a successfully triggered backdoor attack. In contrast with it, federated training itself opens up
a new attack window for the adversary. Since, in federated
training, each federated agent (Uic ) locally maintains a sample experience replay (Dsi ) of identical size, which we can
define as Ssi = {st , at , rt , st+1 }, an adversarial agent (Uac )
can tweak with the reward function for targeted state and
action pairs in its replay buffer set. Each sensing UAV (Uic )
trains their DQN network with this replay buffer and sends
the updated weights to the leader UAV (Ulc ). Therefore,
tweaking the reward function will eventually implant a
backdoor in the global DQN network during federated
averaging. To implement this backdoor, the adversary is not
required to access the state space (or any external triggers) of
the victim-sensing UAVs (Ubc ); hence, we termed this as the
triggerless backdoor attack in the federated DQN setting.
This type of attack is executed when the input space of the
victims contains the targeted state and action pair; however,
adversary does not need to manipulate the input state space.
To implant a triggerless backdoor, the adversary is required to find a target feature (Tf ) from the state space,
then the target region of that feature (Tr ) and a target action
(Ta ) from the action set A. Designing a tweaked reward
function is that the victim will take the targeted action when
the target feature value appears within the target region.
Since federated DQN training tries to reach optimum policy
(through iterations), injecting such backdoors will eventually have an adverse effect on trained policy, deviating from
the optimum one. Therefore, we design the reward function
by the following two equations,




texe
Ec + Eexe
∆ α
+β 1−
, ∀ Tr & Ta (16)
τ + texe
Emax

−∆ α




texe
Ec + Eexe
+β 1−
, ∀ Tr & Ta′
τ + texe
Emax

(17)

where Ta′ ∩ Ta = ∅ and Ta′ ∪ Ta = A. The compromised
UAV feed-backs the tweaked reward only for the actions at
the targeted region of targeted feature, and for the rest of
the features or regions it feedbacks reward by equation (13)
and (14). In Eq. (16), the first part of the reward function
provides positive feedback to the sensing UAV for taking
action Ta for all Tr , whereas, first part of an equation (17)
penalizes the agent for making action Ta′ which is other
than the target action Ta . Hence, the adversary motivates
the global DQN model through this tweaked reward function for making action Ta for all Tr . We introduce a new
term, attack amplification factor (∆) in the tweaked reward
function which either scales up the incentive amount (for
Ta & Tr ) or scales up the penalizing amount (for Ta′ & Tr ).
We will examine the impact of scale up or down in the
simulation section. In this work, we keep the second part of
the reward function unchanged and leave the analysis of its
impact as our future research direction. Moreover, this paper
only considers a single adversary within a cluster though it
can be extended for multiple adversaries with appropriate

modification and We leave that part as our future research
direction.

6

AGNOSTIC D EFENSE M ECHANISMS

Since MUAVs are usually deployed in resource-constrained
applications, i.e., forest fire monitoring, we envision developing lightweight defensive approaches against backdoor
attacks. We assume that leader UAV (Ulc ) or benign peer
UAVs (Ubc ) cannot detect backdoors in model parameters.
The leader UAV (federated master) is not equipped with
any resource-intensive mechanisms (e.g., blockchain or voting method) which can monitor the training phase of the
sensing UAVs (Uic or federated agents). Therefore, the leader
UAV needs to take an agnostic defense strategy during the
federated averaging phase while suspecting each updated
DQN weight (wti ) received from the sensing UAVs. Since
sensing UAVs (Uic ) are highly resource-constrained and
deployed to monitor a continuous environment (e.g., fire
frontline), we assume that only the leader UAV can take
defense strategy during a training phase. We assume that
leader UAV comparatively possesses higher computation
and communication resources than the sensing UAVs within
a cluster, and leader UAV does not require to monitor fire
frontline; instead, it is responsible for relaying and serving
as a federated agent during training.
One approach of minimizing the impact of malicious
weight (wta ) over benign weights (wtb ) is to increase the
number of federated agents or (benign) sensing UAVs (Uic )
in the learning process. In the simulation, we observe that
such a naive approach of incorporating benign sensing
UAVs weights (wtb ) during federated averaging increases
the overall task offloading decision accuracy (ToDA) even in
the presence of backdoors. However, increasing the amount
of sensing UAVs (Uic ) arbitrarily is not economical (in terms
of monetary value and communication resource) and can
not be possible in all circumstances.
Another agnostic defense approach is dropping weights
(with equal probability) during federated averaging in the
training phase. Thus, we can describe the global weight
update, at each round of federated training, by the following
equation,
#
" i=N
X Pw wi
t
G
(18)
wt+1 =
N
i=1
where Pw denotes weight drop probability. Since the leader
UAV (Ulc ) considers each sensing UAV (Uic ) as equally
untrusted, the value of Pw is identical for all sensing
UAVs. This method reduces the frequency of incorporating
malicious weight (wta ) for federated averaging during the
training phase. Moreover, it is a more viable defense strategy than increasing the federated (or benign) sensing UAV
number. In the simulation, we demonstrate the efficacy of
such weight dropping method in defending backdoors.

7

D EFENSE AGAINST BACKDOOR ATTACK

In this section, we discuss how the proposed defense mechanisms can defend backdoors in the offloading policy. Since
sensing UAVs are authenticated members in the sensing
network, if any of them turns into malicious ones, it can
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have a severe impact on the offloading policy of the sensing
cluster. This paper assumes that only internal sensing UAVs
in a cluster can inject backdoored model parameters (wta )
during the training period. Therefore, to inject backdoors,
the attacker is required to engage and contribute to the
federated training process within that cluster.
We emphasize minimizing the dependency on a particular sensing UAV’s model parameter (wti ) during the
global model (wtG ) update process in the proposed defense
mechanisms. We focus on minimizing dependency by increasing the number of federated agents (sensing UAVs,
N ) and dropping weights (with probability, Pw ) during
the federated averaging process. We can rewrite Eq. (18)
according to the following,
" i=N
# " i=N
#
Xb P b wi
Xa P a wa
w t
w t
G
(19)
wt+1 =
+
Na + Nb
Na + Nb
i=1
i=1
where Na and Nb represent the number of adversarial and
benign sensing UAVs in the cluster and Na + Nb = N . Since
the leader UAV in a cluster can not differentiate between
adversarial and benign agents, it treats all the participants
equally, which implies that the weight drop probability (Pw )
for all the participants in the federated training is equal,
i.e., Pwa = Pwb = Pw . Hence, from (19), we can describe
×Pw
the approximate coefficient for benign weights as Nb N
Na ×Pw
and for adversarial weights as
. Therefore, with
N
the appropriate choice of agent number (N ) and weight
drop probability (Pw ), the impact of the backdoor model
parameter during the global model (wtG ) update phase can
be reduced. For instance, if N >> Na and 0 < Pw << 1 the
coefficient for adversarial weights approaches zero. Thus,
the impact of backdoored model parameter (wta ) in global
model (wtG ) be reduced. As weight drop probability (Pw )
is equal for all agents and the adversary does not have
the privilege to modify it (since it is maintained by the
aggregator or leader UAV), the adversary will not get any
opportunity (compared to benign agents) to increase the
frequency of participation in the weight update process.

8

C ONVERGENCE A NALYSIS

Since in the defence strategy, we use weight drop technique (with equal probability), we conduct the convergence
analysis of our algorithm according to the partial device
participation in [51] and [52]. As in each iteration a portion
of the available federated agents’ weights are considered for
federated averaging.
G
We can define convergence of global weights (wt+1
) by
the following equation,
G
F (wt+1
) − F (w∗ ) ≤ δ

(20)

where w∗ is the optimal weight and δ is a small constant.
We assume that F (.) is β− convex and L− smooth and the
update of local models can be defined as [52],

∇Jnt+1 (wi ) = ∇Fn (wi ) + η[∇Fnt+1 (wi ) − ∇Fnt (wG )] (21)
where (21) can be solved using the gradient descent
method. Since, Jnt+1 also holds the properties as F (.), it also

TABLE 2
Simulation Parameters
Symbols & Description
Bandwidth, B
Transmission power, Pi
Input data, Dj
Sensing UAV, fiU
M
MEC-UAV, fm
GDMC, f G
Probability critical, PC
Probability non-critical, PN C
Sensing UAV, N
Cluster, Ci
Channel gain, hi
Target action, Ta
Target feature, Tf
Energy Consumption rate, δ

Numeric Values
10 MHz
500 mW
4 − 6 Mb
1 GHz/s
3 GHz/s
3 GHz/s
0.5
0.5
2, 3, 4, 5
1
−50 dB
Local
Input data (D)
10−27 (fiU )2

satisfies the properties of linear convergence, therefore, we
can define by [52], and [53].

Jnt+1 (wi ) − Jnt (w∗ ) ≤ b(1 − c)t [Jnt+1 (wti ) − Jnt+1 (w∗ )]
(22)
where b and c ∈ (0, 1) which depends on ℘ = L
.
The
local
β
model approximation can be defined as [52],
||∇Jnt+1 (wnt+1 )|| ≤ θ||Jnt (wt )||

(23)

Hence, the required number of local iterations (Il ) for θ−
approximation can be defined as [52],

b℘
2
(24)
log
c
θ
In contrast, the number of global rounds requirement for the
convergence of global model parameters can be defined as
[52],
G
) − F (w∗ )
F (wt+1
1
(25)
IG = log
Z
δ
where Z ∈ (0, 1) and a constant.
Il =

9

N UMERICAL A NALYSIS & D ISCUSSIONS

This section evaluates (i) the intelligent offloading policy’s
performance, (ii) the impact of the triggerless backdoor
attack on the sensing UAVs (Uic ), and (iii) the efficacy of agnostic defense strategies (executed by the designated leader
UAV, Ulc ) through series of distinct simulations. Moreover,
the leader UAV performs as the master node (which does
federated averaging) during the federated learning process.
We choose ‘task offloading decision accuracy (ToDA)’ as a
performance metric. A task offloading decision is regarded
as successful if the offloading decision can successfully meet
the task-specific (critical and non-critical) distinct QoS (or
latency) requirements perfectly; otherwise, the offloading
decision is counted as an unsuccessful one. The QoS requirement for critical tasks is strict, whereas, for non-critical
tasks, it is relaxed. We present the simulation results in three
different sections; first, we present the comparison results
of the intelligent offloading policy with other traditional
mechanisms (e.g., round-robin). Then we present the results
demonstrate the impact of backdoor attacks on the sensing
UAVs. This section analyzes the impact of attack amplification factor (∆) and target range (Tr ) on ToDA. Finally,
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we present the results which demonstrate the efficacy of
lightweight agnostic defense strategies. This section analyzes the impact of sensing UAVs number (N ) and weight
drop probability (Pw ) in defending the backdoor attack
agnostically. We conduct simulations in a Lenovo machine
(specifications: 16 GB RAM and Intel’s core i7 processor)
and use python 3 environment and open-source keras [54]
library.
In this system, the location of sensing UAVs and corresponding leader UAV depends on the location of their
cluster. Also, each cluster is responsible for monitoring
specific region of forest fire. Moreover, each MEC-UAV
is responsible for serving certain clusters within a range.
Hence, for simplification we assume that the channel gain
for each sensing UAVs within a cluster is identical. We
assume that the relative distance of sensing UAVs within
a cluster does not affect channel gain since sensing UAVs
within a cluster hover only a specific region.
9.1 Simulation Setup
In this simulation setup, we assume that a single MEC-UAV
is providing computation service to N (we conduct experiments for N = 2, 3, 4, & 5) sensing UAVs (Uic ) at the
network edge (single-hop distance from sensing UAVs). We
assume that there exists only a single cluster in the system
since the function of each cluster is identical. We also assume
a single ground-based disaster monitoring center (GDMC)
that provides cloud computing (multi-hop distance apart
from sensing UAVs) service to the forest fire monitoring
system. We assume that sensing UAVs usually hover at
a constant speed, and the monitoring region for a single
sensing UAV is fixed within a cluster. This holds for the
MEC-UAV (which provides service to a fixed number of
sensing UAVs or a fixed cluster within a specified range).
Therefore, we assume that the wireless connection among
the sensing UAVs, MEC-UAV, and the GDMC is not affected
due to the mobility of the UAVs. Hence, we can ignore the
mobility of both the sensing UAVs and MEC-UAVs in this
simulation.
We assume that a single flying base station provides
wireless service to the forest fire monitoring system, which
has the bandwidth, B = 10M Hz . We set the transmission
power (Pi ) for each sensing UAVs at 500mW [55]. We
assume the input data size (Dj ) for each task is 4 to 6 Mb
which follows a uniform distribution. The CPU cycle (Cj )
requirements for completing each task is proportional to Dj .
We set identical value of CPU speed (fiU ) for the sensing
M
UAVs at 1 GHz/s, and for MEC-UAV (fm
), and GDMC
G
cloud (f ) it is set at 3 GHz/s. To confirm the efficacy of
the intelligent offloading scheme, we compare it with the
following baseline (or unintelligent) solution.
Round Robin Offloading: In a round-robin-based offloading
scheme, the sensing UAV executes each task circularly (e.g.,
local, edge, and cloud). Therefore, one-third of the total task
is performed locally, one-third by the edge server, and the
remaining by the cloud.
9.2 Performance comparison under different Offloading scheme (without any adversarial sensing UAV)
This section presents the sum cost of task execution in a forest fire monitoring system for a different number of sensing

UAVs (2 to 10). We assume that the task generation rate for
critical (e.g., fire front-line localization) and non-critical (e.g.,
vegetation modeling) tasks are identical (PC = PN C = 0.5)
for all the sensing UAVs. We measure the sum cost by
adding the delay cost and the energy consumption cost for
each task. We present the sum cost in normalized form for
better inference. Fig. 5a depicts the sum cost (normalized)
for four different offloading mechanisms. From the figure,
we can infer that the cost of executing all tasks locally will
eventually have excessive energy and computation burden
on the sensing UAVS compared to offloading all the tasks to
the cloud. However, using a federated DQN-MACR (FDQNMACR) based offloading scheme, the sensing UAVs can
even reduce the sum cost by approximately 50% and 15%
compared to executing all the tasks locally or offload all to
the cloud, respectively.
On the other hand, the round-robin (RR-MACR) offloader performs poorly (approximately 25% additional cost
compared to the FDQN off-loader). We have seen similar
kinds of trends as we increase the number of sensing UAVs.
From the above analysis, we can infer that the intelligent
offloading mechanism has the edge over non-intelligent
or traditional ones since intelligent offloading policy can
make a dynamic (or adaptive) decision with the change (or
variation) of offloading environment.
9.3 Impact of backdoor attack (with single adversarial
UAV)
This section analyzes the impact of the triggerless backdoor
attack on sensing UAVs and presents the results.
9.3.1 Impact of attack amplification factor (∆) on sensing
UAVs:
Fig. 5b illustrates the impact of attack amplification factor
(∆) on decision accuracy (ToDA). To analyze the impact,
we choose task input data size (D) as the target feature
from the state space and set the target range (Tr ) within
[5.9, 6.0] Mb. We also set the target action Ta as ‘local’ since
the adversary’s goal is to place the additional computational
burden on sensing UAVs, thus draining out the battery of
sensing UAVs and hence minimize the mission time. From
the figure, we can infer that the value of ToDA gradually
decreases with the increase of amplification factor (∆). We
can also infer that the overhead (in terms of computation)
on sensing UAVs increases with the decrease in ToDA. This
holds for both cases when N (number of sensing UAVs) is
3 and 4. Since attack amplification factor (∆) controls the
reward difference between the target action and non-target
action, larger amplification factor (∆) is expected to have a
higher negative impact on ToDA. Therefore, the adversary
can leverage this parameter (amplification factor, ∆) for
controlling its attack impact.
9.3.2 Analyzing the impact of target range (Tr )
Fig. 5c and 5d illustrates the impact of target range (Tr )
on ToDA for N = 3 and 4, respectively. We observe that
increment of target range (Tr ) size negatively affects ToDA
value in both cases. Since the adversarial sensing UAV
modifies all the samples within the target range (Tr ) with
the tweaked reward function, the size of tweaked samples
in the training phase will increase with the target range
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(a)

(b)

(c)

(d)

Fig. 5. (a) Simulation results of four different offloading schemes for varying number of sensing UAVs (N ), (b) Impact of attack amplification factor
(∆) on task offloading decision accuracy (ToDA) where Tr : [5.9, 6.0] Mb, Tf : D, and Ta : local, (c) Impact of target range (Tr in Mb) on task
offloading decision accuracy (ToDA) where N = 3, Tf : D, and Ta : local, (d) Impact of target range (Tr in Mb) on task offloading decision
accuracy (ToDA) where N = 4, Tf : D, and Ta : local.

(a)

(b)

(c)

(d)

Fig. 6. (a) Impact of N on defending backdoors where Tf : D, Tr : [5.9, 6.0] Mb, and Ta : local, (b) Impact of N on defending backdoors where
Tf : D, Tr : [5.8, 6.0] Mb, and Ta : local, (c) Impact of weight drop on defending backdoors where Pw = 0.5 ,Tf : D, N = 4, and Ta : local, (d)
Impact of weight drop (during federated averaging) on defending backdoors where Pw = 0.66 ,Tf : D, N = 3, and Ta : local.

(Tr ) size. Therefore, target range (Tr ) size has a negative
relationship with ToDA. Hence, the attacker can also exploit
this parameter (target range, Tr ) for tuning the attack impact
on benign sensing UAVs according to its attack goal. We
can also infer that with a larger target range (Tr ) even at
lower amplification factor (∆), the ToDA rapidly decreases.
Moreover, an adversary may exploit a combination of target
range (Tr ) and amplification factor (∆) for stealthily performing its desired attack pattern.
9.4 Efficacy of agnostic defense (against single adversary)
This section analyzes the efficacy of federated agent number
(or sensing UAV), N , and the weight drop probability (Pw )
during federated averaging in defending the triggerless
backdoor.
9.4.1 Impact of sensing UAV number (N )
Fig. 6a and 6b illustrates the robustness of sensing UAV
number (N ) or benign UAV number (N − 1, since we
assume single adversary, within a cluster, in this paper) on
defending backdoors. We observe that higher sensing UAV
number (N ) is more robust compared to lower N , though it
performs satisfactorily until the value of amplification factor
(∆) reaches to 5 for target range, Tr : [5.9, 6.0] Mb and 3
for target range, Tr : [5.8, 6.0] Mb, beyond this value of

amplification factor (∆), even higher sensing UAV number
(N ) can not provide robustness. We can also infer that this
defense is fragile against higher target range (Tr ) and higher
amplification factor (∆).
9.4.2 Efficacy of weight drop during federated averaging
Fig. 6c and 6d illustrate the impact of dropping weights
during federated averaging with Pw = 0.5 (N = 4) and
Pw = 0.66 (N = 3) respectively. We observe that this
method is more robust to defend the backdoors (compared
to increasing agent number, N) though the efficacy negatively correlates with attack amplification factor (∆). However, the least ToDA using this approach is approximately
80% for N = 4 and 70% for N = 3, which can reduce
the attack impact of over 20% for both the scenarios. It is
also evident that a mix of incrementing agent number (N )
and weight drop (Pw ) is a good strategy for the defender to
defend the backdoor attack at an acceptable level.

10

C ONCLUSION

We propose a decentralized, resilient, and intelligent computation offloading mechanism for multi-UAV systems
(MUAVs). We derive a novel triggerless backdoor attack
scheme for injecting backdoors in a multi-UAV system’s
intelligent offloading policy. Simulations show that the proposed triggerless backdoor can drop the performance of
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learned policy by approximately 50%, which can significantly increase the computation burden on sensing UAVs.
Since MUAVs are usually deployed in resource-constrained
remote areas, such crafted attacks can drain out resources
abruptly, and thus the system may fail to achieve the mission goal. Moreover, we introduce attack tuning parameters
which the adversary can exploit to fine-tune the attack
range and impact. Finally, we show that lightweight agnostic defense mechanisms can shield such attacks to some
extend (reduce the attack impact by at least 20%). This
paper advances federated DQN-based offloading method
through the incorporation of attack resilient steps in the
offloading scheme. In the future, we will implement this
attack on physical UAVs and measure their effects, efficacy,
and develop more robust lightweight countermeasures accordingly.
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