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Detection of Malicious Attacks in Autonomous
Cyber-Physical Inverter-Based Microgrids

Ioannis Zografopoulos, Graduate Student Member, IEEE, Charalambos Konstantinou, Senior Member, IEEE

Abstract—The distributed generation capabilities of microgrids
(MGs) arise as essential assets in enhancing grid resilience. The
integration of distributed energy sources (DERs), controllable
loads, and prosumers necessitates the deployment of potent
control and communication synergies. While those synergies
transform MGs into cyber-physical systems through information
technologies able to sense, control, and actuate local resources
and loads, they inadvertently expose MGs to cyber-attack threats.
Increasing the security of critical communication and control
systems against ‘black swan’ events, i.e., high-impact low-
probability cyber-physical incidents, is a major priority for MGs
operations. Such incidents, if left unabated, can intensify and
elicit system dynamics instability, eventually causing outages and
system failures. In this paper, we develop an integrated approach
for multi-agent MG systems able to perform the detection of
malicious cyber-physical attacks based on subspace methods.
We employ the small signal model of an autonomous/islanded
MG and consider different attack models targeting the MG’s
secondary frequency control. The attack detector is constructed
via identifying the stable kernel representation of the autonomous
cyber-physical MG in the attack-free case. We illustrate the
impact of the attack models as well as the feasibility of the
developed detection method in simulation models of the Canadian
urban benchmark distribution system.

Index Terms—Cyber-physical microgrids, attacks, detection.

I. INTRODUCTION

In recent years, power grids have undergone radical changes
to account for the increasing energy demands, satisfy envi-
ronmental regulations, and improve power quality and system
resilience. Furthermore, the unprecedented energy demand
during COVID-19 underlined the obstacles that future power
systems – dealing with the stochasticity of power demand
profiles, and integrating renewable and/or distributed resources
with their inherent voltage, and power quality characteristics
– will have to overcome. Microgrids (MGs) are critical to
help solve such issues with smart controls, distributed energy
resources (DERs) management, and coordination with the grid
and customers. MGs’ autonomous operation and ancillary
services can bolster grid resilience by supporting mission-
critical organizations (e.g., healthcare facilities), and maintain-
ing power supply during natural disasters or extreme weather-
related events (e.g., like the 2021 winter storm in Texas).

MGs have slowly started to transform into cyber-physical
MGs incorporating decentralized and distributed multi-agent
frameworks and integrating advanced power electronics as
well as a growing number of embedded devices for voltage
and power factor control [1]. All these agents are connected
through the physical layer representation of the system (e.g.,
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power lines), and on top of the physical nodes and links,
the cyber information and communication technology (ICT)
network connects the different cyber-physical components.
The inclusion of ICT as part of their control and telemetry
functions is also accompanied by important technical chal-
lenges [2], [3]. Among them, cybersecurity is of paramount
importance as adverse cyber-attack incidents of sophisticated
and destructive nature are growing unabated, especially at the
distribution grid level [4].

To address disruptive attacks in MGs, in this work, we
devise realistic attack strategies within a cyber-physical MG
and propose an attack detection framework as well as as-
sess the system-level effects of attacks on MGs operation.
Specifically, we investigate the behavior of interconnected
and islanded inverter-based cyber-physical MG systems under
three attack models. Such attacks are captured in a stochastic
monolithic system model, which in contrast with literature,
does not require full knowledge of the system characteristics.
We evaluate the MG operation considering the occurrence of
noises, and demonstrate the attack detectable conditions, with
the aid of subspace identification, that address such disruptive
attacks in order to promptly avoid cascading effects, and hence
enhance system resilience.

The roadmap of the paper is organized as follows. Sec-
tion III describes the inverter-based MG architecture and the
system dynamics model. Section IV presents the proposed
attack formulation and threat model. Section V demonstrates
the novel detection framework and Section VI provides the
simulation case studies which examine the system resilience
in the presence of attacks. Section VII concludes the paper.

II. RELATED WORK

In the literature, work on securing cyber-physical systems
extends into two broad dimensions: red-team type of attack
evaluation methods, which aim is to create challenging and
realistic test scenarios to identify vulnerabilities and evaluate
the security posture of the system, and blue-team type of attack
detection and mitigation mechanisms, which, based on the
results of the attacks evaluation, implement countermeasures
able to detect and minimize the blast radius of the attacks.
In Table I, we present a variety of research studies aiming
to enhance cyber-physical MG security leveraging diverse
approaches for the attack detection, modeling, risk evaluation
and mitigation. Applying such methods in cyber-physical MGs
leads to several challenges given their service criticality and
real-time characteristics; existing research on attack evaluation
considers only a specific attack model that requires substantial
knowledge of the MG system and controls, without being
able to capture multi-variate attack characteristics [5], [16],
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Table I: Related literature for cyber-physical microgrid (MG) security.

Study Type Methodology Ref.

Attack
Detection

Artificial intelligence-based detection of attacks in DC MGs. [5]
False data detection using wavelet transform and neural networks. [6]

False data detection using Go Decomposition. [7]
Data integrity pattern recognition using spectral and wavelet distributions. [8]

False data detection leveraging physical invariants of DC MGs [9]
Centralized and distributed attack identification. [10]

Modeling and
Simulation

Framework for modeling, simulation and impact assessment of cyber-attacks. [11]
High performance computing for power system analyses. [12]

Attack Impact Impact of communication delays on islanded MGs. [13]
False data injection attack impact on autonomous MGs. [14]

Attack
Mitigation

Impact of time-varying attacks and distributed control-based mitigation. [15]
Event-driven strategy for the replacement of attacked signals. [16]

Sensor attack-resilient output-feedback controller design. [17]
Corrupted measurement-agnostic observer design. [18]

Detection and
Mitigation

MG DoS attack detection and mode-dependent controller design. [19]
Resilient state estimation under sensor attacks. [20]

Data-driven approaches for anomaly detection and controller design. [21]

involving the adversary’s capabilities, intentions, and objec-
tives within a MG as well as how to model attacks based on
their specific methodology, targeted system component, and
system impact, as well as define rules that enable multi-layer
and severity attack analyses [11]. Liu et al. consider attackers
with full access to communication signals of MGs able to
cause delays [13] and denial-of-service (DoS) attacks [19].
Similarly, Zhou et al. assume attacks on MG communications
links as well as local and master controllers where adversaries
could interrupt any signal with full knowledge and access [15].
In addition, the false data injection attack strategy developed
in [14] assumes full knowledge of the power system with
an adaptive offline adversary (strong adversary) who knows
everything. In this work, the attacker model, considering the
unique characteristics of MGs and their operation environ-
ment, adopts a realistic approach which does require full
knowledge of the system topology, lines parameters, and com-
ponent interconnection details. Our adversary model assumes
access to the metering infrastructure allowing the estimation of
plausible attack vectors based on historical measured data. We
build a stochastic monolithic system model which can capture
attacks on measurements, model inputs, and load profiles.

On the other hand, existing attack detection schemes in MGs
rely on concepts in which the physical system is modeled stat-
ically. For example, some of the developed methods to detect
data integrity attacks fail to replicate dynamic systems such
as MGs with different modes of operation [6], [7], [9]. Other
approaches gather and process state data centrally [8], their
computational efficiency is typically very low, and adverse
attacks cannot be handled properly [12]. Furthermore, the
aforementioned attack detection and identification approaches
all require accurate mathematical models, which are almost
impossible for most of cyber-physical systems. Even though
the identification of attacks in a state space system has been
studied beyond MGs in the literature, most of investigations
require the system information [10], [17], [18]. For instance,
in [20], the authors present an attack-resilient state estimation
methodology that is able to detect attacks affecting the sensor
measurements and reconstruct the state estimates using system
information in the IEEE 34 node distribution test feeder.

Fig. 1: Cyber-physical structure of four inverter-based DG MG
system (Canadian urban benchmark distribution system).

Through the detection modeling framework of this work
utilizing subspace identification, we show the (un)detectable
conditions of the attack models (Theorem 2). Existing methods
from data-driven fault diagnosis literature do not consider
threat models of stealthy attacks. Furthermore, such schemes
rely on sparse recovery methods and cannot be extended to
the identification of sparse attacks since the design of a bank
of projection matrices or diagnostic observer is combinatorial
complex [21]. Although our work focuses on effectively
detecting malicious attacks, it leverages a threshold-based
approach [20]. Contrary to [20], where corrupted system states
could be recovered with 0.1 error, our proposed methodology
is able to correctly identify corrupted measurements with a
maximum error threshold of 0.06.

III. CYBER-PHYSICAL STRUCTURE OF ISLANDED MG

As any cyber-physical system, a multi-agent cyber-physical
MG includes both a cyber and a physical layer. The physical
system is the interconnected electric power system, while
the cyber system is the communication network medium for
data exchange between the physical agents of the MG. The
structure of the cyber-physical MG used in this work is
depicted in Fig. 1. The Canadian urban benchmark distribution
system represents the physical layer of the inverter-based MG,
while the cyber layer includes the connected agents placed
in each bus of the distributed system architecture used in
this case study [22]. For the modeling of the aforementioned
physical layer of the distribution system, we have followed
the mathematical description introduced by [13]. On top of
the physical nodes, the cyber ICT layer links the various



3

Fig. 2: Primary and secondary control of the multi-DG system.

cyber-physical agents. The physical dynamics of each agent
are determined based on the states of other agents as well
as its own state conditions via a centralized, distributed, or
decentralized architecture. Such a structure is composed of M
cyber-physical multi-agent subsystems Ωj , j ∈ N : j ∈ [1,M ]
in which yj and xj are the measured output vector and system
state of the jth-agent. x̃j represents states of agents which are
connected to agent j, and xj , ∀j ∈ N[1,M ] represents all sys-
tem agents’ state. The formulation of the M agents’ network
is a directed graph G = (V, E). The set of vertices/nodes (MG
agents) is defined as V = {v1, . . . , vM}, and the set of edges
as E ⊆ V × V [23].

The inverter-based MG used for this work can be operated
in either an autonomous or a grid-connected mode [22].
The inverter-based DGs can encompass solar PV modules,
microturbines, fuel cells, etc. The MG can be considered as
a system with n buses and n DGs. Buses without DGs can
be abstracted to DG supported buses with zero generation
capacity. Additionally, the MG has n loads; similarly, no
load buses can be seen as buses operating under zero load
conditions. The benchmark parameters can be found in [13].
The hierarchical inverter control structure follows the literature
in [13], [19], [24], with (i) local controllers (LCs) (primary) for
the inverter frequency of the DGs and the distributed storage,
and (ii) a MG centralized controller (MGCC) (secondary) at
the low-voltage side of the substation [25].

The primary control operates independently, i.e., locally,
within each corresponding DG. Local control exhibits fast re-
sponse characteristics due to the negligible inertia and limited
communication (e.g., when operating in autonomous mode).
Thus, LCs are able to address load variations or arbitrary
disturbances and effectively stabilize frequency dynamics.
After frequency restoration, the secondary control can provide
via the cyber layer auxiliary real power setpoints for LCs.
The two-level control of every inverter-based DG for the MG
is presented in Fig. 2. For the nominal operation of a DG-
based MG, information is constantly exchanged between the
DGs and the MGCC (highlighted in Fig. 2). However, LCs
are sensitive to attacks targeting the control inputs or state
measurements used for frequency and power regulation. Sim-
ilarly, the secondary control mechanism can be compromised
by adversaries using false measurement injections. In Section
IV, we provide the mathematical formulation for such attack
classes and demonstrate how they can destabilize the MG
system under test (Section VI).

The small signal model of the autonomous MG is described
based on its three blocks [26]: the inverter-based DG, the

network and load block, and the interface block. Following
the mathematical formulation presented in [13], the model of
the islanded MG can be formulated as:

Φ∆ẋ = A∆x+ Fr0 (1)

where A and Φ are the system matrix and parameter matrix
(singular), respectively. x and r0 are defined as: r0 = [ω0]

T

and x = [δ, ω, id, iq, idref , iqref ,vd,vq,P,Q,Vd,Vq, ix, iy,
Vx,Vy]

T , respectively. The expressions of the sparse matrices
Φ and A can be found in Appendix A of [13].

By defining the state variable x̃ shown in Eq. (2), the
system’s state space model reformulates as in Eq. (3).

x̃ = [∆δ,∆ω,∆id,∆iq,∆idref ,∆iqref ,∆ud,∆uq]
T (2)

∆ ˙̃x = Ã∆x̃ (3)

where x̃ = [x̃1, . . . , x̃m]T and:

Ã =
(
Φ1 −Φ2A

−1
4 A3

)−1 (
A1 −A2A

−1
4 A3

)
(4)

Φ =

[
Φ1 Φ2

0 0

]
and A =

[
A1 A2

A3 A4

]
(5)

Based on the secondary frequency control, and defining the
control output uj equal to the P sf

refj
, i.e., the DGjth auxiliary

real power setpoint set by MGCC secondary control, and yj =
ωj , the model of MG’s output feedback controller is:{

u = Ky
y = C∆x̃

(6)

with u = [u1, . . . , un]
T , y = [y1, . . . , yn]

T , and C ∈ Rn×m

being the output matrix. As a result, the system model is:{
∆ ˙̃x = Ã∆x̃+Bu
y = C∆x̃

(7)

where u, y, ∆x̃ essentially can be seen as the state space
model inputs, measurement outputs, and states, respectively,
of the system with cardinality S, where m = 2S − 1 and
n ≥ m to enable for ∆x̃ at each DG j ∈ S to be determined.

For a more realistic characterization of the system model,
process and measurement noises need to be included due
to modeling approximations, model integration errors, and
uncertainty. A commonly used assumption is that measurement
and state disturbances are additive, independent of u and the
initial states ∆x̃(0), and normally distributed with zero mean
and variance σ2

j , i.e., w ∼ N (0,diag(σ2
1w , . . . , σ

2
nw)) and

v ∼ N (0,diag(σ2
1v , . . . , σ

2
nv )) are the associated process and

measurement noise, respectively [27].{
∆ ˙̃x = Ã∆x̃+Bu+w
y = C∆x̃+ v

(8)

Current approaches in detecting data integrity attacks within
the communication of MGCC and LCs in such state space
modeling involve using residual-based methods [28], [29]. The
residual r is often determined from the difference of y and
estimated values ∆x̃ for these data and the known topology
matrix of the system C. As an example, a χ2-distribution
with n − m degrees of freedom and confidence interval can
determine the threshold η equal to σ

√
χ2
n−m,α. In the scenario

of r = ∥y −C∆x̃∥2 > η, then bad data will be detected.
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IV. ATTACK MODEL FORMULATION

Existing literature considering sparse false data assumes
that adversaries have full knowledge of the power system
configuration [14], [30]. Specifically, an attacker is considered
to have infinite resources and knowledge with respect to: (i)
system topology including the status of switches and breakers,
(ii) power lines limits and parameters, and (iii) ability to
access the metering infrastructure and compromise sensing
measurements. As a result, adversaries can estimate ∆ ˙̃x and
construct r and η in a way to not be detected. They can select
a linear combination of the – known to them – Jacobian C,
i.e., λC, where λ ∈ Rm×1. Given the attacked measurements
yα on a subset of sensors or actuators DS , ∆ ˙̃x becomes
∆ ˙̃xα ̸= ∆ ˙̃x, where α ∈ A in the set of feasible attacks,
and A ≜ {α ∈ Rn : αj = 0,∀j /∈ DS}. In addition, due
to the susceptibility of cyber-intrusions, existing works have
considered both DoS as well as additive false data attacks
on the feedback communication channels between MGCC
and LCs [14], [19], [31]. Even though the attention of the
majority of research is on attack detection and identification
under sparse attacks [18], [32], most of them focus on additive
attacks targeting the output vectors y [33].

In our attack model, the adversary follows a more realistic
scenario without the requirement of full knowledge of the
system topology, lines parameters, and component intercon-
nection details. We adopt a ‘blind’ gray-box model in which
the attacker can access the metering infrastructure and estimate
a plausible attack vector based on historical measured data
using blind source separation techniques [11], [34], [35]. The
adversary has limited-knowledge in regards to the system’s
internals and with a partial understanding of the network and
system model, which allows her/him to perform gray-box
type of attacks. The limited adversary knowledge is realistic
due to the restricted access to cyber-physical system control
and monitoring functions, and errors in the data collection
process. In this case, and under a fixed system topology
described by C, latent independent variables zL (the loads
of the system varying independently) and states x can be
described as: x = f(C, zL). State variables can be calculated
using first-order Taylor series expansion H near zL, x ≈ HzL.
Considering the state space model (Eq. (8)), the measurements
can be now described in terms of load characterization as
y ≈ CHzL + v. If the adversary can access CH, then an
attack vector yβ can be formulated using a selected deviation
in the flow of power δzL such that yβ = y + CHδzL.
Generalizing the blind separation approach, a = Gb, using
a signal vector b, an observed vector a, and a fixed vector G
as the mixing matrix, then the state model can be described
in an equivalent manner as y = CHzL = GzL. If noises are
of normal distribution without gross errors, GICA = CH can
be determined using independent component analysis (ICA)
[34], [35].

Our proposed attack model considers a blind attack in
three different scenarios attacking actuators and sensors of the
cyber-physical MG. The scenarios can be seen as ‘black swan’
events, i.e., highly unpredictable and improbable events that
happen rarely and can potentially cause severe consequences.

Fig. 3: The different types of cyberattacks in our model: (A)
polluting the measurement vector, (B) hijacking input signals,
and (C) distorting the profile of loads.

Specifically, we adopt a stochastic monolithic system model
which can capture the following formulations: (A) attack on
measurement vector y by corrupting sparse measurements
via data injection (Eq. (9)), (B) attack on the model input
u by corrupting the integrity of inputs via sparse additive
attacks (Eq. (10)), and (C) a load deviation attack represented
using the term ∆Pl [36] (Eq. (11)). Fig. 3 depicts a diagram
of the mathematical formulation and the respective variables
compromised by attackers during the aforementioned attack
scenarios. Each scenario is defined leveraging the mathemati-
cal formulation introduced in Eq. (8) to describe the dynamic
state space model of a cyber-physical MG plant. The attacks
are performed at the cyber-layer of the MG, which, it can
be generally expressed as: u̇ = Hy, where H ∈ Rl×m

represents the control matrix [37]. First, the attackers can affect
measurement signals (y) via modification or fabrication (Eq.
(9)). Second, the attackers can hijack model input controls (u)
via interruption, e.g., delaying their acquisition or utilization
by the system (Eq. (10)). Third, attackers can launch injections
to the local loads in the form of load-altering attacks (Eq. (11))
which can lead to high operational costs (at the grid side),
unsafe frequency excursions, and even severe frequency and
voltage stability issues that can further instigate DG trips and
cascading failures [38], [39].

Model (A) :
{

∆ ˙̃xa = Ã∆x̃a +Bua +w
ϕαi

(y) = Ca∆x̃a + va
(9)

where the attack function on measurement y, ϕαi
(y), follows

Definitions 1 and 2.

Model (B) :
{

∆ ˙̃xa = Ã∆x̃a +Bf(ua) +w
ya = C∆x̃a + v

(10)

where the attack function on the model inputs u, f(ua)
follows the additive attack Definition 3.

Model (C) :
{

∆ ˙̃xa = Ã∆x̃a +Bua +∆Pl +w
ya = C∆x̃a + v

(11)

where the load deviation attack is captured by the term ∆Pl,
and adds nonlinear characteristics to the model [39].

The definitions for the attacks on y and u are given below.

Definition 1 (Sparse Attack). An attack vector α is (ν,n)-
sparse if for DS ⊂ S, ∥αj∥ = 0 for ∀j ∈ DS

c, and |DS | ≤ ν.
The set of malicious measurements is defined C ≜ {DS :
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Fig. 4: Graphical depiction of the detection framework.

DS ⊂ S, |DS | = ν}, while the set of all (ν,n)-sparse attacks
is represented as A ≜

⋃
DS∈C {α : ∥αj∥ = 0, j ∈ DS

c}.

Definition 2 (Data Injection Attack). An attack with a function
ϕαi is called a data integrity or injection attack if a set of
measurements are injected with false data. If k1 denotes the
beginning and k2 the ending of the attack in discrete-time, and
ρ and s are the received and sent signals, respectively, then:

ρ[k] = ϕαi (s[k]) =

{
αi[k], if k1 < k < k2
s[k], else (12)

where αi[k] ̸= s[k] is the attack signal. If αi[k] is a data shift
version of the original signal, i.e., s[k] + αs[k] for k1 < k <
k2, then the attack can be seen as a data shift attack.

Definition 3 (Sparse Additive Input Attack). The model of the
system (Eq. (8)) under sparse additive attacks to its inputs is:{

∆ ˙̃x = Ã∆x̃+B(u+ e) +w
ye = C∆x̃+ v

(13)

where e ∈ Rn stands for the sparse additive attack, assumed
to be deterministic, with ej being zero or nonzero if the jth
sensor/actuator is attack-free or attacked, respectively. Let
K =

{
i1, · · · , i|K|

}
⊂ {1, · · · , ku} denote the attacked set.

|K| < ku is the number of attacked sensors/actuators: all
K-indexed items of e = e(k) are nonzero at k.

V. DETECTION MODELING FRAMEWORK

The framework achieves detection for distributed inverter-
based DG clusters protecting against the attacks of Section IV.
The main concept is shown in Fig. 4, in which the distributed
clusters are supported by local detection schemes Dj in the
cyber-stage of the control layer [40], which allows more
flexibility in containing cyberattack failures and preferred in
recent times [41]. Each Dj is communicating with a subset of
interconnected agents [Di]. During real-time operation, each
agent utilizes adaptive detection rates, and the estimation mod-
els of subsystems dynamics. The decision outcome of each Dj

is transferred to a high-level scheme, not to necessarily identify
the event origin but to rather intelligently enable trustworthy
attack detection. After detection, the risk can be mitigated via
defensive and controlled isolation, by disconnecting vulnerable
DG units and preventing propagation of attack impacts.

At the distribution grid level, we can represent each of the
M agents as Ωj , j ∈ [1,M ] ∈ K, described with a mono-
lithic model capturing attack-free and attack models (A,B,C):

x̂(k) = f(x(k),u(k)) + β(x(k),u(k)) + δ(x(k),u(k), k),
where x ∈ Rmx

and u ∈ Rnu . {f, β, δ} : Rmx × Rnu

represents the system dynamics under nominal conditions, the
adverse malicious effects including measurement noise and
uncertainties, and the impact on system dynamics due to the
divergence from the true model, respectively. Each of the M
subsystems can be then generically defined as:

Ωj(x̂;y) :


x̂j(k) = f(xj(k), x̃j(k),uj(k))

+ βj(xj(k), x̃j(k),uj(k))
+ pxj (k − kx0 )δj(x(k),uj(k))

yj(k) = Cjx(k) + ζj(k)
+ pyj (k − ky0)σj(k)

(14)

where xj ∈ {Ψxj ⊂ Rmxj }, uj ∈ {Ψuj ⊂ Rnuj }, yj ∈
{Ψyj ⊂ Rnyj } are the state variables, the input vectors, and
the measured output vectors of Ωj , respectively, and x̂j(k) ≜
xj(k + 1) is the state of Ωj at the k + 1 time instant. x̃j

represents the states of the neighboring subsystems [Ωi] that
affect Ωj (if x̃j is dependent on a number of outputs of Ωi, yi).
pxj (k − kx0 )δj(x,uj) denotes the dynamics due to malicious
events impacting Ωj and pxj (k − kx0 ) : R 7→ R+ is the time
profile of an incipient or abrupt adverse event that occurs at
some unknown time nx

0 . Note that δj may be determined using
the global state x and not using solely the jth local states.
Cj ∈ Rnyj × Rmxj is the known output matrix of Ωj under
normal operations. Note that due to Eq. (6), the models of Eq.
(9) – (11) are captured sufficiently by Eq. (14). ζj ∈ {Ψζj ⊂
Rnyj } characterizes the measurement noise and σj(k) denotes
the attack model nature. Finally, pyj (k−ky0)σj(k) characterizes
the adverse event over its time evolution.

In order to calculate the attack detectable conditions of
the proposed framework, first, we introduce the preliminary
notions used throughout the rest of this Section:

Remark 1. Considering that some of x̃k data are protected,
we classify x̃j ,∀j ∈ [1,M ] ∈ Kmx̃j into four types: 1)
unprotected due to at most a number m of x̃k for k ∈ Γ,
Γ ⊂ mx̃ is the index set of such data and the cardinality of
Γ is card(Γ) = m, 2) protected not subjected to incidental
and intentional perturbation with index ΓA = mx̃ / Γ and
card(ΓA) = M − m = µ, 3) corrupted x̃kα for k ∈ Γα:
Γα ⊂ Γ, x̃kα ̸= x̃k0

∀k ∈ Γα, and card(Γα) is 0 ≤ Γα ≤ m,
4) healthy for which Γµ = mx̃ / Γα and x̃k = x̃k0

∀k ∈ Γµ.

Remark 2. For each Ωj in Eq. (14) which f(xj , x̃j ,uj) =
Ajxj , the pair (Aj , Cj) is considered detectable.

Remark 3. For every Ωj described in Eq. (14), xj , uj , and
ζj belong to a known compact region Ψxj , Ψuj , and Ψζj ,
respectively. This allows for a well-posedness problem while
differentiating between noise and malicious events.

Remark 4. The modeling uncertainty ηj of the adverse
effect βj(k) of nature σj(k) is considered unknown and
unstructured, but bounded under “golden” (attack-free) con-
ditions. i.e., ||ηj(xj , x̃j ,uj , k)|| ≤ ||η̃j(yj , ỹj ,uj)||, ∀k ∈ K,
∀(xj , x̃j ,uj) ∈ Ψj . We assume that the noisy counterpart of
ỹj0(k) is given by ỹj(k) = ỹj0(k)+ζj , and η̃j(yj , ỹj ,uj) ≥ 0
represents a known function in the region of interest Ψj =
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Ψxj ×Ψx̃j ×Ψuj ⊂ Rmxj ×Rmx̃j ×Rnuj . The bound η̃j en-
ables distinguishable attack events from modeling uncertainty.

For simplicity, in Fig. 4, ỹj(k) is defined as Cjx̃j(k)
and ỹj0(k) represents the “golden” (noiseless and attack-
free) version of ỹj(k). The detectability of attacks is based
on data-driven subspace methods, wherein the detector is
constructed via identifying the stable kernel representation
(SKR) in the attack-free case. Our local estimation models
for each Ωj towards detecting the attacks, and following
Eq. (14), consider an observation model in Eq. (15) under
attack-free conditions, where Gj is a gain matrix of the
measured and estimated outputs to be determined such that
(Aj−GjCj) is Schur stable. If the pair (Aj , Cj) is considered
detectable, i.e., f(xj , x̃j ,uj) = Ajxj , (Remark 2), Gj can
always be determined. In case the attack-free condition is
violated, Eq. (15) includes the measurement error ϵj ∈ Rnyj

attributed to noise or/and the occurrence of an attack event,
i.e., ȳj(k) = Cjx̄j(k) + ϵj . In this case, the local model will
result in erroneous system inference.

x̄j(k) = Ajxj(k) + βj(yj(k), ỹj(k),uj(k))

+Gj(y(k)− ȳj(k))

ȳj(k) = Cjx̄j(k)

(15)

Following the inverter-based MG model of Eq. (8) and
the framework modeling of the distributed inverter-based DG
clusters of Eq. (14), the attack-free sequence model of Eq.
(15) if we collect q > m measurements starting from k is:

yq(k) = Γqx(k) +Hu,quq(k) +Hw,qwq(k) + vq(k) (16)

where

yq(k) = [y(k), y(k + 1), · · · , y(k + q − 1)]
T ∈ Rqn (17)

represents the sequence from [k] to [k + q − 1] of y(k), and
q ∈ Z+ denotes the length of the sequence, and

Γq =
[
C,CA, · · · ,CAq−1

]T ∈ Rqn×m (18)

denotes the extended observability matrix, and

Hu,q =


I 0 · · · 0

CB I · · · 0
...

. . . . . .
...

CAq−2B · · · CB I

 ∈ Rqn×qn (19a)

Hw,q =


0 0 · · · 0
C 0 · · · 0
...

. . . . . .
...

CAq−2 · · · C 0

 ∈ Rqn×qm (19b)

represent the I/O and process noise-output Toeplitz matrices.
Taking into account the attack models (A,B,C) formalized in

our framework representation of Eq. (14), the sequence model
of the MG under attacks of nature σj(k) can be described as:

yq(k) =Γqx(k) +Hu,quq(k) +Hu,qΣe(k)uq(k)

+Hw,qwq(k) + vq(k)
(20)

where Σe(k) is the attack related matrix of attack models
σj(k) over their time evolution pxj (k + q − 1):

Σe(k) =

 σ(k) · · · 0
...

. . .
...

0 · · · σ(k + q − 1)

 ∈ Rqn×qn (21)

For an oblivious adversary, following a ‘blind’ attack model
without full knowledge of system topology, lines parameters,
and components interconnections, neither the time-invariant
system model of Eqs. (8) and (14) nor the sequence model of
Eq. (20) can be directly used for securing tight attack detection
thresholds as the system matrices A, B, C are unknown.
To realize the efficient system identification, we place the
available data in a matrix resulting in the corresponding data
model:

Yk,q = ΓqXk +Hu,qUk,q +Hw,qWk,q +Vk,q (22)

where Yk,q ∈ Rqn×N , Xk ∈ Rm×N , Uk,q ∈ Rqn×N , Wk,q ∈
Rqm×N , Vk,q ∈ Rqn×N are defined based on the notation:

Ψk,q = [Ψq(k) · · ·Ψq(k +N − 1)] ∈ Rqkϕ×N (23)

where Ψk ∈ Rkψ×N in form of Eq. (17) and N ∈ Z, N ≫ m.
Considering the models of Eqs. (16) and (20), the sequence

model in both the noise- and attack- free case becomes:

yq(k) = Γqx(k) +Hu,quq(k) (24)

Let Γ⊥
q satisfy Γ⊥

q Γq = 0, if we multiply Γ⊥
q on Eq. (24):

Γ⊥
q yq(k) = Γ⊥

q Hu,quq(k) (25)

Based on Eq. (25), the detector of DG subsystems is defined:

r(k) =
[
−Γ⊥

q Hu,q Γ⊥
q

] [ uq(k)
yq(k)

]
(26)

in which r(k) = 0 represents the noise- and attack- free case.
In the next part, we demonstrate the realization of the attack
detector in Eq. (26) using subspace identification methods.

A. Attack Detection

Before we construct the attack detectable conditions, we pro-
vide the preliminaries for SKR and its subspace identification.

Definition 4 (Data-driven SKR). For the model of Eqs. (8)
and (14) and with w(k) and v(k) being zero, the matrix Kd,q

is the data-based realization of SKR, if for q ∈ Z it holds:

Kd,q

[
uq(k)
yq(k)

]
= 0,∀uq(k),x(0) (27)

In the noise-free case, Kd,q is located in the left null
subspace of the image subspace determined by the inputs and
outputs of Eq. (8). Due to the requirement of identifying the
image subspace, we rewrite the data model of Eq. (22) as:[

Uk,q

Yk,q

]
=

[
I 0

Hu,q Γq

] [
Uk,q

Xk

]
+

[
0

Hw,qWk,q +Vk,q

]
(28)

where [
Ūk,q

Ȳk,q

]
=

[
I 0

Hu,q Γq

] [
Uk,q

Xk

]
(29)
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can be seen as the input and output data matrix in the noise-
free scenario and obtained by subtracting Hw,qWk,q +Vk,q .

Let matrices P and F represent past and future data:

P =

[
Uk−p,p

Yk−p,p

]
, F =

[
Uk,q

Yk,q

]
(30)

where the index p is the past data sequence length. According
to LQ decomposition, we can introduce: P

Uk,q

Yk,q

 =

 R11 0 0
R21 R22 0
R31 R32 R33

 Q1

Q2

Q3

 (31)

Consequently, the future matrices Uk,q and Yk,q satisfy:[
Uk,q

Yk,q

]
=

[
R21 R22

R31 R32

] [
Q1

Q2

]
+

[
0

R33Q3

]
(32)

Since Wk,q and Vk,q are independent of the future input
data Uk,q and the past data P, it is demonstrated that:

Hw,qWk,q +Vk,q = R33Q3 (33a)[
Ūk,q

Ȳk,q

]
=

[
R21 R22

R31 R32

] [
Q1

Q2

]
(33b)

The knowledge of the I/O data matrix of Eq. (33b) can lead
to the identification of Kd,q according to Lemma 1.

Lemma 1. The data-driven realization of SKR Kd,q = UT
2

can be constructed via singular value decomposition (SVD):[
R21 R22

R31 R32

]
=

[
U1 U2

] [ S1 0
0 S2

] [
VT

1 VT
2

]
(34)

where S2 ≈ 0.

Proof of Lemma 1. The realization of SKR Kd,q satisfies:

Kd,q

[
Ūk,q

Yk,q

]
= 0 (35)

Based on Eq. (33b), Eq. (35) can be transformed into:

Kd,q

[
R21 R22

R31 R32

]
= 0 (36)

Then, combining Eq. (36) with Eq. (34), one can obtain that:

R
([

R21 R22

R31 R32

])
|= R (U1) (37)

and Kd,q = UT
2 . ■

Following the SKR identification of Kd,q , the attack detector
of Eq. (26) could be realized in a similar fashion:

r(k) = Kd,q

[
uq(k)
yq(k)

]
(38)

where parameter matrices Γ⊥
q Hu,q and Γ⊥

q can be estimated
as:

Kd,q =
[
−Γ⊥

q Hu,q Γ⊥
q

]
(39)

and Γ⊥
q is computed by extracting the last qn columns of Kd,q .

Theorem 1 (Attack Detector). If the attack detector is de-
veloped according to Eq. (38) and the residual estimation
function follows Eq. (40):

J = rT (k)S−1
r r(k) (40)

where Sr is given by:

Sr =
1

N − 1
Γ⊥
q R33Q3

(
Γ⊥
q R33Q3

)T
(41)

then the threshold of each detection agent Dj can be designed
by dj = χ2

1−α (kr) with kr = qn− n, and the detection logic
being: d ≤ dj if attack-free, or d > dj if attacked.

Proof of Theorem 1. If the attack detector is constructed ac-
cording to Eq. (38), then the attack-free residual satisfies:

r0(k) = Γ⊥
q (Hw,qwq(k) + vq(k)) (42)

Due to Eq. (33a), the covariance of residual Sr in the attack-
free case can be estimated by Eq. (41). Let the residual
function be d = rT (k)S−1

r r(k). The dimension of the residual
is kr, thus d ∼ χ2 (kr). Setting the false rate of detection as
α, then the threshold is selected as dj = χ2

1−α (kr), and the
detection logic can be designed as Theorem 1. ■

1) Attack Detectable Conditions: The residual dynamics of
the MG model under the attack models of Eqs. (9) – (11) and
represented in the model of Eq. (14) are as follows:

rα(k) = Γ⊥
q (Hw,qwq(k) + vq(k))

+ Γ⊥
q Hu,qΣe(k)uq(k)

(43)

where rα(k) denotes the residual caused by the attack vectors.
The following theorem illustrates the detectable condition by
the detector of Eq. (38). The resulting synergy of the attack
detectability property can enhance system visibility and reveal
attacks of models (A,B,C) even when load subsystems are
subject to malicious manipulation (e.g., demand-side attacks).

Theorem 2 (Attack Detectable Condition). Given the data-
driven attack detection of Eq. (38), the attack related matrix
Σe(k) of attack models σj(k) is detectable if and only if:

Γ⊥
q Hu,qΣe(k)uq(k) ̸= 0 (44)

Proof of Theorem 2. (If): For the sake of contradiction, as-
sume that Σe(k) is undetectable. Since Σe(k) is deter-
ministic and the noise information Γ⊥

q (Hw,qwq(k) + vq(k))
is stochastic, the only possibility to guarantee the equality
rTα(k)Σ

−1
r (k)rα(k) = rT0 (k)Σ

−1
r (k)r0(k) is that rα(k) =

r0(k). As a result, Γ⊥
q Hu,qΣe(k)uq(k) = rα(k)− r0(k) = 0

which contracts Eq. (44).
(Only If): Again resort to contradiction, assume Σe(k) fails

Eq. (44), then Γ⊥
q Hu,qΣe(k)uq(k) = 0. It follows from Eq.

(43) that rα(k) = Γ⊥
q (Hw,qwq(k) + vq(k)) = r0(k). Hence,

the statistic properties of rα(k) are consistent with r0(k). In
this case, Σe(k) is undetectable by the attack detector of Eq.
(38), which contracts the assumption that Σe(k) is detectable.

■
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VI. SIMULATION RESULTS

In this section, we demonstrate the detection and impact
on the MG operation of the blind data attacks of the three
scenarios in Eq. (9) – (11) targeting the DGs. We first present
the effect on the voltage, frequency, and power measurements
in case of the occurrence of each individual attack class in the
control of the inverter-based DGs composing the MG. Then,
we compute the residual dynamics of the MG model under the
most impactful type of attack and demonstrate the voltage and
frequency deviations on the DGs during sequential attacks on
the MG (of the same most impactful attack class). Finally, we
present how the detectable conditions allow for potent attack
detection and DG sectionalization, minimizing the impact on
the MG and grid operation.

A. Simulation Model

The simulations are performed in MATLAB/Simulink
Power System environment in which the Canadian urban
distribution system model of Fig. 1 is implemented. In more
detail, the utility source node is operating at 120kV and is
connected to a 12.5kV/10MVA transformer. The rest of the
grid is interfaced to the substation transformer via a circuit
breaker, while a 2.75MVar capacitor bank is also installed at
the substation bus for frequency and harmonic compensation
purposes. The four inverter-based DGs – operating at 208V
level – are distributed along the feeder and connected with
the corresponding DG buses via 12.5kV/208V step-down
transformers. The loads connected to each of the DG buses
are assumed to have a power factor of 0.95.

The DGs are responsible to meet their inherent power
demand. The DG inverter controllers utilize: (i) a phase-
locked loop subsystem to assist the automatic gain control and
track the operating frequency, and (ii) a discrete proportional-
integral (PI) controller tracking the DG-generated peak voltage
used to control the pulse-width-modulation input supplied to
the inverter’s gate drivers. Additionally, the DGs are equipped
with islanding mechanisms which can defensively sectionalize
them once abnormal frequency and/or voltage conditions are
encountered.

B. Small Signal and Transient Stability Preliminaries

Power system disturbances refer to unexpected changes
encountered in system states. The system states model the volt-
age, current, frequency and power parameters as well as the
physical properties of the grid architecture (i.e., topology and
asset placement). Severe disturbances include fault conditions,
which are typically followed by generation losses (if faults
occur on the transmission level), and load shedding events
to maintain power system operation. The rapid changes in
system states during such critical conditions require extensive
modeling since linearized equations are incapable to capture
the transient nature of such events. Thus, transient stability
analyses are critical to describe the events taking place in
such scenarios [42]–[44]. However, the complexity of such
analyses and the computational resources required to model
and simulate interconnected power systems creates modeling
challenges. Although the aforementioned events can have

significant impacts on system performance, they can also be
promptly detected with remediation plans being in place to
overcome such adverse events.

On the other hand, a sophisticated and persistent adversary
aiming at maliciously modifying the system operation could
avoid being identified from such disturbance-type scenarios.
By incorporating such adversaries as part of our threat model,
we investigate the autonomous operation of cyber-physical
MGs under small-magnitude attacks targeting the measure-
ment vectors (VI-C), the inverter control inputs (VI-D), and
load demand (VI-E). As a result, such minor disturbances can
be investigated using small signal stability analysis, avoiding
the complex system dynamics modeling required for transient
stability analyses [45], [46]. The nature and sophistication of
such attacks renders them more difficult to detect and, in this
section, we demonstrate how the proposed methodology can
efficiently identify them, avoiding any potential disturbances
on the MG connected assets.

C. Attacks Targeting the Measurement Vectors

In this attack model (Model (A) of Eq. (9)), the DG’s real-
time measurements are stealthily modified in an effort to cause
the DG/MG operation to become unstable compromising the
DG inherent dependencies (e.g., loads) and potentially harm-
ing other grid equipment (e.g., transformers). To illustrate the
impact of such data tampering attacks, we simulate a scenario
in which the DG voltage regulator controller is compromised.
Specifically, the DG peak voltage sensor measurements, which
serve as inputs to the DG regulator, are reduced by 50%
for 20µs, and then nominal measurements are supplied to
the controller. As a result, the data integrity attack on the
measurement vector, and thus the impact on the DG’s voltage
state leads to unregulated output voltage behavior which can be
observed in Fig. 5b. Although the DG frequency is minimally
affected, both the DG’s generated active and injected reactive
power are severely impacted when compared to the nominal
operating conditions (Fig. 5a). Evidently, despite the short tim-
ing window of the attack, if the DGs are not promptly isolated
from the MG, the voltage magnitude, active and reactive power
fluctuations could jeopardize the system operation.

D. Attacks Targeting the Control Inputs

In this model (Model (B) of Eq. (10)), the DG control
input is attacked via a sparse additive attack model aiming to
cause voltage, frequency, and power fluctuations, which could
further result in suboptimal power dispatch and uneconomic
grid operation, and even require defensive islanding leading to
loss of power or equipment damages. To exhibit the severity of
this attack, we simulate a corresponding scenario in which the
DG inverter’s modulation control inputs are being tampered.
In particular, we introduce an additive attack e = e(k) on the
k inverter’s input by superimposing a ‘small’ sinusoidal signal
with random amplitude, i.e., |e| ∈ [0, 0.1]. The results of the
attack on the model input are presented in Fig. 5c. We observe
that the DG controller is able to retain stability due to the small
control attack signal e. In case of larger control perturbations,
the DG operation significantly deteriorates. Moreover, even in
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(a) (b) (c) (d)

Fig. 5: Operation of inverter-based DG control under: (a) nominal conditions, (b) attack targeting the measurement vector, (c)
additive attack targeting the control input, (d) load deviation attack.

this less dire scenario, every DG-related measurement is af-
fected indicating that control attacks arise as prominent targets
for adversaries aiming to disrupt power system operations.

E. Attacks Targeting the Load Demand

This attack model (Model (C) of Eq. (11)) involves a load
deviation attack aiming to stealthily alter the power demand
of DGs. The results in Fig. 5d validate the feasibility and
importance of such attack vectors, presenting the voltage, fre-
quency, and power deviations during the load demand attacks.
In this scenario, we simulate a load deviation attack which
subsequently alters the DG power demand. The load demand
of a sectionalized DG system is “toggled” every 250ms by
50% (nominal load is 2MVA at 0.95 power factor). Although
the DG, being inverter-based and thus inertialess, immediately
covers for the power demand alterations without generating
significant voltage sags, the same cannot be argued for the
DG frequency as seen in Fig. 5d. Such behavior could have
caused equipment damage or activate load shedding protection
mechanisms in order to sustain system frequency stability.

In this part, we employ the attack detection conditions of the
residual-based approach to detect whether or not the system is
performing nominally. Let q = 5 (Eq. (17)), N = 1000 (Eq.
(23)), p = 5 (Eq. (30)), and obtain the data-based realization
of SKR Kd,q by Lemma 1. If the residual signal r(k) differs by
a margin greater than a predefined threshold r0(k) = ∆th, the
DG is considered to operate suspiciously and is isolated as a
precaution. We apply Monte Carlo simulation to calculate ∆th.
Specifically, 5000 Monte Carlo simulations are performed
under varying system perturbations, i.e., measurement vector,
control input, load deviation attacks. Such random parameter
and setup configurations allow to address the stochastic attack
models. In Fig. 6, we demonstrate how the residuals vector
of a DG, rDG(k), is affected when an additive control input

(a) (b)

Fig. 6: Normalized residuals under additive control input
attack: (a) residuals and ∆th for the islanding methodology,
and (b) box plot of the residuals.

attack, as the most critical type of attack according to the
previous results, is initiated. In this scenario, the DG inverter’s
modulation control inputs are altered. The figure presents
the results of 500 simulations in which uniformly distributed
control input perturbations e ∈ [0, 1] are injected to the inverter
controller. On the vertical axis of Fig. 6 we can observe
how the residual dynamics are affected once a control input
perturbation e (shown on the horizontal axis) is introduced.
Based on the results depicted in Figs. 6a and 6b, we select
∆th to be equal to 0.06, which exceeds the 75th percentile
plus the interquartile distance. This selection allows for the
majority of the observations to be correctly classified, and
the control attack outliers, posing the greatest danger for the
inverter-based DG controller, to be effectively detected.

F. Attack Detection: Residual-based Islanding

The attack detectable conditions and calculation of the resid-
ual dynamics of the MG model r0(k) = ∆th can indentify a
DG which is operating suspiciously and island it from the
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(a) (b) (c)

Fig. 7: Voltage and frequency measurements when DGs #2 and #4 are under additive control input attacks. The attack on DG
#2 is initiated at 0.25s while the attack on DG #4 starts at 0.55s. Voltage and frequency measurements of: (a) both DGs #2
and #4, (b) only DG #2, (c) only DG #4.

MG. In Figs. 7 and 8, we present the results of two sequential
control input attacks targeting DGs #2 and #4, with the voltage
and frequency data being captured at buses 7 and 9 of Fig. 1,
respectively. The attack on DG #2 is initiated at t = 0.25s
with a duration of 0.05s. Following our approach, DG #2
is promptly disconnected from the MG due to its residual
dynamics exceeding the attack-free condition ∆th. A similar
behavior is observed with DG #4, in which the additive control
attack occurs between ∆t = 0.55 − 0.6s. Figs. 7b and 7c
demonstrate the inherent DG voltage and frequency before,
during, and after the attack. Evidently, according to Figs. 7b
and 7c, if the attack duration of each DG was prolonged,
their abnormal behavior would have severely impacted the
islanded MG, leading to potential instability issues which
could require load shedding actions. Furthermore, in Fig.
8, we demonstrate how the reported control input attacks
affect the residual signals. Their values, immediately after the
attacks are initiated, at t = 0.25s and t = 0.55s, exhibit
significant deviation which triggers the islanding mechanism
leading to the DG disconnection from the MG. In particular,
Fig. 8a exhibits the residual behavior under an attack targeting
sequentially both DG #2 and DG #4. Fig. 8b shows the
normalized residual deviations when DG #2 is attacked, while
Fig. 8c depicts the residual signals when DG #4 is attacked.

VII. CONCLUSIONS AND FUTURE WORK

In this work, a novel detection strategy is proposed for
islanded MG operation against disruptive cyber-physical at-
tacks. We present three different attack models on the system
measurement data, sparse additive attacks on the model inputs,
and load deviation attacks on system states. We further develop
the conditions to capture such attack vectors in a detection
framework and simulate both the effect of the attacks as well
as the detection residuals in a four inverter-based DG MG
system.

Future work of this paper can be divided into three aspects.
Our goal is, besides (1) the identification of tight attack

detection thresholds, to (2) develop a high-level isolation logic
that permits the preventive isolation of the interconnected MG
subsystems and components with higher failure and attack
probability. This segregation into sustainable minigrids will
overcome the need for real-time separation decisions which
could potentially cause cascading effects. In terms of the iso-
lation logic and prevention decisions, and due to the distributed
nature and the changing real-time characteristics of agent
subsystems, we plan to develop severity indices to indicate:
(i) whether the intentional isolation can support the network
resilience or worsen it, and (ii) the formation of sustainable
islanded subsystems. Such metrics will capture the system
conditions during attacks as a function of impact assessment,
the occurrence probability, and a subsystem reputation index.
Furthermore, we plan to (3) realize the integrated design of
attack models and attack-detection control to uncertain cyber-
physical events which may cause parameter perturbations and
changes of operating points, and extend the evaluation of the
approach in real scenarios and against existing benchmarks to
show the unequivocal contribution of the proposed solution.
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