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Introduction

Methodology

While the protection of the privacy of data providers is crucial the organizations rely
heavily on data analysis using Artificial Intelligence algorithms to benefit from them
economically, politically, and socially, etc. In big data analysis, one of the most important
aspects. is dimensionality reduction but how we can provide a new concept of privacy in
this area?
Differential privacy is a mathematical framework that anonymizes data and acts in a
privacy-preserving manner with a large scope of future development.

To address the privacy issue on Generalized Eigenvalue Problem (GEP), we perform the first
study on GEP in Differential Privacy model, which is a de facto approach in privacyenhancing techniques. In this study, we propose a private version of the truncated Rayleigh
flow method (rifle algorithm)[3].
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Figure 1. Dimensionality reduction

Background
In the previous research, authors have focused on developing efficient algorithms to
implement dimensionality reduction techniques such as PCA, CCA, and FDA. However,
data privacy was not addressed in these optimization efforts.

Figure 2. Visual summary of the work

(Sparse) Generalized
Eigenvalue Problem (GEP)

1) Principal Component Analysis (PCA)
A mathematical algorithm that reduces the dimensionality of
the data while retaining most of the variation in the data set [1].

Results

2) Canonical Correlation Analysis (CCA)

From these experiments, we investigate the price of privacy on our private method
compared with the previous non-private method. Distraction introduced in these plots is
large enough, so it protects privacy and at the same time, it is small enough so that the
dataset is still useful.

Conclusion
The outcome results from this experiment
show that the difference rate of our private
algorithm and non-private one is nearly
zero. While the non-private version focuses
only on accuracy, the private one leads us to
a trade-off between privacy and accuracy of
data. Hence, our algorithm is more efficient
and preserving privacy.
Figure 5. Difference between private and
non-private method

Is to analysis paired sets of variables to extract relations
between two sets of variables when the dimensionality is too
large for human interpretation[2].
3) Fisher’s Discriminant Analysis (FDA)
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To find a linear combination of features that characterizes or
separates two or more classes of objects or events.

Furthermore, These large family of statistical models contains (Sparse) Generalized
Eigenvalue Problem (GEP) which is a fundamental problem in machine learning,
signal processing, and data analytics.

Figure 4. FDA experiment

X

X

Figure 3. PCA experiment

X

[1] Jolliffe, I. (1986). Principal Component Analysis. Springer Verlag.
[2] Uurtio, V., Monteiro, J. M., Kandola, J., Shawe-Taylor, J., Fernandez-Reyes, D., & Rousu, J.
(2017). A tutorial on canonical correlation methods. ACM Computing Surveys (CSUR), 50(6),
[3] Tan, K. M., Wang, Z., Liu, H., & Zhang, T. (2018). Sparse generalized eigenvalue problem:
Optimal statistical rates via truncated rayleigh flow. Journal of the Royal Statistical Society:
Series B (Statistical Methodology), 80(5), 1057-1086.

