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Abstract—The power grid infrastructure is a large-scale, heterogeneous, and complex cyber-physical system which forms
the lifeline of modern societies. The trend of tight coupling
of physics, communication and computation in cyber-physical
energy systems (CPES) is evident by the inclusion of numerous
measurement sensors. This contributes to enhancing the monitoring and control functionalities of CPES. At the same time,
the occurrence of adverse effects constitutes a vital dimension
of CPES operation. Increasing the resilience of critical energy
systems of key importance for safeguarding the national economy
and security. This paper considers the problem of optimal estimation with sensing measurements subject to arbitrary corruption
resulting from adverse effects. Such signals can cause false
situation awareness and/or trigger a sequence of cascading effects
leading to an ultimate system failure. We formulate the problem
as a constrained optimization with additional prior information
posed as a set inclusion constraint on the measurement vector.
It is shown that if the prior set satisfies certain conditions,
the resulting recovery error bound is improved. The approach
demonstrates enhancement of the CPES resiliency by using the
Gaussian process as the basis of a prior generative probabilistic
regression model using historical data. The validation of the
resiliency mechanism using prior information is performed using
the New York Independent System Operator (NYISO) grid data,
demonstrating 100% successful state recovery for up to 60% of
CPES sensor failures.
Index Terms—Cyber-physical energy systems, resiliency, adverse cyber-physical events, prior information.

I. I NTRODUCTION
Cyber-physical systems (CPS) refer to a generation of
systems with tightly-integrated communication, computational
and physical capabilities that can interact with humans through
many new modalities [1]. Such systems are fundamental to
the operation of various safety-critical applications (e.g., smart
grid, connected & autonomous vehicles (CAV), etc). Their failure can cause irreversible damage to the underlying physical
system as well as to the humans who operate it or depend
on it. The control of CPS is enabled by the proliferation of
sensing devices which allow geographically isolated physical
plants to be remotely monitored. The measured data are sent
via supervisory control and data acquisition (SCADA) systems
to central master stations. At the central site, the information
is utilized to carry out necessary analysis and control, e.g.,
determine if a leak has occurred and the level of criticality.
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The transformation of critical infrastructure into CPS is accompanied, besides the operational performance and economic
benefits, with important technical challenges [2]. For example,
from the physical system perspective the current distribution
power system is based on overhead lines and radial feeders
that not only are easily damaged by natural disasters such
as hurricanes, but also create disasters like the wildfires in
California. Resiliency is becoming critical in the context of
cyber-physical energy systems (CPES) [3], [4]. Adverse cyberphysical effects (ACEs) including natural disasters such as
hurricanes, earthquakes, wildfires, ‘silent errors’ due to components and manufacturing variability failures, hardware or
software faults of smart monitoring devices due to bugs in the
code (e.g., operating system, compilers, libraries, etc.), natural
effects such as bit flips induced by hardware failures, drive
failures, cosmic rays, cyberattacks, or even faults involving the
infrastructure design and implementation, will more drastically
affect the results of CPS algorithms, and subsequently the
operations of systems deployed in critical infrastructures.
Despite decentralized and distributed schemes in large-scale
infrastructures, existing diagnosis approaches rely on concepts
in which state data are gathered and processed centrally
[5], [6]. Their computational efficiency is typically very low
and ACEs cannot be handled properly [7]. Moreover, such
solutions extend further the threat landscape to include the
potential of ACEs at the distributed agent (e.g., false data
injection attacks in distributed state estimation could yield an
erroneous estimate which could even cause misinformation on
the location of outages [8]). Such events can lead to escalating
instability in system dynamics. The importance of addressing
resiliency is evident by the efforts of various governments
agencies [9]. Towards addressing ACEs issues in CPES, thus
ensuring reliable operation of the system, the state estimates
are utilized for informed decision making of the underlying
physical system (e.g, contingency analysis, automatic generation control, etc.) via preventive and corrective actions.
In the literature, resilient state estimation has attracted
significant attention [10]. While there are numerous works on
the topic, most of them focus on attack-resilient algorithms
that consider measurement noise [11], [12], time varying attack
support [13], robustness considerations [14] and distributed
case [15]. There are also numerous applications including
power systems [16], UAVs [17], energy delivery systems [18],
autonomous vehicles and networked systems. In contrast with
work that utilizes prior information for resilient estimation
[19], [20], our work, despite assuming the knowledge of
location of ACEs nodes in the topology of the CPES does
not assume any information acquired from such nodes. The
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prior information in our propositions can recover system observability, enhancing CPES resiliency against generic ACEs.
In this paper, we propose an estimation algorithm for sustained proper operation of CPES under ACEs by using auxiliary prior information (in our case Gaussian process regression
(GPR) market data) to boost CPES operational estimation
resiliency. The main advantage of our concurrent model-based
and data-driven algorithm is that the resulting synergy of the
generalization properties of the model-based method and the
accuracy of the data-driven method creates an additional layer
of redundancy which can reveal the truth even if portions of
the measurement is subject to ACEs. Specifically, we build
on our previous works on enhancing the recoverability of
resilient estimators by incorporating prior information, either
in form of attack-support estimation [21] or through a more
general set inclusion constraint [22]. We provide theoretical
guarantees of how certain boundedness properties of the prior
information set can improve the reconstruction error bound of
the resulting resilient estimator. Unlike previous work [13],
[23], [24] which depends on the restricted isometry property
(RIP) [25], we developed our results by leveraging the latent
information contained in the auxiliary model. Moreover, the
developed estimator is applied on realistic data acquired from
the New York Independent System Operator (NYISO) transmission grid. The prior information generates likelihood-level
ellipsoid constraints on the “true” measurement vector via
GPR mean and covariance functions of the locational marginal
pricing (LMP) of system buses. The simulation experiments
demonstrate tremendous improvement in resiliency by using
readily available auxiliary measurements to corroborate the
estimation process using the proposed scheme.
The rest of the paper is organized as follows: in Section
II we present the model of the CPES utilized in our work
and how GPR is used to encode the prior information of
CPES. Section III develops the proposed resilient estimation
algorithm against ACEs. Simulation results are reported in
Section IV. Concluding remarks are provided in Section V,
and notation is shown in the Appendix.
II. M ODEL D EVELOPMENT
In this section, we provide the model details of the CPES
used in this work. The physical system considered is the
electrical power transmission system of NYISO. The system
is mapped to the IEEE 14-bus to facilitate dynamic model development. Furthermore, the cyber model uses the overlaying
economic model on the power system, seeking to model the
correlation between energy price and voltage measurements.
A. System Model
The power system model used in our work is based on
the IEEE 14-bus benchmark which consists of 14 buses,
5 generators, 11 loads, 3 transformers, and 22 branches as
presented in Fig. 1. The state variables are represented by the
voltage angles and magnitudes of the system. Measurement
sensors are assumed to be placed in all system nodes providing
active and reactive power injection and flow. In order to map
the bus model with realistic data, 5-minute resolution load data
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Fig. 1: New York Independent System Operator (NYISO)
control area load zones mapped to IEEE 14-bus system.

was obtained from the 11 load zones that exist in NYISO,
shown in Fig. 1 [26]. These load zones are mapped to every
load bus in the IEEE-14 test system in an ascending order,
similarly to process described in [22]. In addition, NYISO load
information from each zone is normalized using a constant
power factor to the initial active/reactive power of the IEEE
14-bus loads. The ratio of the derived total power to the initial
power is used as an input for the 5 generators of the case model
to increase their output power [27]. Based on this mapping
process, the states of the system x ∈ Rn are determined using
the nonlinear power flow Newton-Raphson method. Finally,
sensor measurements y ∈ Rm , y = h(x) from the system
nodes/buses can be computed according to the Jacobian matrix
Jh of h(x) (for every 5-minute interval) in order to be utilized
in our case study. Jh represents how each measurement point
depends on state variables, i.e., h : Rn 7→ Rm represents the
connection of x and y based on the system power flow.
Adverse Cyber-physical Events (ACEs): From the system
model, here we summarize the threat model of the ACEs in
resilient estimation process. Resiliency, for the purpose of this
paper, refers to the capacity of a system to retain functionality
while facing disruptions caused by specified ACEs. These
disruptions constitute the threat model in question. Specifically, for state estimators, resiliency refers to the tendency to
maintain low estimation error when portions of the system
measurement is unavailable due to ACEs.
(a) ACEs such as natural disasters, hardware or software
faults, cyberattacks, or even infrastructure design and implementation faults, are assumed to compromise (m − T ) >
(m − n) measurements points from the nodes/buses of the
system, where T ⊂ {1, 2, . . . , m} is the set of the indices
of the available (or safe from ACEs) measurements. For
example, in the scenario of a stealthy attack, an adversary
can compromise communication networks (e.g. IEEE C37.118
communication protocol does not have necessary security
mechanisms [28]) and falsify the measurement data directly.
Note that, as power systems become intelligent CPES, a
set of missing data might not have tremendous impact on
the operations of the systems since the CPES could correct
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trivial mistakes or faults. Nevertheless, in the event of false
measurements in a consecutive manner received or even if data
are not transferred at all to the control center, the CPES might
not be able to auto-correct dependent functions; consequently,
resulting in system failures [29]. Finally, we do not assume
a priori what specific data can be compromised/missing or
not, however, we do assume the knowledge of the set of
failed/misbehaved sensors.
(b) In a typical CPES, ACEs can affect “either the analog
stimulus that excites the sensor, the analog output of the
sensors or the digital output of the sensor system that is fed
into the control estimation system” [30]. This paper focuses
on all sensor-related adverse events, with the premise that such
ACEs are improbable to take over (or have full access to) the
SCADA systems or the control center. Once ACEs can affect
the control center or the SCADA systems, then the system
operation is compromised despite having in place the most
resilient estimation mechanisms.
(c) Since we focus on leveraging auxiliary prior from a GPR
model mapping LMP prices to preserve observability, this
paper assumes the current electricity pricing has not been affected by prior ACEs. The regulation of the electricity market
and marginal prices are assumed to follow the system marginal
costs produced by the real-time dispatch and commitment
programs. The LMP at bus j can be written as:
γj = λR + γjL + γjC

(1)
R

where γj is the LMP at bus j in $/MWh, λ the system
marginal price at the reference bus, γjL is the marginal losses
component of the LMP at bus j which is the marginal cost
of losses at bus j relative to the reference bus, and γjC is the
congestion component of the LMP at j which is the marginal
cost of congestion at bus j relative to the reference bus [31].
B. Prior Model
In addition to the measurement vectors acquired from
buses/nodes via field sensors, our system includes auxiliary
models (examples include LMP, locational ambient conditions, transformer ratings, etc.). In our study, auxiliary models
of prior market information (LMP) are able to provide an
added resiliency layer to the system, i.e., an added layer of
redundancy for boosting system resiliency to arbitrary data
corruption due to ACEs. We use such market data to build
a probabilistic regression GPR model via mapping them to
the nodes measurements. Specifically, our GPR model maps
LMP prices to bus voltages and angle measurements. In
our developed test model of the IEEE 14-bus system with
NYISO data, we use for the respective nodes system the
LMP information provided by NYISO. LMP data generated
at each security constrained economic dispatch (SCED) cycle
represents the cost to serve the next increment of load at a
node/bus. The GPR model schematic is shown in Fig. 2.
Data Processing for GPR: The resiliency of CPES against
ACEs is enhanced via integrating concurrent model-based and
data-driven techniques in order to secure tight thresholds.
Based on the system and prior models information, a datadriven scheme based on Gaussian processes (GP) is trained.
The selection of GPs is motivated by:

Fig. 2: Gaussian Process Regression (GPR) Model Schematic.

•
•
•

•

GP’s expressiveness in terms of prediction and uncertainty quantification,
The final mathematical expression can be integrated with
traditional estimation with little efforts, and
The provision for incorporating prior (possibly
knowledge-based) information and the non-dependence
on explicit model parameters.
The training of the GPR model can be adapted easily
for recursive online updates as new data points become
available.

One drawback of algorithms based on GPs is the resulting
computational explosion on large datasets. Fortunately, there
is a host of efforts and important results on sparsification
of dataset geared towards approximating large datasets with
smaller ones while maintaining critical latent information [32].
Remark 1. GPR uses GPs to encode prior distributions
over functions. The priors are then updated to form posterior distributions with updated data. Consider a dataset
DR = {Z, Y}: Z ∈ Rp×N contains auxiliary variables and
Y ∈ Rm×N are output measurements. The goal is to learn
f : Rp 7→ Rm for which yj = f (zj ) + ε, i = j, .., N ,
2
)). The problem is ill-defined because
ε ∼ N (0, diag(σ12 , .., σm
there are many functions that explain the data exactly notwithstanding the measurement noise. As a means of regularization,
the class of functions for consideration is refined by the
restriction f (z) ∼ GP(µ(z), k(z, z0 )) to a GP specified by its
mean µ(z) and covariance k(z, z0 ). The covariance can then
be specified apriori without an explicit probability distribution.
This is where the prior information is encoded in GP. One
2
function commonly used is V exp(−1/2 ∗ l kz − z0 k ) where
hyperparameters V and l implicitly define a smoothnesspromoting prior [22].
Remark 2. Given a query point z ∈ Rp for an
auxiliary variable, the posterior distribution for the Ωj
node sensor is p(yj |z, D) = N (µj (z), Σj (z)): µj (z) =
k(z)> (K + σj2 I)−1 Yj> , and Σj (z) = k(z, z) − k(z)> (K +
σj2 I)−1 k(z), j = 1, .., m, where K ∈ RN ×N entries
are Kij = k(zi , zj ) and k(z) ∈ RN is a vector with
entries k(z)i = k(z, zi ). Thus, the overall measurements
values
posterior distribution is given by: p(y|z, DR ) =
Qq
N
(µj (z), Σj (z)).
j=1
Fig. 3 shows the mean relative absolute errors for the GPR
model trained and evaluated on actual 5-minute interval load
and market data from the NYISO. The raw data is divided into
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Let x∗ ∈ Rn be the unknown true state of the system that
we desire to estimate. If |T | < n, then the above estimation
problem degenerates and there is no unique solution. Indeed,
there is a whole class of valid estimates:
x̂T = x∗ + NT z, ∀z ∈ Rn−|T |

Fig. 3: GPR mapping market data to voltage measurements:
relative absolute error performance on NYISO transmission
system data.
two portions, with 30% randomly reserved for validation. The
GPR model is trained on the remaining 70% of the data using
the Statistical and Machine Learning Toolbox in MATLAB.
The squared exponential kernel was used, with the characteristic length scale and signal standard deviation hyperparameters
tuned by the underlying hyperparameter optimization routine
implemented in the toolbox. We trained 108 GPR models,
one for each sensor node, mapping the auxiliary variable to
the corresponding nodal measurement. During the evaluation
phase, each GPR model is run on the entire validation set
and the mean value of the absolute relative error is computed
and reported in the figure. From the figure, it is seen that
the model is able to achieve less than 10% relative absolute
error for most measurement nodes and less than 30% for
all measurement nodes. This is expectedly suggestive of a
strong correlation between the overlaying market operation
and actual physical measurements. Such auxiliary information
has significant potential for boosting system resiliency to
extreme ACEs if used properly.
III. R ESILIENT E STIMATION
In this section, we develop the proposed resilient system
awareness algorithm leveraging the auxiliary prior information
to preserve observability. The system awareness problem is
formulated as a state estimation routine of CPES. Since the
focus of this paper is not failure detection and localization, we
assume that the failed sensors due to ACEs are identifiable.
Consider the observation model:
y = Hx + ε,

(2)

where H ∈ Rm×n , n  m is a locally linearized system
model above mapping from some internal states x ∈ Rn to
a vector of observation y ∈ Rm , with measurement noise
ε ∈ Rm which is assumed to be bounded as kεk2 ≤ δ for a
known upper bound δ > 0. Let T ⊂ {1, 2, . . . , m} be a set of
the indices of the available (or safe from ACEs) measurements.
Then the estimation model above reduces to
yT = HT x + εT ,

(3)

|T |×n

where HT ∈ R
is the matrix obtained from H by
extracting only the rows corresponding to the indices in T .
Thus, the least-square estimator (or decoder) is of the form
x̂T = D(yT ) , arg min kyT − HT xk2 .
x

(4)

(5)

where NT ∈ Rn×(n−|T |) is a matrix whose columns form a
basis for the null space of HT . Consequently, the estimation
error is potentially unbounded, i.e.,
kx̂T − x∗ k2 = kzk2

(6)

is unbounded since kzk2 is unbounded. To mitigate the problem with unboundedness, one could regularize the problem as
follows:
2

2

x̂T = D(yT ; λ) , arg min kyT − HT xk2 + λ kxk2 ,

(7)

x

where λ > 0 is a regularization parameter.
The following proposition summarises the achievable error
bound for the regularized decoder above.
Proposition 1. The decoder x̂T = D(yT ; λ) satisfies the error
bound
kx̂T − x∗ k2
λ
≤ 1,
(8)
≤
λ + σT
kx∗ k2
where σ T is the largest singular value of HT .
Proof. The corresponding solution to the regularized problem
is
−1 >
x̂T = HT> HT + λI
HT yT .
Thus the associated estimation error is given by:


−1 >
kx∗ − x̂T k2 = I − HT> HT + λI
HT HT x∗


−1
= I − (Σ + λI) Σ UT> x∗ ,

2

2

where HT admits the singular value decomposition HT> HT =
UT ΣUT> with Σ ∈ Rn×n a diagonal matrix of nonnegative
singular values and UT ∈ Rn×n is an orthonormal matrix of
the left singular vectors of HT . The result follows by noting
that UT> x∗ 2 = kx∗ k2 and that the nonzero entries of the
diagonal matrix
1.

−1

I − (Σ + λI)

Σ

ranges from

λ
λ+σ T

to

Remark 3. As λ → 0, the minimum estimation error
approaches zero. However, the resulting Hessian matrix
HT> HT + λI degenerates and the solution with the minimum
norm have an underwhelming probability of being attained.
On the other hand, as λ → ∞, the minimum relative error
approaches 100%. However, the Hessian becomes more nonsingular in this case. This shows the trade-off involved in
deciding a value for the regularization parameter.
Suppose, in addition to T , we have a prior distribution
prob (yT c |z) on the unavailable measurements due to extreme
ACEs. The prior information depends on the auxiliary variable
z, and is given by the GPR model obtained in previous
section. We define an enhanced decoder as the minimizer of
the following optimization problem:
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Algorithm 1 Resilient estimation process using prior information.
procedure O FFLINE
D ← {Z, Y}
. Dataset sparsification
K ← k(Z, Z)
. Kernel matrix
Σε , A, l ←
. Hyperparameters initialization
µ(z), Σ(z) ← {D, K}
. GPR training
procedure O NLINE
procedure C OLLECT DATA
y ← . Sensor measurements at the current instant
T ←
. Failure detection
z ← . Auxiliary measurements at the current instant

Theorem 1. Consider the decoder given by the optimization
problem in (9). Suppose the true measurement satisfies the
distribution y∗ |z ∼ N (µ(z), Σ(z)). Then, with a probability
of at least τ , the decoder,given by the optimization problem in
(9) satisfies the error bound below:
v 

u
u 2 δ 2 + λ kx∗ k2
2
t
,
kx̂ − x∗ k2 ≤
σ 2T + λ

(10)

where σ T is the smallest singular value of HT and x̂, x∗ are
the estimated and true states respectively.
Proof. Since y∗ |z ∼ N (µ(z), Σ(z)), then


2
prob ky − µ(z)kΣ−1 (z) ≤ χ2τ (τ ) ≥ τ.

procedure C ONSTRAINED `2 MINIMIZATION(yT ,z)
Solve (9)
Return x̂ ← arg min {(9)}

Thus, with a probability of at least τ , the following holds:
2

kHx∗ + ε − µ(z)kΣ−1 (z) ≤ χ2τ (τ ),
which after using the left-hand-side triangular inequality yields
Minimize:
Subject to:

2

2

kHx −

2
µ(z)kΣ−1 (z)

≤ χ2m (τ ) +

2

kHx∗ − µ(z)kΣ−1 (z) ≤ χ2τ (τ ) + kεkΣ−1 (z)

2

kyT − HT xk2 + λ kxk2
2

(9)

≤ χ2τ (τ ) +

δ
σ(z) ,

where τ ∈ (0, 1) is a prior reliability parameter, χ2T c (τ ) is
the quantile function for probability τ of the chi-squared distribution with m degrees of freedom,and σ(z) is the smallest
singular value of the prior covariance matrix Σ(z).
The algorithm for the resilient estimation approach of the
CPES using prior information is outlined in Algorithm 1. The
solution of the constrained minimization problem in (9) is
solved while considering all the necessary initialization offline
steps, as well as the sensing data, auxiliary variables, and
failure nodes in the system.
It is also possible to consider a different norm objective in
(9). For example, a mixed `1 and `2 norms ( kyT − HT xk1 +
2
λ kxk2 ), or an pure `1 norm ( kyT − HT xk1 ) as widely
used in resilient estimation under false data injection attack
situation [22]. While such objectives have been shown to
be effective in recovering the true states under adversarial
situation, recoverability often requires the system matrix H
to satisfy some RIP conditions which are known to be very
hard to verify. Moreover, since the situation considered in
this paper involves complete node failures, such objective
may not be as effective. This turns out to be the case as
shown in the subsequent simulation results. Also, one of the
main motivations for the choice of the `2 objective is for
uniformity with the regularization term as well as to facilitate
easier comparison with least squares based state reconstruction
method that is prevalent in the industry. As seen in subsequent
simulations, this allows us to isolate the improvement due to
the auxiliary information and to quantify the magnitude of
such improvement as a function of the quality of the prior
information.
The next result shows the estimation error bound for the
decoder, using the prior information.

δ2
.
σ(z)

Thus, with a probability of at least τ , the true state x∗ is a feasible point of the optimization problem in (9). Consequently,
from the optimality of the estimate x̂, it follows that:
2

2

2

2

kyT − HT x̂k2 + λ kx̂k2 ≤ kyT − HT x∗ k2 + λ kx∗ k2
2

≤ δ 2 + λ kx∗ k2
2

2

2

kHT (x̂ − x∗ ) − εT k2 + λ kx̂k2 ≤ δ 2 + λ kx∗ k2
which after using the left-hand-side triangular inequality yields
2

2

2

kHT (x̂ − x∗ )k2 + λ k(x̂ − x∗ ) + x∗ k2 ≤ 2δ 2 + λ kx∗ k2 ,



>
2
(x̂ − x∗ ) HT> HT + λI (x̂ − x∗ ) ≤ 2 δ 2 + λ kx∗ k2 ,


2
2 δ 2 + λ kx∗ k2
2
which implies that kx̂ − x∗ k2 ≤
.
σ 2T + λ
Remark 4. If the measurement noise upper bound is modeled
as a fraction of the true state (i.e kεk2 ≤ δ kx∗ k2 ), then the
estimation error bound becomes
kx̂ − x∗ k2
≤
kx∗ k2

s

2 (δ 2 + λ)
.
σ 2T + λ

Thus, if δ  σ T and λ  σ T then
kx̂ − x∗ k2
= O (δ + λ) .
kx∗ k2
In other words, if the noise is small, the relative estimation
error can be made of the order O(δ) by appropriate choice of
the regularization parameter λ. Moreover, as λ → 0, the risk
of degeneracy is avoided in this case thanks to the quadratic
constraints due the prior model.
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Fig. 4: Conceptual diagram of the simulation process of the CPES resilient estimation process.

IV. S IMULATION RESULTS
In order to validate the methodology of the previous sections, multiple simulation scenarios are carried out using
actual load and market data from the NYISO for 3 months
(between January and March) in 2017 and 2018. The conceptual diagram of the simulation process and setup is shown
in Fig. 4. The real-time (5 minutes interval) LMP data is
fed into the designed GPR model to produce an estimated
mean and covariance matrix of the corresponding sensing
measurements y ∈ Rm , i.e., real (P) and reactive (Q) power
measurements. In addition, the actual power measurements are
fed directly to a true state calculation scheme which gives the
true states of the power system for comparison. Moreover,
the true power measurements are a fed through a failed node
support generator which emulates the occurrence of ACEs and
where a portion of the measurements are declared unsafe and
removed from the system measurement vector. The safe subset
is what is passed to the resilient estimators. As mentioned
within the paper, resiliency refers to the tendency to maintain
low estimation error when portions of the system measurement
is unavailable due to ACEs. In the simulation, this is shown
by plots of the percentage successful estimation (or estimation
error distribution) Vs. number of failed sensors. The state
estimation errors for each estimation schemes are computed
by subtracting the resulting estimates from the true states.
Two simulation scenarios are considered. The first is a
failure sweep case in which different combinations for a
given number of failed nodes are generated. In other words,
assuming the existence of an ACE (or multiple ACEs) in a
specific area of the CPES (e.g., a hurricane in a disaster-prone
region) and the resulting outage of a number of nodes, we
assume combinations of those failed sensing nodes. In the
second scenario, the system is sequentially iterated through
time and random node failures are injected at each time.
The next subsections give a more detailed description of each
scenario and the results obtained thereof.
A. Failure Sweep Scenario
For this simulation scenario, the number of failed nodes is
swept from 23% to 100%. For each instance, 1000 different
random combinations of failed nodes are generated. For each

combination at each instance, three estimation schemes are implemented. First, traditional robust/resilient estimation scheme
is implemented by solving an unconstrained `1 optimization
problem to recover the states using the healthy subset of
the system measurements. The second scheme implements
the unconstrained least squares regression approach that is
prevalent in the industry at the moment [33]. The third
scheme is the proposed resilient estimator which solves a
constrained least squares regression problem in Eq. (9). The
corresponding quadratic constraint is generated from the GPR
model developed in previous sections.
The results are shown in Fig. 5. The horizontal axis is
the total number of failed measurements swept from 23%
to 100%, while the vertical axis is the percentage (%) of
the 1000 cases for which the corresponding estimators is
successful. Success in this case is determined by comparing
the estimation error with the estimator error of a typical
least routine without any failed nodes. If the error is less
than that of a typical least routine, the scheme is declared
successful for that case. As seen from the figure, as observability dwindles due to increasing number of failed nodes,
the performance of the estimators, assessed by the percentage
successful estimation, reduces as expected. The results show
that the proposed resilient estimators using prior information
significantly outperforms both the traditional and state-of-the
art schemes, with 100% successful state recovery for up to
60% node failures.
In order to further assess how the prior information affects
the performance of the resulting CPES estimation scheme,
additional simulation experiments are carried out by injecting
biases in the GPR mean estimates. The size of the injected
biases is varied to represent prior information of varying
accuracy. The result is shown in Fig. 6 and Fig. 7. In the
figures, the black arrow indicates the direction of increasing
mean bias. As seen in Fig. 6, the resulting estimation success
rates reduce with increasing bias, showing that the accuracy
of the proposed estimation scheme depends on the accuracy of
the prior information. This further corroborates the theoretic
result given in Theorem 1 and Remark 4. The corresponding
relative mean error is also shown in Fig. 7 to increase with
increasing mean bias.
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Fig. 5: Failure sweep scenario: CPES estimation success rates.

Fig. 7: Failure sweep scenario: effect of mean bias on CPES
estimation relative error.

Fig. 6: Failure sweep scenario: effect of mean bias on CPES
estimation success rate.

B. Sequential Simulation
For this simulation scenario, the 5-minute load data
of NYISO are used to validate the performance of the
proposed CPES resilient estimation under varying degree
of node failures, i.e., sensing nodes are randomly affected by any ACEs, making them unresponsive in providing system measurements. The natural time history of
the CPES is generated by simulating the underlying dynamical system, howbeit with random node failures injected
into the system measurements at each time instant. At
each time step, a random integer, nFails, in the interval
[0, round(0.6 × total number of measurement)] is
generated as the total number of node failures at the instant.
Next, the random permutation of nFails channels is selected
for failure injection. After removing the failed nodes from the
measurements, resilient estimation schemes are invoked on the
remaining measurement to infer the system states. For this
scenario, we only considered the least square estimators, one
with auxiliary constraint and the other without. The reason is
because the fundamental performance difference between the
various schemes has already been established in the previous
scenario. In the present scenario, we are mainly interested in
studying the effect of the auxiliary constraint on time-varying
random node failures; that is why it is more appropriate to

Fig. 8: Sequential simulation scenario: relative error.

compare only the least-squares-based approaches.
The results from this sequential simulation scenario are
shown in Fig. 8 and Fig. 9. In, Fig. 8, the corresponding
relative error is shown for each estimators. It is plotted for
each time instant at 5 mins. interval. It is seen that the
estimator constrained by the auxiliary information outperforms
the counterpart by a significant margin. The ratio of relative
errors of without auxiliary to with auxiliary ranges in the
interval [1.02, 111.77], with a mean value of 6.58. Even
though some failure combinations resulted in a relative error of
almost 1 in the unconstrained least squares case, the maximum
relative error recorded for the proposed estimator is 0.06.
In order to further understand the distribution of the relative
errors, Fig. 9 shows corresponding histograms truncated at 0.3
to provide good visibility. As seen from the figure, the relative
errors for the constrained estimator is concentrated near the
origin, while the unconstrained estimator has significant spread
far away from the origin.
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columns respectively, of X corresponding to the indices in
T . σ(X) denote the smallest singular value of the matrix
X respectively. For a vector x, xi denotes its ith element.
The support of a vector x ∈ Rm is denoted by supp(x) ,
{i : xi 6= 0}, with |supp(x)| ≤ m being the number of
nonzero elements of x. The p-norm of a vector x ∈ Rm is
m
 p1
P
p
.
defined as kxkp ,
|xi |
i=1
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