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Abstract—The Internet of Bodies (IoB) is an imminent exten-
sion to the vast Internet of things domain, where interconnected
devices (e.g., worn, implanted, embedded, swallowed, etc.) located
in-on-and-around the human body form a network. Thus, the
IoB can enable a myriad of services and applications for a wide
range of sectors, including medicine, safety, security, wellness,
entertainment, to name but a few. Especially considering the
recent health and economic crisis caused by novel coronavirus
pandemic, a.k.a. COVID-19, the IoB can revolutionize today’s
public health and safety infrastructure. Nonetheless, reaping the
full benefit of IoB is still subject to addressing related risks,
concerns, and challenges. Hence, this survey first outlines the
IoB requirements and related communication and networking
standards. Considering the lossy and heterogeneous dielectric
properties of the human body, one of the major technical chal-
lenges is characterizing the behavior of the communication links
in-on-and-around the human body. Therefore, this paper presents
a systematic survey of channel modeling issues for various link
types of human body communication (HBC) channels below 100
MHz, the narrowband (NB) channels between 400 MHz and 2.5
GHz, and ultra-wideband (UWB) channels from 3 to 10 GHz.
After explaining bio-electromagnetics attributes of the human
body, physical and numerical body phantoms are presented
along with electromagnetic propagation tool models. Then, the
first-order (i.e., path loss, shadowing, multipath fading) and the
second-order (i.e., delay spread, power delay profile, average fade
duration, level crossing rate, etc.) channel statistics for NB and
UWB channels are covered with a special emphasis on body
posture, mobility, and antenna effects. For the HBC channels,
three different coupling methods are considered: capacitive,
galvanic, and magnetic. Based on these coupling methods, four
different channel modeling methods (i.e., analytical, numerical,
circuit, and empirical) are investigated, and electrode effects
are discussed. Lastly, interested readers are provided with open
research challenges and potential future research directions.

Index Terms—Internet of things, Internet of bodies, bio-
electromagnetics, phantoms, narrowband, ultra-wideband, capac-
itive, galvanic, human body communications, channel modeling,
antennas, propagation.

I. INTRODUCTION

THE Internet of things (IoT) is a technological revolu-
tion that integrates the physical and digital worlds by

interconnecting uniquely identifiable smart objects [1]. The
IoT targets at ubiquitous connectivity among anyone/anything
at any place/time for any service over any network. The
recent report of international data corporation forecasts that
an estimated 22 billion IoT devices in 2018 are foreseen to
reach 41.6 billion in 2025, generating 79.4 zettabytes of data1.
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These numbers and ambitious goals naturally propel IoT as a
mega-trend in next-generation communication and information
technologies (ICT). As enabler of such a holistic approach
towards digitizing and connecting a plethora of devices, all
legacy telecommunications and networking technologies have
come under the umbrella of IoT such as cellular networks [2],
satellite networks [3], optical networks [4], wireless sensor
networks [5], body area networks [6], cognitive radio networks
[7]–[9], wireless-fidelity (Wi-Fi) [10], light-fidelity (Li-Fi)
[11], Bluetooth [12], ZigBee [13], LoRa [14], to name but
a few. Therefore, the IoT era dictates a radical paradigm shift
in our perception of almost all verticals, including business,
industry, energy, media, education, public health and safety,
transportation, and logistics. The IoT can be classified into
‘Internet of X-Things’ where X may stand for space [15],
underground [16], underwater [17], industrial [18], wearable
[19], defense and public safety [20], health-care [21], and so
on. In this survey, we narrow the scope to the body-centric
IoT, which will be referred to as ‘Internet of Bodies’ (IoB)
throughout the text.

A. A Taxonomy of IoB Devices
The IoB is an imminent extension to the vast IoT domain,

where connected devices located in-on-and-around the human
body form a network to enable a myriad of applications.
Although an early version of IoB was first conceptualized in
the realm of wireless body area networks (WBANs) [22], their
wide-spread use in today’s daily life has become possible as
a result of parallel advancements in microelectronics, wireless
communications, and signal processing. The IoB devices can
be worn, swallowed, implanted in the body, or even embedded
into the skin. Smartwatches, fitness tracker rings/wrist-bands,
wireless headphones, heads-up display glasses, virtual reality
headsets, smart tattoos/bio-patches, and global positioning
system (GPS) enabled shoes are examples of wearable IoB
devices. Digital drug delivery pills and ingestible sensors (e.g.,
endoscopy capsules) are typical examples of swallowable IoB
devices. For implantable IoB, cardioverter defibrillators and
heart pacemakers are a case in point. Lastly, embedded IoB
devices can be simply chips buried under the skin. A very
cutting-edge instance is brain-computer interface technology,
where an IoB device allows a real-time connection between
the brain and remote computers for the purpose of monitoring
and controlling [23]. It has also recently come into fashion
to inject a large rice grain size microchip into the hand for
the purpose of biometric identification and authorization grant
[24].

https://www.idc.com/getdoc.jsp?containerId=prUS45213219



	Introduction
	A Taxonomy of IoB Devices
	A Taxonomy of IoB Applications
	IoB Risks, Concerns, and Challenges
	Survey Contributions and Organization

	IoB Requirements and Related Standards
	IoB Requirements
	Quality of Service (QoS)
	Safety Guidelines
	Power Efficiency
	Form Factor
	Security, Confidentiality, and Privacy

	IoB-Related Communications and Networking Standards
	IEEE 802.15.4 Standard
	IEEE 802.15.6 Standard
	Bluetooth Low Energy

	Summary and Insights

	Human Body: Bioelectromagnetics, Phantoms, and Propagation Mechanisms
	Bioelectromagnetics of Human Body
	Permittivity, Conductivity, and Permeability
	Absorption and Penetration Depth
	Diffraction

	Human Body Phantoms (HBPs)
	Physical HBPs
	Numerical HBPs

	Numerical Propagation Characterization Methods
	Ray Tracing (RT)
	Method of Moment (MoM)
	Finite Element Method (FEM)
	Finite-Difference Time-Domain (FDTD)

	Summary and Insights

	NB & UWB Channel Modeling
	The First-Order Channel Statistics (FOCS)
	Large-Scale FOCS (Path Loss & Shadowing)
	In-Body Link Budgets (I/I-I/O-I/E)
	On-Body Link Budgets (O/O-O/E)
	Small-Scale FOCS (Multipath Fading)

	The Second-Order Channel Statistics (SOCS)
	Delay spread and Power Delay Profile
	Level-Crossing Rate and Average Fade Duration
	Auto-Correlation

	Antenna Effects
	Summary and Insights

	HBC Channel Modeling
	An Overview of Coupling Methods
	Capacitive Coupling (CC)
	Galvanic Coupling (GC)
	Magnetic Coupling (MC)

	HBC Channel Models
	Analytical Models
	Numerical Models
	Circuit Models
	Empirical Models

	Variable Electrode-Skin Impedance (ESI)
	ESI Circuit Representation
	Impacts of Electrode Types and Specifications
	Impedance Matching

	Summary and Insights

	Conclusions and Future Research Directions
	Unified Channel Models
	Channel Estimation Techniques
	Channel Aware Cross-Layer Optimization
	Energy Self-Sustainability & Network Lifetime
	Opportunities in Millimeter Wave Band
	Privacy and Security

	References

