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a b s t r a c t

A monitoring mechanism is vital for detecting malicious attacks against cyber systems. Detecting denial
of service (DOS) and distributed DOS (DDOS) is one of the most important security challenges facing net-
work technologies. This paper introduces a reliable detection mechanism based on the continuous ranked
probability score (CRPS) statistical metric and exponentially smoothing (ES) scheme for enabling efficient
detection of DOS and DDOS attacks. In this regard, the CRPS is used to quantify the dissimilarity between
a new observation and the distribution of normal traffic. The ES scheme, which is sensitive in detecting
small changes, is applied to CRPS measurements for anomaly detection. Moreover, in CRPS-ES approach, a
nonparametric decision threshold computed via kernel density estimation is used to suitably detect
anomalies. Tests on three publically available datasets proclaim the efficiency of the proposed mecha-
nism in detecting cyber-attacks.
� 2020 Karabuk University. Publishing services by Elsevier B.V. This is an open access article under the CC

BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

With the continuous evolution of the internet, several networks
technologies have been developed including the internet of things
[1,2] and software-defined networks [3,4]. However, these cyber
systems are permanently subjected to attacks from external
intruders that degrade their performance and prevent stakeholders
from relevant information. Thus, a monitoring mechanism is vital
for detecting malicious attacks against cyber systems. To this
end, anomaly detection-based solutions that are already deployed
on board of many systems (e.g., fraud detection, medicine, and
industry) are offering relevant information to help provide real-
time anomaly detection [5–7].

Malicious attackers can target individuals, companies and pub-
lic institutions [8] (Fig. 1). Fig. 1 gives the distribution of targets in
January 2019. It can be seen that a large number of attacks target
single individuals (35.71%), before multiple targets (11.11%) and
healthcare (9.52%).

All over the years, denial and distributed denial of service (DOS
and DDOS) cyber-attacks increase continuously to become today
one of the most challenging threats to networks technologies

[9–11]. In such attacks, to suspend legal traffic, hacker compro-
mises thousands of hosts that can include computers, servers,
and IOT equipments, and then exploits them simultaneously to
overload the victim’s resources by a large amount of traffic
(Fig. 2). Therefore, there is a need for automatic detection mecha-
nisms to guarantee an appropriate level of quality of service and
detect malicious attacks.

All over the years, several detection mechanisms have been
developed to protect networks against different types of attacks
(i.e., internal and external attacks) [12]. In [13], a rank correlation
technique is proposed to detect Distributed Reflection Denial of
Dervice (DRDoS attack) attacks. This approach is based on the
assumption that the responsive flows from reflectors converging
to the victim are linearly autocorrelated. Here, Spearman’s rank
correlation coefficient is used to filter the DRDoS attack. In [14],
botnets were detected using a mixed distributed centralized net-
work traffic capture. The efficiency of this approach depends on
host collectors which can themselves be compromised. In [15],
an approach based on Kullback-Leibler distance is proposed to
identify malicious traffics responsible for potential DDoS attacks.
However, this approach requires a full collaboration between dif-
ferent ISPs routers. Also, the decision threshold used to differenti-
ate normal and abnormal traffics is fixed manually. In [16], a
detection procedure is proposed to prevent the low rate TCP-
based DOS attacks at edge routers using TCP Retransmission Time-
out (RTO) and round-trip time (RTT) properties. In this detection
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system, routers are asked to perform these extrinsic functions and
as a result, their performances can be strongly affected. In [17], an
autoregressive integrated moving average model is constructed to
discriminate the normal traffic from DoS and DDoS attacks for IP
networks. Then, the local Lyapunov exponent is computed for the
ratio between the number of packets and the number of IP sources
and then used as an indicator from malicious traffic type. In [18], a
min-cut set DDOS detection method is proposed based on the qual-
ity of service degradation measurements. However, such a strategy
can fail recurrently to distinguish DDOS attacks from high traffic
normal situations. Sahoo et al. [19] targeted DDOS attack against
Software Defined Networks using the general entropy (GE) and
other information distances (ID). However, the implementation
of this approach requires normal traffics and manual detection
thresholds. Zhang et al. [20] applied Kullback-Leibler divergence
to detect the stealthy deception attacks in a cyber-physical system.

However, this detection algorithm is designed based on the
assumption that the inspected traffics are Gaussian distributed
and the detection decision is based on a prefixed threshold. In
[21], Zulkiflee et al. applied the Support Vector Machine (SVM)
algorithm to the detection of router advertisement flooding DOS
attacks. Unfortunately, limited attack characteristics can be pro-
vided using the SVM algorithm. In [22], the authors suggested a
fuzzy logic-based technique to reveal SYN flooding attacks. How-
ever, the efficiency of this method is relying on the presence of
expert knowledge. In [23], the Back-propagation neural network
was proposed as an IPv6 based attack detection approach.
Recently, deep learning-based methods turn out to play an impor-
tant role in the literature for design intrusion detection systems
[24–26]. For instance, in [24], a deep learning-based approach
merging sparse autoencoder with SVM has been introduced for
intrusion detection. In [25], a coupled method using hybrid spec-
tral clustering and deep neural network ensemble algorithm has
been proposed for intrusion detection. Such machine learning
methods depend on the availability of input data, and their imple-
mentation is no easy task, especially for real-time applications.

Detecting DOS and DDOS is one of the most important security
challenges facing network technologies [46]. Essentially, the
abovementioned anomaly-based DOS and DDOS detections
approaches have been partially or totally designed using
distribution-based metrics, such as Kullback-Leibler divergence
and general entropy. Nevertheless, these detection methods are
generally based on the assumption that the distribution underlying
the traffic network is Gaussian. Thus, these detection approaches
provide suitable detections only if the traffic network data follows
a normal distribution. However, traffic data from computer net-
works have generally non-Gaussian distribution. Generally speak-
ing, violation of normality assumption can lead to a high false
alarms rate [27]. Their second important limitation concerns the
detection threshold that is either not used or manually predefined.
In addition, these techniques are distribution-based and need a
large dataset to accurately detect attacks, which makes them inef-
fective for online detection.

This paper introduces an innovative detection mechanism
based on the continuous ranked probability score (CRPS) statistical
metric and exponentially smoothing (ES) scheme for enabling effi-
cient detection of DOS and DDOS attacks. Indeed, CRPS has been
largely exploited in evaluating the quality of probabilistic forecast-

Fig. 1. Cyber-attack’s targets in January 2020 [8].

Fig. 2. General illustration of a cyber-attack.
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ing [27]. In this regard, the CRPS is used to quantify the dissimilar-
ity between a new observation and the distribution of normal traf-
fic. Specifically, to detect the DOS and DDOS attacks, using CRPS-
based approach, every new traffic network measure is compared
to the reference attack free traffic distribution. This makes CRPS
a suitable measure for real-time application compared to other dis-
tributional metrics like the v2 and the Kullback-Leibler which
require the whole a priori data to be available to compute distribu-
tions of anomaly-free training and testing data. Till now, CRPS met-
ric, however, has not been utilized in improving the detection of
malicious DOS and DDOS attacks. Here, to enhance the detection
efficiency, an exponential smoothing (ES) procedure is applied to
the CRPS measurements. The major reason for exponentially
smoothing CRPS measurements (CRPS-ES) is to include informa-
tion from previous and current measurements in the decision pro-
cess, which makes it efficient for uncovering small anomalies.
Moreover, in CRPS-ES approach, a nonparametric decision thresh-
old computed via kernel density estimation is used to suitably
detect anomalies. Tests on two publically available datasets pro-
claim the capacity of the proposed method in uncovering cyber-
attacks.

Motivated by the suitable performances of CRPS metric and to
fix the aforementioned problems, we have designed the CRPS-ES
mechanism with the following characteristics:

& There is no assumption about the normality of data and a more
realistic estimation of traffic distribution is proposed. Specifi-
cally, we applied the kernel density estimation (KDE) to non-
parametrically estimate the distribution underlying the CRPS-
ES statistic.

& Attack detection is based on an automatic and nonparametric
threshold. Here, ES is applied to CRPS measurements to set
the detection threshold for uncovering attacks. CRPS-ES scheme
considers the past data in the detection statistics which makes
it sensitive to incipient attacks. Attacks are declared if the CRPS-
ES measurements between the test traffic and the normal traffic
exceed the detection threshold (Eq. (5)).

& CRPS-ES is more appropriate for real-time detection. Unlike the
abovecited techniques, in the CRPS-ES mechanism, only the
new traffic measurement is compared to the attack-free traffic
distribution which makes it appropriate for real-time
monitoring.

& Additionally, CRPS-ES is a protocol and network free method.
This means that it can be applied to detect different types of
flooding DOS and DDOS attacks and in all kinds of networks.
Different flows can be separated and monitored independently
according to the messages and protocols they include.

Next Section presents the proposed CRPS-ES-based anomaly
detection mechanism. Section 3 verifies the effectiveness of the
proposed method in detecting different DOS and DDOS attacks
using two datasets. Finally, conclusions are given in Section 4.

2. The proposed anomaly detection mechanism

The CRPS metric has been broadly employed in probabilistic
forecasting to verify the precision of forecasting [28]. It considers
both the sharpness and accuracy of forecasting in the assessment
of the forecasting precision. The desirable characteristic of CRPS
is its ability in comparing a full distribution with an observation
which makes it suitable for online anomaly detection. Basically,
for detecting DOS and DDOS attacks using CRPS metric, every
new traffic network measurement will be compared to the refer-
ence attack-free traffic distribution. Due to its sensitivity to
changes, the CRPS is appropriate in quantifying the deviation of

attacks from the normal traffic. Large values of CRPS reflect the
presence of potential attacks in the monitored traffic.

For an observation � and the CDF, F of a probabilistic forecast
variable, the CRPS distance is defined as [28–29]:

CRPS F; xð Þ ¼
Z1
�1

F yð Þ � 1 y P xf gð Þ2 dy ð1Þ

where 1 y � xf g is the indicative function:

1 xð Þ ¼ 0; x < 0
1; x � 0

�
ð2Þ

An illustration of the core idea of CRPS metric is given in Fig. 3.
Fig. 3 presents the CDFs for the new observation and anomaly-free
measurements. The CRPS represents the green colored area (Fig. 3).

It should be noted that when the distribution of attack-free traf-
fic is Gaussian with mean l and variance r2, CRPS has the follow-
ing analytical formula [29–30],

CRPS N l;r2� �
; x

� � ¼ r x� r
r

2U
x� r
r

� �
� 1

� �
þ 2/

x� r
r

� �
� 1ffiffiffiffi

p
p

� 	
ð3Þ

where/ and U represent the Gaussian probability density func-
tion and cumulative density function, respectively.

In fact, CRPS with small values close to zero refers to normal
traffic. However, it is clear that the CRPS metric significantly grows
during attacks. This fact makes the CRPS metric useful as an indi-
cator to detect malicious attacks. Then, an exponential smoothing
(ES) [31] scheme is applied to CRPS measurements to establish a
decision threshold and flag the presence of attack traffics. In other
words, in the proposed CRPS-ES mechanism CRPS sequences are
exponentially smoothed to further improve its sensitivity to abnor-
mal events (attacks). To do so, according to the targeted attack, the
traffic’s features (e.g., number of bytes, number of packets, and IP
address) are used as the input variable of the CRPS-ES mechanism.
Precisely, to detect SYN flood, Smurf and ICMPv6-based attacks, we
applied CRPS-ES to the number of the SYN segments, ICMPv4 Echo
reply and ICMPv6 messages received per sampling, respectively.

Let’s define the sequence of CRPS measurements as computed
in (1): CRPS = [d1. . . dn]. The ES-CRPS statistic is computed as:

zCRPSt ¼ tdt þ 1� tð ÞzCRPSt�1 ð4Þ
where the initial value, ZCRPS

0 is the anomaly-free mean of CRPS vec-
tor, lCRPS

0 . (0 < v ^ 1) is a forgetting parameter.
The CRPS-ES fault detection threshold is designed as [27],

Fig. 3. A representative example of CRPS metric between an observation and CDF of
reference data. CRPS(F; x) is the area delimited by 1(x) and F(y).
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hES ¼ lCRPS
0 þ LrCRPS

0

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
m

2� tð Þ
r

1� 1� mð Þ2t
h i

; ð5Þ

where L denotes the width of the decision threshold.
It should be noticed that the parametric threshold in CRPS-ES

scheme is calculated based on the normality assumption of the
traffic data. However, the normality assumption of traffic data is
not valid mainly due to the dynamic characteristics of network
traffic. When the Gaussian assumption is not verified, the monitor-
ing results would be inappropriate. To alleviate this problem, the
distribution of CRPS-ES statistic could be estimated by using the
kernel density estimation (KDE) [32], which is a nonparametric
probability density estimation approach. In this approach, first,
the distribution of the CRPS-ES statistic in Eq. (4) is estimated via
univariate KDE using attack-free data. Around a point xi, the KDE
is formulated as follow [32]:

bf xð Þ ¼ 1
nH

K
x� xið Þ
H

ð6Þ

where K is the kernel function, here the Gaussian kernel is used. n is
the number of measurements; x is the considered data points. H is
the kernel smoothing bandwidth which determines the estimation
quality; its optimal value can be computed as following [33]:

H ¼ 1:06rn�0:2 ð7Þ
Then, the nonparametric threshold of the CRPS-ES mechanism

is defined as the 1� að )-th quantile of the estimated distribution.
An anomaly is flagged when the CRPS-ES statistic exceeds the deci-
sion threshold.

The designed CRPS-ES scheme is briefly outlined next.

� Step 1: For every observation xi in the testing dataset, compute
the CRPS sequences.

� Step 2: Compute the CRPS-ES sequences based on Equation (4).
� Step 3: Estimate the distribution underlying CRPS-ES sequences
via KDE.

� Step 4: From the distribution of CRPS-ES, we determine the
threshold of CRPS-ES mechanism in a nonparametric way as
the(1-a)-th quantile of the estimated distribution of CRPS-ES
distances computed by KDE.

� Step 5: An attack is declared when the CRPS-ES statistic exceeds
the detection threshold.

Overall, in the designed CRPS-ES-based anomaly detection
strategy, firstly, different features (e.g., TCP segment, IP address,
and ICMP messages) are extracted from the gathered network traf-
fic according to the targeted attacks. Then, attack-free training data
are used as input to the exponentially smoothed CRPS (CRPS-ES)
metric. The detection threshold is computed non-parametrically
based on the estimated CRPS-ES distribution using KDE. Next, to
reveal DOS and DDOS attack that could be present in the tested
traffic, the CRPS-ES values are continuously compared to the detec-
tion threshold previously calculated. Normal traffic in all observa-
tion is detected by CRPS-ES down to its detection limit. Abnormal
traffic and eventually the presence of DOS and DDOS attack are all
observation detected above the CRPS-ES threshold. The conceptual
schematic of the proposed CRPS-ES mechanism is displayed in
Fig. 4.

The designed CRPS-ES detection mechanism will be used to
monitor DOS and DDOS attacks. Note that these types of attacks
are still performed against the majority of actual networks and it
is expected to persist with future technologies. For instance, by
generating a very large number of half-open connections TCP
SYN flooding attacks overload the victim server’s memory
resources, which make it unable to treat new connections [34].
On another hand, Smurf attack uses the pinging tool under both

versions of the ICMP protocol (i.e., ICMPv4 and ICMPv6) [35–37].
It aims to overwhelm the victim with large traffic of Echo-Reply
messages. Precisely, based on the victim’s address, the attacker
pings via a broadcast server all hosts that are located in the broad-
cast domain. As a result, all replies of these hosts will be redirected
to the victim. Also, ICMPv6 can be exploited in different ways to
perform DOS and DDOS attacks, such as invalidate the present con-
figuration, unlimited demand for information and proposing new
invalid links continuously with the neighbor advertisement, neigh-
bor solicitation, and router advertisement messages, respectively
[36].

3. Results and discussion

In this section, we evaluate the performance of the CRPS-based
detection method. Specifically, we investigate the capacity of
CRPS-ES to sense three types of most popular DOS and DDOS
attacks which are the TCP SYN flooding, UDP flood, the Smurf
attack, and the ICMPv6-based flooding attacks. The monitored net-
work traffics are collected from the DARPA99, MAWI and ICMPv6
datasets.

3.1. DOS and DDOS attacks

TCP SYN flood attacks are still among the highest occurred
cyber-attacks. These attacks are often launched by attackers to per-
form DOS/DDOS and shutdown systems, networks, and servers.
TCP SYN flood attacks generate a massive number of half-open
connections that exhaust the server’s backlog queue and make it
incapable to handle new TCP sessions including incoming requests
from legitimate clients. Generally, to perform a TCP SYN flood
attack, malicious users can either do not send the ACK segment
or using a spoofed IP address [38]. A UDP flood DOS attack is cre-

Fig. 4. Conceptual schematic of the CRPS-ES detection strategy.
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ated when the attacker sends a datagram to a random port on the
target victim which will determine what is listening on the desti-
nation port. If the destination port is closed, then it will reply with
an ICMP message to the spoofed source IP address reporting the
destination port unreachable error. Finally, if enough UDP data-
gram are sent to closed ports, the victim and even hosts on the
same segment will also be out of service due to the related large
amount of traffic [39].

The ICMP amplification attacks also known as Smurf attacks are
pertinent types of DDOS attacks, which can be based either on
ICMPv4 or the ICMPv6 version, menace IPv4 as well as IPv6 tech-
nology [40]. Indeed, the Smurf attacks use broadcast servers to
overwhelm their victims with a high rate of ICMP Echo-Reply mes-
sages. To accomplish such an attack, the attacker starts by spoofing
the targeted victim’s IP address, then sending ICMP Echo Request
messages to the broadcast server which deliver them to all hosts.
These last respond with the ICMP Echo-Reply message to the vic-
tim’s IP address. A broadcast network can contain hundreds of
hosts, hence, the victim will be flooded by a whole bunch of
Echo-Reply messages that exhaust its resources and turn it out of
service. The Neighbor Solicitation flood attacks consist of overload
and turn out of service their victims when they trying to serve all
neighbor solicitation requests. The Neighbor Advertisement flood
attack is another type of DOS attack that is based on the ICMPv6
protocol. During such an attack, the attacker replies all NS mes-
sages announcing, continuously, that he already has the requested
address. Finally, the Router Advertisement flood attack aims to
alterate legitimate client’s IP configuration using the ICMPv6 Rou-
ter Advertisement (RA) messages with the ROUTER LIFETIME field
set to 0 [40].

3.2. Detection results using DARPA99 dataset:

In this subsection, the capacity of CRPS-ES mechanism is veri-
fied in detecting TCP SYN flooding and Smurf attacks in the net-
work traffic of DARPA99s dataset (www.ll.mit.edu/ideval/data/
1999data.html).

In the scenario of a TCP SYN flooding attack, we consider three
attacks. The first attack was in week 5, day 1 at 18h04mn04s and
lasts 6mn51s. The second occurs in week 5, day 2 and starts at
11h38mn04s and with duration of 13mn41s. The third one occurs,
also, in week 5, day 2 and was at 18h16mn05s for 3mn26s. The
second scenario concerns the ICMP Smurf attacks. Precisely, we
study five ICMP Smurf attacks, which have targeted the same vic-
tim during the fourth and fifth weeks. The beginning was with the
week 4, in which two attacks of 1 s were initiated on day 1 at
21:34:16 pm and 21:34:26 pm, one attack of 1 s at 18:29:25 pm
in day 3 and another attack of 2 s at 08:45:18 am on day 5. Finally,
the victim was re-attacked again in week 5, day 1 at 09:33:00 am
during 2mn.We refer to all these attacks as WiDi (i.e., Week i Day i)
attack. The overall characteristics of such attacks are reported in

Table 1. On the other hand, normal or attack-free data are about
1320 records corresponding to 22 h of the traffic network.

To detect TCP SYN flood attacks, the flow of SYN segments
received by the victim are inspected. Since the dataset provides
the whole network traffic with all exchanges, we have extracted
and sampled the number of such segments using Wireshark and
MySQL tools. Fig. 5(a) illustrates the detection based on the traffic
of W5D1. The results show that the attack happened from records
605 to 611with a rate of 2928 SYN segments per observation time.
It is clearly illustrated when the monitored traffic (i.e. traffic
W5D1) is free from attacks, the CRPS measurements fall under
the detection threshold (hes = 0.7). This means that such traffic
has similar behavior to normal attack-free traffic. On the other
hand, large values of CRPS statistics are obtained when the
inspected traffic includes TCP SYN attacks that are the cause of
the detected attacks. During these attacks, the CRPS statistic was
around 12 exceeding largely hes. Fig. 5(b) shows the detection capa-
bility of the CRPS-ES mechanism in detecting the two attacks
occurred onW5D2. In the first attack, the victim was overwhelmed
by an average of 3027 SYN/observation time, and in the second
attack, the victim was inundated by 10,256 SYN segments at each
time instant. In this traffic, the detection threshold hes = 0.51,
where the two TCP SYN attacks have increased the CRPS statistics
to 9.1 and 5.3, respectively.

The detection results of the CRPS-ES mechanism when applied
to the received Echo Reply messages in the case of Smurf attacks
are displayed in Fig. 6(a–d). Here, the detection procedure is based
on the number of ICMP echo reply messages captured by the victim
for each observation time. Fig. 6(a–d) indicates that the proposed
algorithm is able to alert immediately all smurf attacks when they
have happened. In Fig. 6(a), the victim has been inundated with
51,681 Echo Reply messages (Table 1, Attacks 1 and 2). Such inun-
dation is revealed with CRPS value of 1.2 that is much higher than
hes = 0.015. In the Smurf attack occurred on W4D3, the targeted
victim has received 4455 Echo Reply messages (Fig. 6(b)); the cor-
responding CRPS statistic equals 7, which clearly exceeds hes. In the
Smurf attack of W4D5 traffic (Fig. 6(c)), 4453 Echo Reply messages
were simultaneously sent to the victim. In this case, Smurf attack is
characterized by a CRPS statistic of 4. Finally, two attacks have
been identified in the W5D1 traffic (Fig. 6(d)) by the proposed
algorithm. The first attack targeted the victim at the instance 570
with 6000 (CRPS statistic = 3) Echo Reply messages, and the second
attack was against the victim at the instance 1914 with 2655 (CRPS
statistic = 1.2) Echo Reply messages.

In both scenarios, the detection threshold has small values,
(hes = 0.7) in the case of TCP SYN flood and (hes = 0.51) for Smurf
attack. In practice, this reflects the high sensitivity of the CRPS-
ES mechanism. With such values, small, even very small, changes
in traffic behavior can be revealed. This is a suitable characteristic,
allows to CRPS-ES to deal with low to very low modern DOS and
DDOS attacks (low rate DOS).

Table 1
DARPA990s TCP SYN flooding and Smurf attacks characteristics.

Attack Week Day Time of appearance Duration

TCP SYN flood Attack 1 5 1 18:04:04 6 mn 51 s
Attack 2 5 2 11:48:42 1 s
Attack 3 5 2 18:16:05 3 mn 2 6 s

UDP flood Attack 1 5 1 20:00:27 15 mn
Attack 2 5 1 20:00:27 15 mn

ICMP Smurf Attack 1 4 1 21:34:16 1 s
Attack 2 4 1 21:34:26 1 s
Attack 3 4 3 18:29:25 1 s
Attack 4 4 5 08:45:18 2 s
Attack 5 5 1 09:33:00 2 mn

B. Bouyeddou et al. / Engineering Science and Technology, an International Journal xxx (xxxx) xxx 5

Please cite this article as: B. Bouyeddou, B. Kadri, F. Harrou et al., DDOS-attacks detection using an efficient measurement-based statistical mechanism,
Engineering Science and Technology, an International Journal, https://doi.org/10.1016/j.jestch.2020.05.002

http://www.ll.mit.edu/ideval/data/1999data.html
http://www.ll.mit.edu/ideval/data/1999data.html
https://doi.org/10.1016/j.jestch.2020.05.002


To assess quantitatively the detection efficiency of the CRPS-ES
method, the following metrics will be used: true positive rate
(TPR), false-positive rate (FPR), false-negative rate (FNR), and area
under the curve (AUC). Table 2 provides a summary of the detec-
tion quality of the CRPS-ES mechanism when applied to DARPA
dataset. Results in Table 2 highlight that the detection capability
of the CRPS-ES mechanism by achieving a high TPR and lower
FPR and FNR.

3.3. Detection results using MAWI dataset:

Here, we consider the scenarios of UDP flood and ping flood
attacks using The MAWI (Measurement and Analysis on the WIDE
Internet) dataset. MAWI dataset is real internet traffic provided by
the MAWI Working Group Traffic repository. In this dataset, the
traffic is captured from many trans-pacific links (i.e., sample
point-A, sample point-C, sample point-D, and sample point-F)

Fig. 5. CRPS-ES results when SYN flooding attacks occurred in (a) W5D1 SYN messages and (b) W5D2 SYN messages.

Fig. 6. CRPS-ES results when abnormal ICMP Echo Reply messages occurred on (a) W4d1, (b) W4d3, (c) W4d5 and (d) W5d1.

Table 2
Performance of CRPS-ES method when using in DARPA99.

Attack TPR (%) FPR (%) FNR (%) AUC (%)

TCP SYN flood Attack 1 100 0.18 0 99.91
Attack 2 97.56 0.15 2 98.70

UDP flood Attack 1 91.67 0.09 8.4 95.79

ICMP Smurf Attack 1 100 0.45 0 99.77
Attack 2 100 0.076 0 99.96
Attack 3 100 0.076 0 99.96
Attack 4 100 0.076 0 99.96
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between the Japanese WIDE network and the USA. The sample
point-F, which is the most used, provides a daily trace of 15 mn.
In this study, TCPDUMP trace of January, 1st, 2010; 14 h 00 mn
to 14 h 15 mn are used [41].

Fig. 7 illustrates the detection results of CRPS-ES in the presence
of UDP flood attacks. The inspected traffic contains two attacks at
instances 41 and 70. While the detection threshold hes = 0.021,
these two attacks are accurately detected and their corresponding
CRPS measurements are 0.037 and 0.044, respectively. In their
labeling, the authors claimed also the presence of some suspicious
behaviors, which are revealed at instances 26, 54 and 67. Such
behaviors resulted from the high activity of some users in instance
26, 26% of the total UDP traffic, which is related to the user
163.234.102.228. Effectively, the detection scheme returns these
instances little more than the normal traffic has.

Fig. 8 presents the detection results of the CRPS-ES mechanism
when applied to the Echo Request messages in the presence of Ping
flood attacks. Three attacks are detected at instances 32, 39 and 48.
These attacks correspond to the ICMP network scan, where most of
the Echo Request messages are related to three addresses IP in
163.234.176.x and two address IP in 208.108.253.x, representing
from 69.5% in instance 32 to 81.7% in instance 55. Here,
hes = 0.009 and CRPS-ES measurements during the three attacks
were 0.011, 0.13 and 0.01 respectively. Therefore, a very small
detection threshold has been established. Here, for the tow studied
scenarios, UDP flood, and Ping flood, the detection thresholds were
hes = 0.021 and hes = 0.009, respectively. That is means; CRPS-ES

can correctly detect low rate attacks while considering such
attacks.

3.4. Detection results using ICMPv6 dataset

Here, the performance of CRPS-ES to reveal the ICMPv6-based
DOS attacks is investigated. The dataset consists of a collection of
ICMPv6 traffics that are generated under the GNS3 emulator [42].
Here, we consider three types of ICMPv6-based DOS attacks which
are neighbor advertisement, neighbor solicitation, and router
advertisement flooding attacks. Their details are recapitulated in
Table 3. We studied 10mn of anomalous traffic, while the attack-
free traffic is about 48 h. In this case, the number of each type of
these messages is controlled to deal with the corresponding attack.
As expected, high values of CRPS that exceed the detection thresh-
old are obtained according to the presence of attacks. Fig. 9(a–c)
displays the results of the CRPS-ES mechanism in the presence of
ICMPv6-based DOS attacks namely neighbor advertisement, neigh-
bor solicitation, and router advertisement, respectively. As illus-
trated, in this scenario, CRPS-ES statistics reach high values when
different types of attacks happened. In that order, the correspond-
ing (CRPS-ESstatistic, hes) were (8, 0.02), (6, 0.018) and (9, 0.019).
Indeed, attacks in this dataset are characterized by a large inten-
sity, which makes them easy to detect by the proposed scheme.
Nevertheless, CRPS-ES presented high sensitivity (i.e. very small
hes) and is adapted to deal with low rate attacks in this challenging
environment.

Table 5 summarizes the detection performance of the CRPS-ES
mechanism when applied to ICMPv6 datasets. Results testify that
the proposed approach has a promising performance in detecting
attacks in network traffic datasets.

Table 6 compares the performance of CRPS-ES mechanism with
some state-of-the-art approaches namely Anomaly Intrusion
Detection (AID) [43], Back Propagation Neural Network (BPN)
[43], and Support Vector Machine (SVM) [44] when applied to
DARPA 99 datasets. Results show that the considered TCP SYN
flood attacks were appropriately detected using the CRPS-ES mech-
anism (i.e., true positive rate (TPR) = 100% and false positive rate
(FPR) = 0.18%). Results in Table 4 indicate that the proposed
approach outperforms these state-of-the-art methodologies.

4. Conclusion

The objective aim of this paper is designing an efficient scheme
to suitably detect DOS and DDOS attacks. This integrated scheme
combines the sensitivity of the exponential smoothing procedure
and the good capacity of CRPS in separating normal and from
abnormal features. Furthermore, a nonparametric threshold of

Fig. 7. CRPS-ES results when UDP flood attacks happened.

Fig. 8. CRPS-ES results when Ping flood attacks happened.

Table 3
reports the performance assessment of the CRPS-ES in terms of TPR, FPR, accuracy, and AUC according to the anomalous flows included in the MAWI dataset. Table 3: Performance
of CRPS-ES method when using in Mawi dataset.

Attack TPR (%) FPR (%) Accuracy (%) AUC (%)

UDP flood Attacks 1–2 1 0.035 0.967 0.982

Ping flood Attacks 1 1 0 1 1
Attacks 2 0.769 0.128 0.857 0.821

Table 4
ICMPv6-based dos attacks characteristics.

Attack Time of appearance Duration

Router advertisement imnlOs 3 s
Neighbor solicitation Os is
Neighbor advertisement 1 mn2Os 4 s
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the CRPS-ES statistic is computed via kernel density estimation
method. This provides more flexibility to the CRPS-ES detector by
relaxing assumptions about the distribution underlying the data.
The effectiveness of the CRPS-ES is evaluated using the DARPA99,
MAWI and ICMPv6 traffic network datasets. The results indicate
that the integrated CRPS-ES showed good performance in compar-
ison to other commonly used algorithms.

Despite the suitable results achieved by using the CRPS-ES
approach for anomaly detection purpose, the work carried out in
this paper raises a number of questions and provides some direc-
tions for future works. In particular, the following points merit
consideration from researchers.

� The proposed CRPS-ES anomaly detection approach is for one
scale (time scale) may not be suited for detecting abnormal
events at several scales. However, most data form network sys-

tems generally contain relevant features and noise that have
contributions in time and frequency. Therefore, as future work,
we plan to develop a multiscale CRPS-ES approach that can offer
improved detection capacity of this technique.

� Furthermore, to further improve cyber-attacks detection, in
future works, it is planned to consider other parameters, such
as IP source address, acknowledgment (ACK), reset (RST), fin-
ished (FIN) TCP segments, and ports, since DOS and DDOS
attacks affect significantly these parameters [45]. It is intended
to design a detection mechanism based onmultivariate CRPS for
enhanced detection performance.
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Fig. 9. CRPS-ES results when (a) neighbor advertisement flood, (b) neighbor solicitation flood attack and (c) router advertisement flood attack happened.

Table 5
Performance of CRPS-ES method when using in ICMPv6.

Attack TPR (%) FPR (%) FNR (%) AUC (%)

Neighbor advertisement 100 0 0 100
Neighbor solicitation 100 3.27 0 98.40
Router advertisement 100 0 0 100

Table 6
Performance of different methods: SYN flooding attacks in DARPA99.

Approach TPR (%) FPR (%)

CRPS-ES 100 0.18
AID 40 � 40 [43] 96.8 2.85
AID 30 � 30 [43] 96.3 3.15
BPN [44] 99.3 0.7
SVM [44] 99.2 0.84
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