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ABSTRACT

Complex photonic materials for cryptography, holograms and memories

Valerio Mazzone

Most of the times, in a nano-fabrication facility, the efforts of a researcher are

devoted to optimising the fabrication process in order to avoid defects and obtain

the best result in terms of precision and quality of the fabricated device. However,

it is inevitable that during the sample fabrication, a variable intrinsic amount of

disorder is introduced. This feature can be exploited to develop novel applications

spanning different areas of optics. A perfect unclonable cryptographic system based

on new integrated optical fingerprints chip is presented and a proof of concept is

provided. The role of disorder at the nanoscale is further studied in the fabrication

processes such as electron beam lithography and dry-etching. In this scenario, the

randomness is the starting point to develop new technologies for structural coloration

and holograms.
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Introduction

Most of the times, in a nano-fabrication facility, the efforts of a researcher are de-

voted to optimising the fabrication process in order to avoid defects and obtain the

best result in terms of precision and quality of their device. However, it is inevitable

that during the sample fabrication a variable intrinsic amount of disorder is intro-

duced. For example, a simple process as the polishing can introduce roughness on

a substrate. The influence of these technological imperfections is detrimental to the

correct functionality of our device, thus the consequent performance reduction is of-

ten identified as scattering losses. In today’s photonics, devices are made of arrays of

ordered structures fabricated on a sub-wavelength range. Possibly, one of the most

studied are photonic crystals, among others such as plasmonic devices and meta-

materials. Recently the subject of the fabrication-induced disorder has raised the

attention of scientists, who often dedicated their effort to understand theoretically

the consequences of alterations in the design and material structure of a projected

device. Taking a different point of view, a new trend in photonic is represented by ad-

dressing these imperfections in order to develop new functionalities. However, a step

further is possible and it consists of developing new technologies based on geometrical

disordered or wave disorder, directly exploiting the behavior of random media. For

example, modern cryptography relies on the concept of a One-way function (OWF)

which are easy to calculate but difficult to invert. The work of Pappu et all [1], have

proven that the propagation of light through random media can be used to map a

cryptographic key. As we will show, this feature can be exploited to develop a perfect

unclonable cryptographic system based on a new integrated optical fingerprints chip.

In this work, we exploit the intrinsic random walk followed by a photon in a complex
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optical system. However as previously pointed out, the randomness is not due to

fabrication errors but is designed on purpose and it resembles a nanoscale represen-

tation of a human fingerprint. Borrowing the same idea, in the following chapters,

we will illustrate new ways to exploit the peculiar properties of a complex photonic

media, in order to develop new technologies, ranging from cryptography to structural

coloration. This thesis is organized as follow. In Chapter 1, we introduce a new

cryptographic system, based on new integrated optical fingerprints chips, which are

fully compatible with the standard telecommunication infrastructure and, at such,

can protect users separated by arbitrary long distances. In Chapter 2 we investigate

the coupling properties of long nanochains of nanoparticles, supporting a special ra-

diationless state called Anapoles. the possibility of transferring anapole states among

nanoparticles has important implications in the field of integrated photonics devices

based on silicon. By considering three illustrative configurations, we demonstrate

how the anapole state can be used as a building-block for integrated waveguides and

nano-circutery. In Chapter 3 a new full metal-free strategy to realize structural colors

able to realize the full CYMK spectrum exploiting random structures is investigated.

In Chapter 4 I present a new method to fabricate large scale binary amplitude holo-

gram with an inexpensive material such as Silicon. This technology leverages on the

optical properties of a special type of nano-structures Silicon, known as Black Silicon,

which enable the possibility for the same hologram to work with a wide range of

wavelengths.
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Chapter 1

Perfect unbreakable cryptography via secure distribution of

physical unclonable keys

1.1 Introduction

Protecting confidential data is a major challenge in the internet era. Standard crypto-

graphic techniques are fast and scalable, but they are broken by quantum algorithms.

Quantum cryptography is unclonable and more robust, but requires quantum in-

stallations that are more expensive, slower, and less scalable than classical optical

networks. Here we demonstrate a perfect secrecy cryptography in classical optical

channels. The proposed system provides a physical implementation to the Vernam

cipher by exploiting correlated chaotic wavepackets, which are mixed in inexpensive

and CMOS compatible silicon chips that are irreversibly modified in time after and

before every communication. Each chip contains a biometric fingerprint of the user,

and it is different for each user. The chips have the capacity to generate 0.1 Tbit

of different keys for every communication and for every mm of length of the input

channel. The keys generated with this protocol require the transmission of an amount

of data that is 105 times smaller than the length of the message, and are generated

at the distal end of each user without never being visible on the communication line.

We theoretically and experimentally demonstrate that when the chips are changed,

none of the keys can be recreated again, not even by the users. We discuss the

security of this protocol in the case of an ideal attacker, who possess an unlimited

technological power, who controls the communication channel, and who accesses the
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system before or after the communication copying any of its part including the chips.

The second law of thermodynamics and the exponential sensitivity of chaos uncon-

ditionally protect this scheme against any attack. Theory and measurements with

classical telecommunication fibers show that the attacker always lies in a maximal

entropy scenario, with average uncertainty per bit higher than 0.99 bit and with no

information on the key being distributed to the users. (US Patent USPTO16132017).

All the figures cited through the text can be found at the end of the chapter.

1.2 Cryptography

With an information society that transfers an increasingly large amount of personal

data over public channels, information security is an emerging worldwide challenge

[2, 3]. Conventional cryptographic schemes based on data encryption standard (DES),

advanced encryption standard (AES) and Rivest, Shamir and Adleman (RSA), en-

code messages with public and private keys of short length. The main advantage

of these algorithms is speed, the main disadvantage is their security, which relies on

computational and provable security arguments and not on unconditional proofs. A

major threat lies in the development of quantum computers, which are predicted to

crack any of these ciphers in a short time [4].

A perfect secrecy cryptography, known as a one-time pad (OTP) was invented at

the time of the telegraph and then patented by Vernam [5, 6, 7]. The Vernam ci-

pher encodes the message via a bitwise XOR operation with a random key that is as

long as the text to be transmitted, and newly generated for every message. Shannon

demonstrated that this scheme is unbreakable to any ciphertext attack, and does not

offer any information to an attacker except the maximum length of the message [7].

Almost a century later, the Vernam cipher is still not implemented in practice. A

main issue is the lack of a fast, scalable and unconditionally secure technology for

distributing OTP among users.



11

Since the 80s, research efforts have been dedicated towards solving this problem with

point-to-point quantum key distribution (QKD) algorithms, which leverage on the

unclonability of single photons [8]. While the progress of QKD in the last decades

has been enormous [9, 10, 11, 12, 13], there are still critical challenges stifled from

the limits of quantum communications [14, 15, 16, 17, 18, 19, 20]. Due to the impos-

sibility of amplifying single photons [21], quantum networks are currently unable to

scale up globally; their development is significant slower than classical optical com-

munications, which already count with hundreds of high-bandwidth intercontinental

lines, communication speed close to the light limit and massive investments for the

next years [22, 23, 24, 25].

Here we develop a physical realization of the Vernam cipher that is compatible with

the existing optical communication infrastructure and offers unconditionally security

in the key distribution.

1.2.1 Vernam cipher on classical channels: theory

It is well known that chaos generates time varying signals that are mathematically

unpredictable over long times [26, 27]. This originates from the sensitivity to different

input conditions: two nearby input states x(t = 0) and x′(0) = x(0) + ε, even in the

limit of ε → 0, always originate trajectories with exponentially diverging distance

∆(t) = |x(t) − x′(t)| ∼ eµt in time, with µ the largest Lyapunov coefficient of the

flow [26]. By leveraging on this property, we show that it is possible to create a

bidirectional communication channel in which the users mix independent time-varying

chaotic processes, securely exchanging random keys of arbitrary length.

In this system (Fig. 1.1a) the two users —Alice and Bob— possess two chips that

generate chaotic light states that are transmitted on a public classical optical channel.

Each light state, indicated as An for Alice and Bn′ for Bob, is a random superposition
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of optical waves [28] at different frequency:

An =
∑
m

anm cos (ωmt+ φnm) , Bn′ =
∑
m

bn′m cos (ωmt+ ψn′m) , (1.1)

with uncorrelated random amplitudes anm, bnm, and phases φnm, ψnm. These states

are generated from the chaotic scattering of an identical broadband pulse with dif-

ferent frequencies ω1, ...ωm, launched inside each chip with diverse input conditions n

and n′ (position, angle, polarization, time modulation,...) arbitrarily chosen by Alice

and Bob. The scattering system is composed by a large number of point scatterers.

We assume that the chips satisfy the following conditions:

1. The scattering process inside each chip is fully chaotic [29]: any launching

condition with light entering the scatterers follows a chaotic dynamics.

2. The chips of Alice and Bob chips are in thermodynamic equilibrium with the

environment, with no structural change appreciable for light propagation during

the communication of each state.

3. Any modification to the distribution of scatterers inside the chips leads to a

new chaotic system with exponentially diverging trajectories with respect to

the previous one.

4. The chips are structurally modified in time before and after each communication

by two physical irreversible processes (e.g., deformations, addition of scatter-

ers,...), chosen and applied independently by Alice and Bob, creating a new

chaotic scattering system in which all trajectories are exponentially different

from the previous one.

The use of static light scatterers in information security is introduced in [1] and offers

a secure technology in authentication problems, which aim at checking the identity

of users via unique scattering objects [30, 31, 32, 33, 34, 35, 36, 37]. These complex
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structures, known as physical unclonable functions, are almost impossible to dupli-

cate even when the fabrication details are known, as they rely on an exponentially

large number of degrees of freedom. A rigorous proof of such unclonability, however,

is not yet available. As we are here discussing the limit of perfect secrecy, we assume

that the adversary possesses the technology to clone these structures.

During each step of the communication Alice and Bob randomly choose an input

condition n and n′, respectively, send light in the system, and measure the output at

their end (Fig. 1.1b). After the measurement, Alice and Bob choose with random

probabilities to keep the launching condition or to change it. The process is then

repeated.

Due to the reciprocity [38] of the communication network that connects Alice and

Bob, if Eve does not perform an active manipulation of the signal, Alice and Bob

measure identical optical observables (intensity, power density spectra,...). When Al-

ice sends a chaotic wavepacket An to Bob, he measures an optical observable, e.g.

the intensity |An ⊕ Bn′|2 associated with the combined light state An ⊕ Bn′ . When

Alice measures the the output from her end in this configuration, she measures the

reciprocal state Bn′ ⊕ An with different phases but same amplitudes and identical

optical observable |An ⊕Bn′ |2 = |Bn′ ⊕ An|2.

At the conclusion of the chosen sequence, Alice and Bob record all cases of the ac-

quired data that did not change, and communicate this information over the public

line, allowing to extract an OTP key by the sequence of overlapping repeated se-

quences. The key is generated by converting the exchanged intensities or power den-

sity spectra into binary sequences with the adapted high boost (AHB) technique [39].

With this protocol, the amount of exchanged data required to generate an OTP key

for a message of length Lm is Lm

Nb
, being Nb the number of bits generated from each

transmitted combined state An ⊕ Bn′ . The exchanged key is then used at each user

side to encode and decode data via bitwise XOR, following the Vernam cipher (Fig.
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1.1c). In the following we provide a detailed theoretical analysis of the security of

this system.

Perfect secrecy of the cipher — Shannon demonstrated that the Vernam cipher has

the perfect secret property if: i) the key exchanged is as long as the message, ii) each

key is used once and uncorrelated to the new one. The scheme of Fig. 1.1a exchanges

keys of arbitrary length on a classical optical channel at full speed. It therefore offers

a viable implementation of the first requirement.

The covariance matrixKnn′ = 〈AnAn′〉 of the correlation among Alice chaotic wavepack-

ets, where the 〈...〉 denotes averaging over amplitudes and phases, is a delta function:

Knn′ =

〈∑
mm′

anman′m′

∫
dt cos (ωmt+ φnm) cos (ωmt+ φn′m′)

〉
= σ2

nδnn′ , (1.2)

with σ2
n = Knn. Equation (4.1) arises from the fact that amplitudes are uncorrelated,

with 〈anman′m′〉 = 0 for n 6= n′ and m 6= m′. The same condition holds at Bob side,

with Bnn′ = 〈BnBn′〉 = χ2
nδnn′ . This implies that both Alice and Bob states are

uncorrelated to each other, and keys generated from combined states An ⊕ Bn are

also uncorrelated. The protocol designed in Fig. 1.1 therefore satisfies the conditions

required by the Vernam cipher.

Kerckhoff Security of the key distribution — To evaluate the perfect secrecy of the

key distribution scheme, we now consider the ideal case when the system falls in the

hands of the adversary, who knows all the details of the enciphering/deciphering pro-

cess and has access to the ciphertext. The only unknowns are the key and the input

conditions (including the arbitrary chosen transformations) of the users.

As the system is classical, Eve can store all the signals launched by Alice and Bob

during the communication and then attempt a search on each user chip for the input

conditions that generated the states she measured. Once Eve knows the input condi-

tions, she can launch the same states and try to recreate the key.
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However, the second law of thermodynamics prevents this attack. Every time Alice

and Bob changes the chip with an irreversible physical process, they increase the total

entropy of the system and the environment, creating new chaotic structures exponen-

tially different from the ones used in the communication (points 3-4). If Eve accesses

the system, it is impossible to recreate the initial chips and performs any search, as

this requires to revert the transformation of Alice and Bob with an entropy decrease,

thus violating the second law.

Another possibility for Eve is to make an identical copy of the system in all its parts,

and attempt the search at the next communication. This task requires to generate

the same chaotic scatterers of Alice and Bob, by cloning their transformations prior

to the communication. As the chips are not isolated systems and are in equilibrium

with the environment (point 2), this task requires to replicate the surroundings of

Alice and Bob chips. This condition is essential for enabling the copied chips of Eve

to reach the same equilibrium state of the original chips of Alice and Bob. The second

principle of thermodynamics makes this not possible. Eve, in fact, does not know and

cannot replicate the exact time at which Alice and Bob perform their transformations.

If Eve does the transformation after Alice or Bob, the environment will be different,

as it existed at least one irreversible transformation in time (the one of Alice or Bob)

that increased its entropy, and vice-versa if Eve performs the transformation before

the users. It will be therefore impossible for Eve to clone the same transformation

of Alice and Bob. Due to points 3-4, Eve will generate new chaotic scatters that are

exponentially different from the ones that Alice or Bob are using and, at such, useless.

The only search possible is a brute force attack on the key. However, as the protocol

has the perfect secrecy, this attack does not produce any information [7]. This leaves

to the attacker the only possibility to extract the key from the information available

on the system.

In any possible attack, the data available to an attacker are the observables related
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to the chaotic wavepackets An and Bn′ flowing over the communication line. Eve can

measure these states and attempt to reconstruct the key of Alice and Bob from her

measurements. We demonstrate in the analysis below that the outcome is always a

key in which each bit has 50% probability of being correct and 50% probability of

being wrong, regardless the type of attack employed. This implies perfect secrecy [7]:

the a posteriori probabilities of Eve’s key representing the key of Alice and Bob is

identically the same as the a priori probability of guessing the key of Alice and Bob

before the interception.

In the optical communication scheme of Fig. 1.1a, the solely experimental observables

related to the chaotic state An and Bn′ are noninstantaneous quantities in frequency

or time, such as power density spectra or intensities, while instantaneous values of

amplitude and phase are not observable. This limitation also applies to interferomet-

ric detection and time gating [40, 41], which require periodic signals in time or precise

knowledge in advance of the pulse properties. To measure the instantaneous state

of a randomly generated chaotic wavepacket An or Bn′ that is never replicated and

whose shape is unknown, the only possibility is to accelerate electrons at relativistic

speed in order to follow the dynamics of photons, but this is impossible as it requires

an infinite amount of energy [42].

For attacks in time domain, we analyzed the limit in which Eve developed a tech-

nology to access instantaneous values of intensity, and considered a scenario inde-

pendent from the source and channel used, which are set to mathematical Dirac

delta δ(t) with constant spectrum. In this case, the intensity of the combined state

IAnBn′ (t) = |An ⊕Bn′ |2 = |An(t)⊗Bn′(t)|2, with ⊗ the convolution operator.

During each step of the communication, Eve can measure and store the intensities

|An(t)|2 and |Bn′(t)|2 of transmitted states, and then attempt the reconstruction of

the mixed state |An ⊗ Bn′ |2 by combining the states at disposal via |An|2 ⊕ |Bn′|2,

with ⊕ a chosen operator. We here considered all the possible cases of ⊕ = +, ·,⊗



17

(sum, product, convolution).

The outcome of this attack is quantified by the average Shannon information entropy

contained in each bit measured by Eve, and calculated from the average Shannon

information entropy H = −d log2 d− (1− d) log2(1− d) per bit, with d the difference

in bits between the key of one user (Alice) and the key reconstructed by Eve. The

Shannon entropy H quantifies the uncertainty of Eve for every bit measured. When

d = 0 (Eve measures the same of Alice) or d = 1 (Eve measures the opposite of Alice)

the information entropy of Eve is zero, because Eve predicts the key exchanged by

Alice and Bob with no uncertainty. In the other cases H is a positive function with

maximum of H = 1. In this condition Eve has on average 1 bit of uncertainty for

every bit measured and the system is unconditionally secure.

Figure 1.2 shows the average uncertainty of Eve when Alice and Bob mix random

wavepackets described by Eq. (1.1) and containing an increasing number of different

frequencies ω1, ..., ωM . Computational details are furnished in Supplementary Sec. I.

A chaotic wave, arising from chaotic scattering, obeys a universal gaussian statistics

for the intensity [29, 28] P (I) = αe−αI (I = A2
n for Alice and I = B2

n′ for Bob),

and is attained at sufficiently large M where the states An and Bn′ are completely

randomized. At lower M, the wavepackets An and Bn′ are aperiodic superpositions

of waves with no general behavior.

In the limit of small M, the statistics of the wavepackets are case by case different, and

Eve’s uncertainty oscillates in a rather large interval indicating situations in which

on average the attacker can infer the key by combining her measures via ⊗. Using

different operators, as intuitively expected, yields no information. When the number

M of frequencies increases and the states An and Bn′ become chaotic waves, each

realization shows the same universal features and the variance of the uncertainty col-

lapse. In this limit, the uncertainty of Eve becomes unitary (H ≥ 0.998± 0.01): the

information accessible from the data transmitted is not sufficient to reconstruct the
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complex chaotic state being formed at Alice and Bob side and the system is uncon-

ditionally secure.

Attacks in the spectral domain produce the same outcome due to theoretical limits

of uncertainty, and are discussed in detail in the experimental section. Active attacks

(see Supplementary Sec. II) introduce deterministic errors in the communication se-

quence between Alice and Bob with no information for Eve. These errors are small

and scale as 1/N , with N � 1 the number of chaotic states available in the chips of

Alice and Bob. These errors can also be eliminated by using the many techniques

available of information reconciliation and privacy amplification [43, 44, 45, 46], which

can be integrated in this system due to the public nature of the communication chan-

nel.

1.2.2 Physical implementation

We begin by discussing the design and realization of the chips, demonstrating points

1-4 required by the communication protocol.

Integrated biometric silicon chips We developed chaotic chips from human fin-

gerprints, which are highly complex and already implemented in electronic documents

nearly worldwide. After biometric scanning (Fig. 1.3a-b), the digital image of a user

fingerprint it is transformed into an chaotic fingerprint microresonator composed by

a series of point scatterers made by reflective nanodisks of constant radius r (Fig.

1.3c). The microresonator acts as a chaotic optical billiard for the dynamics of light

rays [47, 48, 49, 50, 51, 52]. In Figures 1.3c-e we optimized the chaotic properties of

the resonator against requirements 1,3 from the cryptographic communication proto-

col (calculation details are furnished in Supplementary Sec III).

The fingerprint resonator is characterized by a large number of disjoint convex bodies,
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which are randomly displaced in space, representing a finite version of the Lorentz

gas billiard. This family of billiards possess a strongly chaotic behavior, arising from

hyperbolic motion of exponentially dispersing wavefronts [47]. Figure 1.3c shows the

propagation of light rays of two input conditions (x0,n) (solid red line) and (x0 +ε,n)

(solid green line) having the same initial orientation n and spatially displaced by the

smallest number ε representable at the computer. After only few collisions and de-

spite the infinitesimal displacement, the dynamics diverges exponentially into two

completely different trajectories.

Figure 1.3d provides a quantitative analysis of the chaos of the microresonator by

calculating the average Lyapunov exponent 〈µ〉, which quantifies the average expo-

nential grow of different input conditions, and the volume of phase space of input

conditions filled by chaotic dynamics as a function of the scatterers radius r (see

Supplementary Sec. III for computation details). The designed fingerprint resonator

with ns = 322 scatterers possesses a phase space that is fully chaotic (as requested

at point 1) for r ≥ 0.008L, being L the resonator width along y. In this regime the

fingerprint structure is strongly chaotic with an average Lyapunov exponent in the

range h ∈ [0.21, 0.35]. This implies that any couples of input conditions undergo

exponential separation after n scattering collisions with an average rate ∼ e〈µ〉n, pro-

viding uncorrelated trajectories very quickly as illustrated in Fig. 1.3c.

Figure 1.3e analyzes the behavior of the fingerprint structure against the requirement

at points 3-4 of the cryptographic algorithm. The plot shows the dynamics of three

identical input conditions (solid blue, red, and green lines) launched in three different

fingerprint resonators realized by randomly shifting the positions of each scatterer si

by the smallest floating point number ε = 2.2 · 10−16 representable at the computer.

The analysis shows that an infinitesimal transformation to the fingerprint scatterers,

originates a chaotic structure with exponentially diverging trajectories with respect

to the old one. This is a general result, demonstrated in Supplementary Sec. IV,
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along with other possible transformations that can satisfy requirements 3-4.

Figures 1.4a shows the typical dynamics of light in a fully chaotic fingerprint resonator

with L = 7µm and r = 0.012L, calculated from Finite-Difference Time-Domain

(FDTD) simulations for a structure of air holes on a Silicon substrate excited by a

TE polarized, 150 fs long pulse centered at λ = 1550 nm. The chaotic scattering of

light with the structure completely randomizes the wavefront, generating electromag-

netic chaotic wavepackets with universal gaussian energy statistics, as calculated in

Fig. 1.4b.

Figures 1.4c-d analyzes in details the correlations among different chaotic states that

can be generated from transmitted power density spectra (PDS) from the resonator.

Electromagnetic spectra are advantageous over intensity signals, as the former favor

simpler and less expensive experimental realizations. We calculated transmitted elec-

tromagnetic spectra for both TE and TM polarized point sources of 150 fs duration,

centered at the wavelength λ = 1550 nm, and launched at x = y = 0 with displace-

ments y1, y2, ... along y within 1 µm range with 20 nm resolution. For each input posi-

tion, we computed the transmitted energy spectrum from the chip and transformed it

into a binary sequence by the AHB technique with the the same parameters described

in Supplementary Sec. I. We then computed the entropy correlation matrix H, with

elements Hij = −dij log2 dij − (1 − dij) log2(1 − dij) being the Shannon information

entropy of the hamming distance dij among the bit sequences i and j arising from

PDS obtained by input shifts yi and yj.

The entropy correlation matrix for the fully chaotic fingerprint resonator is strongly

diagonal (Fig. 1.4c), showing that the generated bit sequences are uncorrelated. Fig-

ure 1.4d provides a quantitative analysis of the correlation length by calculating the

average correlation entropy within a displacement of 300 nm. It shows that a dis-

placement beyond 200 nm provides uncorrelated sequences. In the communication

system of Fig. 1.1, by using simple displacement and two polarizations (not including
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combinations), we can generate (1000/0.2 · 2)2 = 108 different spectra for every mm

of chip length L. If we measure each spectrum with a commercially available line

detector of 1024 pixel and convert each pixel in N bits, we can theoretically generate

0.1 · N Tb of different keys for every mm of chip unit length L, and for every com-

munication.

In the following experimental demonstration, fingerprint chips are fabricated by e-

beam lithography, patterning the fingerprint resonator structure onto a silicon sub-

strate developed with a silicon on insulator (SOI) platform that is CMOS compatible,

industry ready and operating in the standard telecommunication C+L band [40]. Fig-

ure 1.5a shows a scanning electron microscope (SEM) of a typical fingerprint chip.

The whole structure is L = 40 µm wide and 100 µm long.

Figure 1.5b-c show an example of a simple irreversible process that can be applied

to the chip. It consists in first depositing on top of the sample a drop of water not

purified, which naturally contains colloidal occlusions that act as additional scatterers

(b). As experimentally proved in [53], the distribution of scatterers in these fluids

structures are not repeatable. When the chip dries out naturally, we obtain another

distribution of impurities on the chip surface (Fig. 1.5c).

To characterize the chips in (a-c), we launched light signals of 100 nm bandwidth,

centered around the communication wavelength 1550 nm, by end fire coupling with

a 60x aspheric lens, mounted on a XYZ translational stage with repeatable spatial

shifts of 0.5 µm.

Figure 1.5d shows transmission optical spectra recorded at different input positions,

indicated on the right, and the corresponding generated bit sequences, each of 1024

bits, for the original chip (a). Figure 1.5e shows the entropy correlation among 40

different input positions shifted by 1 µm each. In agreement with our theoretical

predictions on Fig. 1.4c-d, the generated bit sequences are completely uncorrelated

with each other. Figure 1.5f verifies the optical reciprocal behavior of the chip against



22

requirement 2 of the cryptography scheme of Fig. 1.1. The figure shows the correla-

tion among bit sequences created by launching signal from the input and collecting

transmission spectra at the output, versus the bit sequences measured by launching

signals from the output and collecting spectra at the input. The chips are stable

with perfectly correlated bit sequences generated in direct and reciprocal launching

conditions (Fig. 1.5f diagonal). The sequences are completely uncorrelated to each

other (Fig. 1.5f yellow area).

Figure 1.5g analyzes the entropy correlation between the bit sequences created from

the same positions in the chips at (a) and (b), before and after the transformation,

respectively, while Fig. 1.5h shows the correlations among sequences generated from

chips at (a), (b) and (c). The sequences are completely uncorrelated with each other,

with an average correlation entropy per bit of 〈H〉 = 0.998 ± 0.001 bit, experimen-

tally demonstrating that the irreversible transformation (a,b,c) generated completely

different chip responses.

If we employ the chip structure (b) for the communication, an attacker will never be

able to recreate any of the generated states once the chip is irreversibly modified in

(c) after the communication. This process can be iterated at will and also integrated

with other possible irreversible transformations including heat and sample deforma-

tions. Figures (1.5)g-h experimentally prove that these chips satisfy the requirements

at points 3-4 of the communication protocol.

1.2.3 Cryptographic transmission and security against spec-

tral attacks

We used the setup of Fig. 1.6a, realized with inexpensive and off the shelf classical

optical components. We employed a standard single mode telecommunication fiber

SMF-28 that connects two fully chaotic chips with L = 40 µm and different user

fingerprints. We chose different input coupling conditions by mounting the chips on
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XYZ translation stages with 1 µm spatial shifts. As in the previous experiments, we

employed light pulses with 100 nm bandwidth and measured power density spectra

with 0.1 nm resolution. We then selected random input conditions, collected the

spectra and generated the key at each user side. We assume an ideal attacker who

is in control of the communication channel and has an an unlimited technological

power.

Figure 1.6b shows a typical communication with the list of input positions selected by

each users. Figures 1.6c-d analyzes the transmission for one set of input conditions

showing: (b) the power density spectra sent by Alice and Bob and (c) the spectra

measured at the distal end by the users. The power density spectrum of the combined

state PDSB22A30 measured by Alice is perfectly correlated to the spectrum PDSA30B22

measured by Bob. The solid blue line in Fig. 1.6e quantifies the exact difference

between the data measured by Alice and Bob. This is calculated in absolute value,

by directly extracting the PDS amplitude as read by the spectrum analyzer. The

spectral difference lies between 10−4 and 10−1.

The solid orange line in Fig. 1.6e shows the difference between the spectrum measured

at Bob side and the one reconstructed by Eve with a spectral attack. In this case

Eve measures the spectra PB22 and PA30 transmitted on the communication line with

identical copies of Alice and Bob spectrum analyzers, and attempt a reconstruction of

the combined state measured at the distal end via PB22PA30/PS, with PS the spectrum

of the source. As demonstrated in Supplementary Sec. V, the chaotic nature of the

wavepackets An and Bn′ make theoretically impossible to reach the correlation values

that Alice and Bob measure in their combined spectra, even in the case of an attacker

with an infinitely powerful technology and in the Kerckhoff limit. The theoretical limit

of the closest representation PEve of the spectra of the combined states measured by
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one user PAlice/Bob is:

PEve(ω) =
1

|α|2
(
PAlice/Bob +

√
3 ·∆

)
, (1.3)

with |α(ω)|2 ≤ 1 an unknown coupling coefficient (systematic uncertainty) and ∆ the

statistical fluctuation of the source PS spectrum. Figure 1.6e quantifies Eq. (1.3) by

measuring PS (Supplementary Fig. 3) with the same spectrometer of Alice and Bob

and collecting PB22 and PA30 by connecting the SMF-28 fiber directly into the user

spectrometer of each user, without using any component that is not present in the

communication setup and that might introduce additional uncertainty. Even in this

ideal measurement scenario, there are significant differences between Bob and Eve

spectra.

We discuss below the security of the system in the theoretical limit at the worst

case for the users, in which |α(ω)|2 = 1 for each frequency considered. This limit

is almost impossible to achieve: it implies a technology that can measure a state

without perturbing it, and this would at least violate quantum mechanics. However,

we demonstrate below that even in this case the system is unconditionally secure.

We considered different communication scenario, in which we assume different aver-

aged standard deviation σAB between the power density spectra measured by Alice

and Bob, and developed an optimized AHB transform inspired by concepts from ran-

dom bit generation [54] and machine learning [55]. A limitation of the standard AHB

transform is to extract one bit per point measured, while commercial available line

detectors furnish at least 16 bits for each spectral point. If we maximize the use

of this information in the generated key, we can highly reduce the communication

workload between Alice and Bob. Supplementary Sec. VI describes in details the

AHB optimization procedure, which is performed one time when the communication

system is built.
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The developed AHB transform is trained by a statistical population of chaotic spec-

tra to provide an optimal number of extracted bits per spectral point measured, a

maximal uncertainty to the adversary, and a minimum bit error rate (BER) among

the users. We considered σAB ≤ 8%, which provides BER≤ 8% that is lower than

the maximum tolerable limit of 11% set for QKD [8].

Supplementary Fig. 5 shows the results. Independently from the communications

scenario considered, when the bit error rate (BER) between Alice and Bob reaches

σAB we can extract Nb > 10 bits per spectral point measured, maintaining a unitary

uncertainty to the attacker (uncertainty per bit higher than 0.99 bit). This implies

that in the theoretical limit at the worst case for the users an attacker cannot do bet-

ter than to guess the key of the users by best guessing it without having intercepted

the communication.

Figures 1.6f-h visualizes these results in encryption and decryption experiments. Al-

ice encodes the data being sent out (f) with a key generated from the sequence of

repeated spectra with the AHB transform optimized for σAB = 7%, which is the

average standard deviation generated in the system of Fig. 1.6a. The encoding pro-

cedures follows the Vernam cipher with a bitwise XOR between the image and the

key.

The ciphertext generated is then transmitted to Bob end, who decodes it with his

own generated key (Fig. 1.6g). To decrypts the image, Bob performs a bitwise XOR

between the ciphertext and his own generated key from the combined spectra mea-

sured at his end. The image decoded by Bob is correctly retrieved from the original.

The images decoded by Eve with the key reconstructed by a spectral attack in the

theoretical limit, conversely, is just white noise with no information on the message.

With this elementary setup and with the designed chips of L = 40 µm we can ex-

tract 402 · Nb · 1024 = 2 · Nb Mbit of different keys at each transmission, requiring

to exchange Lm

Nb·1024
spectra for distributing an OTP for a message of length Lm. For
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Nb ≥ 10, this is at least 10240 smaller than the length of the message.

In Supplementary Figure 6 we report the results of the NIST statistical test suite

applied to the keys generated with the system of Fig. 1.6. We considered a statis-

tical population of 1000 random bit sequences of 1000 bits each, and show that the

key generated with the optimized AHB transform passed all the tests, validating the

scheme against the NIST standards for real world cryptographic applications.

1.3 Conclusions

We have designed, analyzed and experimentally demonstrated a protocol for a perfect

secrecy cryptography that uses CMOS compatible fingerprints silicon chips. The main

points of such cryptographic system are:

• The system provides a physical implementation to the Vernam cipher by using

a public classical optical communication network.

• The security of the system is evaluated in the Kerckhoff limit, in which the

attacker controls the communication channel, accesses the system before of

after the communication and has the technology to exactly copy any of its part.

The second law of thermodynamics and the exponential sensitivity of chaos

prevents the attacker from getting any information on the key being exchanged

by the users, regardless of the attacker technological power. Theory confirmed

by experiments show that the outcome of any attack is a binary sequence at

maximal entropy with the key exchanged by the users.

• The protocol is fully compatible with many techniques of privacy amplification

and information reconciliation that have been developed for quantum cryptog-

raphy schemes.

• Beyond the initial communication required for authenticating the users, the sys-

tem does not require electronic databases, private keys, private or confidential
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communications.

Combined with the technological maturity, speed and scalability of classic optical

communications, these results open to the elaboration of perfect secrecy cryptography

at the global scale with contained costs.
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does not actively interfere on the channel with additional states Ex. (c) Encryption
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Figure 1.5: Experiments on single fingerprint chips. (a) Scanning Electron
Microscope (SEM) image of a fabricated sample. (b) Transmission spectra and gen-
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Chapter 2

Near-field coupling and mode competition in multiple

anapole systems

2.1 Introduction

Dielectric nanostructures at optical frequencies are characterized by an extremely

complex landscape of interacting resonant states. By finely tuning the material and

geometrical properties of the nanostructures, it is possible to engineer advanced func-

tionalities and applications such as, e.g., anti-reflection surfaces [56], and integrated

waveguides based on chains of nanoparticles [57]. One of the most fascinating mani-

festations of multi-mode interaction in dielectric nanoparticles is the formation of ra-

diationless states known as anapoles. These states have been recently demonstrated

in silicon nanoparticles [58]. Anapoles are characterized by a strong reduction of

the scattering from the nanoparticle at the anapole wavelength, which acquires the

character of a fully-cloaked structure [59, 60]. The mechanism underlying the forma-

tion of anapole states is the superposition of internal multi-mode components of the

nanoparticle, which cancel each other in the far-field and which produce a radiation

pattern confined to the near-field. As a result, anapole states are not the result of

any resonant process, such as in the case of dark resonances, but their origin lies

entirely in modal competition and superposition [61]. While the theoretical descrip-

tion of anapole states in single dielectric nanoparticles is well established, to date

the mutual coupling and interaction along a chain of anapole nanoparticles have not

been investigated. Arrays of nanoparticles have been subject of intense study, start-
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ing from the remarkable guiding properties demonstrated in plasmonic nanochains

[62]. To mitigate the effect of metal losses, researchers have focused on all-dielectric

solutions based on high refractive index nanoparticles [63]. As discussed in [64],

the guiding properties of nanoparticles arrays can be strongly enhanced by minimiz-

ing the electromagnetic scattering from each nanoparticle in the array. As a result,

anapole states could represent, in principle, a perfect candidate for efficient integrated

waveguides based on silicon nanoparticles. Due to their intrinsic non-resonant nature,

however, anapoles should not manifest mutual coupling (as it would be expected in

the case of standard resonant states). Therefore, it should not be possible to transfer

radiationless states among closely packed dielectric structures. As recently demon-

strated in two-dimensional cylinders, however, anapole states can be re-interpreted

as the result of Fano interference between two, or more, overlapping resonant states

in the proximity of the anapole wavelength [65]. If such analysis could be extended

to the three-dimensional case, it would be possible to describe and tailor the mutual

coupling of an ensemble of invisible nanostructures. In this work, we address this

problem by combining first-principle simulations and analytical theory, showing how

the anapole state can be effectively transferred among distinct nanoparticles. Our

results play a key role in the development of integrated optical circuitry based on

non-radiating states, such as, e.g., anapole-based wave-guides. Due to the near-field

confinement produced by the anapole excitation and the suppression of the scattered

field, wave-guides based on non-radiating states are extremely robust against physi-

cal bending and splitting, opening to the realization of high-density optical circuitry

entirely entirely based on silicon.
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2.2 Results

2.2.1 Ab-initio analysis of multiple anapole systems

We performed Finite-Differences Time-Domain (FDTD) analysis by considering an

ensemble of three-dimensional anapole nanoparticles, each composed by a silicon nan-

odisk of radius R = 150 nm and height h = 50 nm. Each nanodisk is aligned with

the z-axis, and it is illuminated by an Ex polarized plane wave propagating along

the cylinder axis. In order to characterize the mutual coupling of closely packed

anapole nanoparticles, we consider a system of two slightly displaced nanodisks (see

Fig. 4.1a). The relative displacement of the identical nanoparticles is described by

a centre-to-centre distance d and by a rotation angle α measured from the x-axis

(Fig. 4.1a-inset). The anapole wavelength λan is identified by analysing the scat-

tering cross-section Csca of the isolated structures, as reported in Fig. 4.1b (blue

line). In the proposed configuration the anapole state corresponds to λan = 568 nm

(green dashed line). Despite the strong reduction of the scattering cross-section, the

anapole state is associated to a strong enhancement of the electric field inside the

nanodisk. The field enhancement is measured by integrating the electric intensity

inside the resonator (Fig. 4.2b, dashed orange line), which exhibits a strong peak at

the anapole wavelength λan. The strong field enhancement associated to the anapole

state is a counter-intuitive feature of the non-radiating state, and it has been recently

exploited to amplify light-matter processes in semiconductor nanostructures [66, 67].

To characterize the mutual coupling between anapole states, we performed a set of

simulations for different rotation angles α and distances d, whose results are reported

in Figs. 4.1c-d. In our numerical experiments, we selectively excited one of the two

nanoparticles at the anapole wavelength λan and we measured the steady-state elec-

tric field intensity |E| in the second resonator. In terms of angular displacement α,

the anapole coupling is characterized by a symmetric dipolar profile (Fig. 4.1-c). The
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near-field coupling is maximum in the direction of the three-lobe profile of the anapole

state (α = 0, 2π), while it is negligible in the orthogonal direction (α = π/2, 3π/2).

In terms of the mutual distance d, conversely, the anapole coupling exhibits a more

complex profile, with a sharp 20% reduction in less than 150 nm total displacement

(Fig. 4.1-d). Interestingly, the spatial decay of the anapole coupling does not follow

a power law decay, as it would be expected from a near-field dipolar states. To verify

this, we compared the anapole coupling distribution from Fig. 1-c,d to the scattered

field of an isolated nanoparticle (see Supplementary Figure 1). Even in the case of an

isolated nanoparticle, the scattered field is mostly dipolar, as multipole-components

are negligible at the anapole wavelength [58]. The dipolar angular distribution, as-

sociated with a complex decay profile, can be considered as a first signature of a

complex modal interaction between closely packed anapole nanoparticles.

2.2.2 Fano-Feshbach analysis of the internal modes

The counter-intuitive coupling properties of anapole-anapole systems can be explained

by analysing the internal resonances of the system. The resonant properties of the

single nanostructures can be extracted from the integrated density of states (DOS)

ρ(λ), which can be directly computed from FDTD simulations [68]. The integrated

DOS is defined as:

ρ(λ) =

∫
dx ρ(x, λ) (2.1)

where ρ(x, λ) is the local DOS, which is a function of the spatial position inside the

resonator. In the FDTD framework, the local DOS corresponds to the spectral re-

sponse to a single pulse excitation and it can be defined separately for each component

of the electromagnetic fields. For a generic component Ej of the electric field, as an

example, the integrated DOS reads:

ρEj
(ω) =

∫
dx |F {Ej(x, t)}|2 , (2.2)
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where F [· · · ] stands for Fourier Transform and Ej(x, t) is the electric field along

the j-th direction (j = x, y, z). An analogue definition holds for the magnetic field

components Hj(x, t).

As can be easily verified by solving Maxwell’s equations in cylindrical coordinates

(r, φ), the response from the anapole resonator can be fully represented in terms of

the Ez and Hz field components [69]. In Fig. 4.2, we report the integrated DOS

for the (a) Hz and (b) Ez field components. The integrated DOS are computed

by considering a single pulse excitation centred at λ = 700 nm, and the spectral

responses are normalized to the source spectrum. Interestingly, the TE spectrum

exhibits a strong peak exactly at the anapole wavelength (red vertical line), while the

TM spectrum shows only a slight enhancement at the anapole frequency (Fig. 4.2b).

Figure 2.2: Local Density of States and interacting resonant modes. a-b.
Local density of state for the (a) Hz and (b) Ez field components, corresponding
to the TE and TM modes of the silicon nanostructure, respectively. The resonant
wavelengths (vertical dashed lines) in both configurations are computed by means of
Eqs. (2.4).

Further insights on the resonant properties of the anapole state can be obtained

by decomposing the electromagnetic fields into a set of orthogonal eigenmodes. By

definition, however, the silicon resonator represents an open cavity and the definition

of a set of orthogonal resonator modes is a challenging task [70, 71]. As recently

shown in [65], a possible way to circumvent such difficulties is the introduction of
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a Fano-Feshbach partitioning of the system [72]. In a nutshell, the Fano-Feshbach

partitioning consists in the mathematical splitting of the total system into two orthog-

onal eigenspaces, corresponding to the resonator and environment regions. Maxwell’s

equations are rewritten in the partitioned subspaces, providing a rigorous description

of light-matter interaction in open resonators. For a cylinder aligned along the z-axis,

the Fano-Feshbach internal resonances for the fields Hz and Ez correspond to the TE

and TM modes of a Perfect Electric Conductor (PEC) cavity [73]. They are expressed

as:


TEmpq = NmpqJm(

χ′mp
R

r) sin(
qπ

hn
) exp(imφ)

TMmpq = MmpqJm(
χmp
R

r) cos(
qπ

hn
) exp(imφ)

(2.3)

where Jm is a Bessel function of the first-kind of order m, Nmpq,Mmpq are normaliza-

tion constants and where χmp, χ
′
mp denote the p-th zero of the Bessel function Jm and

its derivative J ′m = ∂Jm/∂ρ, respectively. The resonance frequencies of the internal

modes are defined as:


ω2
mpq =

c2

n2

[( qπ
hn

)2

+

(
χ′mp
R

)]
TE modes,

ω2
mpq =

c2

n2

[( qπ
hn

)2

+
(χmp
R

)]
TM modes.

(2.4)

The choice of PEC boundary conditions for the internal modes is not fixed, as it is

only dictated by the mathematical partitioning scheme adopted. As thoroughly dis-

cussed in [65, 72, 74], they can be easily exchanged with Perfect-Magnetic-Conductor

(PMC) boundary conditions, which are usually employed to analyse high refractive

index nanoparticles [75, 76]. A preliminary analysis of the system in terms of Fano-

Feshbach internal resonances allows us to unveil some fundamental properties of the

anapole excitation. By solving Eqs. (2.4), we computed the Fano-Feshbach reso-

nant frequencies ωmpq of the system, which are reported as sets of dashed vertical
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lines on Fig. 4.2. Interestingly, the anapole state is generated in the proximity of

a few orthogonal resonances. Among all the available candidates, the characteristic

three-lobes mode profile of the anapole state can be obtained by superimposing two

TM modes (Fig. 4.3): a cylindrically symmetric TM020 and a quadrupolar TM210.

Remarkably, these modes constitute the three-dimensional version of the eigenmodes

composing the anapole state in two-dimensional cylinders (cfr. Fig. 3 of [65]).

Figure 2.3: Fano-Feshbach partitioning of the anapole state. The char-
acteristic mode-profile of the anapole state is originated by the superposition of a
cylindrically symmetric TM020 and a quadrupolar TM210.

2.3 Discussion and conclusions

By combining FDTD simulations and analytical theory, we have shown how anapole

states can be coupled and transferred among closely packed nanoparticles. This re-

sult, which recalls the coupling properties of standard resonant modes, is at first

counter-intuitive due to the non-resonant character of the anapole state. However,

as can be demonstrated by performing a Fano-Feshbach partitioning of the anapole

resonator, the three-dimensional state is characterized by the superposition of several

distinct resonances of the system, which collectively produce a scattering-suppression

state at the anapole wavelength and which mutually couple among the ensemble of

nanoparticles. The Fano-Feshbach analysis of three-dimensional anapole states, in-

cluding a detailed analysis of the scattered fields, goes beyond the scope of this work

and it will be subject of a future specialized work on the topic.
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The ability to control and transfer non-radiating states along optical circuitry, how-

ever, opens to intriguing possibilities in the development of advanced integrated

photonics platforms. As shown in Fig. 4.1, in fact, anapole nanoparticles can be

arranged in a compact nanochain with remarkable guiding properties. Due to the ef-

ficient near-field coupling between adjacent nanoparticles, the nanochain can support

guided modes which propagate without radiative losses at distances of several µm.

In these simulations, we selectively excited the first anapole state in the nanochain

(not shown in figure) and we characterized the propagation of energy along the chain.

Such excitation can be achieved experimentally, as single anapole nanoparticles can

be excited by means of a Near-field-Scanning-Optical-Microscopy (NSOM) setup [58].

As an appealing alternative, anapole-based waveguides could be combined with in-

tegrated nanolasers emitting at the anapole frequency [67]. As the anapole states

are tightly confined in the near-field, optical nano-circuitry based on non-radiating

modes is extremely robust to bending and splitting, as shown in Fig. 2.5. In standard

photonics applications, wave-guide deformation produces significant radiation losses,

in particular when considering 90 degrees bends and turns [77]. In the case of an

anapole nanochain, conversely, the near-field properties of the non-radiating state al-

low for efficient transmission of the guided mode across deformations and bends, such

as in the case of wave-guide splitting (Fig. 2.5a) or 90 degrees bending and re-routing

(Fig. 2.5b). These illustrative examples strongly suggest the possibility of integrating

anapole nanoparticles with state-of-the-art integrated photonics applications.

2.4 Materials and Methods

FDTD Simulations

We performed fully-dispersive, three-dimensional FDTD simulations using our home-

made simulator NANOCPP [78, 79, 80, 81, 82, 83]. In our simulations, the com-

putational domain was organized as follows: the z-aligned nanodisks were placed
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at the centre of a 2µm × 2µm × 1µm box, with Uniaxial-Perfectly-Matched-Layer

(UPML) boundary conditions emulating an open system [84]. The numerical resolu-

tion was set as ∆x = 2 nm, corresponding to 81 points per internal wavelength at

the anapole frequency λan. The system was illuminated by plane wave, implemented

accordingly to the Total-Field Scattered-Field (TFSF) formalism [85]. The scattering

cross-section (Fig. 4.1b) was computed by integrating the Poynting vector along a

three-dimensional surface surrounding the objects and entirely placed in the scattered-

field region of the TFSF. In order to characterize the anapole coupling among distinct

nanoparticles, we included one of the resonators in the total-field region of the TFSF,

while the other resonators were placed in the scattered-field region.
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Figure 2.1: Mutual coupling of non-radiating anapole states. a Near-field
coupling between two silicon nanodisks (n = 3.5) excited at the anapole wavelength
λan = 568 nm. (inset) The dielectric resonators are mutually displaced by a centre-
to-centre distance d and by an angle α. b Scattering cross-section Csca (blue line)
and internal electric energy (orange dotted line) as a function of the incident wave-
length λ. The anapole state (green-dashed line) is characterized by the simultaneous
suppression of the scattering cross-section and by a strong enhancement of the in-
ternal field intensity. c Coupled electric energy as a function of the rotation angle
α (d = 450 nm). The mutual coupling is maximum at α = 0, π and negligible at
α = π/2, 3π/2. d Coupled electric energy as a function of the mutual distance d. The
results correspond to the angular condition of maximum scattering α = 2π.



44

Figure 2.4: Anapole nanochain. Steady-state electromagnetic energy distribution
along a chain of anapole nanoparticles. The centre-to-centre distance is d = 400 nm.
The external excitation is restricted to the first anapole of the chain (not included in
the panel).

Figure 2.5: Robust sub-wavelength guiding via near-field transfer of
anapole states. a,b Due to the near-field confinement produced by the anapole
state, the anapole nanochain is robust against bending and splitting of the integrated
wave-guide. This opens to the realization of (a) integrated splitters and (b) 90 degrees
bends without introducing radiation losses.
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Chapter 3

Free-electron transparent metasurfaces with controllable

losses for broadband light manipulation with nanometer

resolution

Introduction

Metasurfaces are engineered structures for controlling light in different applications

including wavefront shaping [86, 87, 88, 89, 90], structural coloration [91, 92, 93, 94,

95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106], hyperbolic structures [107],

bio-imaging [108] and lensing [109, 110, 111, 112, 113]. Metastructures are typically

realized by engineering subwavelength patterns of different shapes in metal and/or di-

electric heterostructures. The smaller the size of the pattern, the better the resolution

and the controllability of the material response over a larger frequency bandwidth.

Plasmonics currently supports structures with the smallest footprint, but in highly

absorbing structures that are not transparent [114]. Creating transparent materials

providing similar —or better— performances is now at the center of huge research

efforts [115]. If these media could be made available, we could create platforms that

control broadband light from inexpensive transparent structures with dense optical

circuitry possessing nanoscale —or smaller— footprints.

In this article we explore a strategy that takes advantage from atomic interactions

between an intense free-electrons beam and transparent photosensitive materials. Tra-

ditionally, electron-beam technology is employed in the creation of binary patterns

that are used as a mask for the etching of substrates or for the deposition of metal/di-
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electric layers [116]. With this approach it is difficult to control the material response

below 50 nm, because of the necessary resolution to create the required geometrical

patterns. Our study shows that by carefully controlling the flux of free-electrons of

E = 50 keV energy, it is possible to access a sub-nanoscale regime of electrons-matter

interaction, in which the resonant atomic transition of a photosensitive material are

controllably changed, printing point-to-point a desired distribution of refractive index

and absorption coefficient in the entire visible range and from an inexpensive medium.

Experiments confirmed by theory demonstrate that both the real and imaginary part

of the refractive index are easily controlled in circuits with footprints equal to the

free-electron beam size, in this study limited to 20 nm.

We illustrated an application of this technology in structural coloration, a topic of

large contemporary interest for the many possible applications in smart fabrics, high

resolution ink-free color printing, anti-counterfeiting technologies and adaptive cam-

ouflage materials [91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106].

The state of the art with the highest resolution is represented by heterostructures

composed by polymers covered by aluminum or germanium [102] and by plasmonic

metasurfaces with gold-aluminum nanostructures of 50−140 nm size [100, 101]. These

structures achieve a maximum resolution of 127000 DPI, with a limited chromaticity

spectrum ranging from blue to yellow. Images with complete chromaticity have been

realized with Si/Si3N4/Si heterostructures, reporting a resolution of 40000 DPI on an

area of 300 µm x 200 µm size [117]. Our experiments demonstrate that free-electron

metastructures can generate the full chromaticity spectrum including cyan, magenta,

yellow, black (CMYK) colors with resolution up to 254000 DPI, printing large scale

images on 280 µm x 196 µm from a single transparent layer without the use of dyes,

pigments or metals.
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Results

Figure 3.1a-d illustrates the general process for the realization of an free-electron

metasurface. A thin film of photosensitive material is initially deposited on top of a

flat silicon reflector and then irradiated with free-electrons with different doses and

three dimensional patterns. In the area where the beam is strongly focused, the ma-

terial changes its molecular structure and becomes soluble by alcohol solutions (see

Methods), creating a 3D pattern of air holes as in conventional e-beam photolithog-

raphy (Fig. 3.1b). In the remaining volume, scattered electrons at lower intensity

provide a weaker atomic interaction that shifts the resonant transitions of the elec-

tronic structure of the material (Fig. 3.1c), resulting in an platform with two degrees

of freedom, irradiation patterns and free-electron doses, to controllably write on the

material a distribution of refractive index n(r, ω) and extinction coefficient k(r, ω)

(Fig. 3.1d).

The transparent material used in this study is Poly-Methyl-Methacrylate (PMMA),

which is a widely employed photoresists [118]. The free-electrons beam is generated

in a Crestec CABL-9520C [119], which is an advanced e-beam (EB) nanofabrication

facility (see Methods).

In the first experiment we characterize the response of free-electron metasurfaces cre-

ated with three dimensional patterns consisting of random distributions of nanodisks,

each of radius r and thickness d ranging from 50 nm to 300 nm, arranged in disor-

dered configurations over an area of 20 µm x 20 µm. Different patterns are generated

fixing the radius to r = 40 nm and changing the filling fraction fv = r/a0, with a0

the mean distance between the centers of two nanodisks (i.e., the pitch).

To illustrate how the patterns change at different filling fractions fv and radii, we

collected in Supplementary Fig. 1 scanning electron microscope (SEM) images of the

samples at r = 150nm, r = 200nm and fv ranging from 0.125 to 0.375.
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The dose D of the electron beam is expressed through:

D =
te · I
A

, (3.1)

with te the exposure time, I the free-electron current and A the exposed area. In

our experiments, we regulated the electron beam dose by changing the exposure time

te ∈ [0.1µs, 2µs] at a fixed current density I/A (see Methods).

After the exposure, we characterized the generated metasurface by reflectivity mea-

surements at normal incidence (see Methods). Resulting spectra are illustrated in

Fig. 3.1e-f. In these figures, the color of each spectra shows the chromaticity visually

observed in the generated metasurface. Figure 3.1e summarizes on the left inset the

complete palette of colors generated in the free-electron metasurfaces. Figure 3.1g

shows the corresponding chromaticity in a CIE 1976 diagram.

The generated metasurfaces are able to create the full CMYK system of colors, with

colors spanning from green to black with the exposure increasing from te = 0.1 µs to

te = 2.0 µs (Fig. 3.1e) and from blue to yellow when the filling fraction increases from

fv = 0.125 to fv = 0.375 (Fig. 3.1f). Representative chromaticity ranging from green

to blue via pink, red, violet and black completes a closed circle around the white

point (Fig. 3.1g). These metasurfaces are also able to create the red color, which

is traditionally challenging to obtain with structures and usually obtained with dyes

and pigments [120]. The surface is also capable to obtain the black color, despite the

original transparency of the PMMA layer.

To ascertain the resolution achievable by these metasurfaces, we performed experi-

ments by fabricating 20 µm x 20 µm squares samples with constant exposure time,

different radius r and filling fraction fv, starting from nanodisks with r = 200 nm

and fv = 0.8 and decreasing to nanodisks with r = 10 nm and fv = 0.1 (Fig. 3.1h-r).

The corresponding resolution is expressed in terms of number of dots per inch (DPI),
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calculated from the average distance between the center of two neighboring nanodisks

(the pitch).

These experiments demonstrate that this technique can generate different colors with

resolutions as high as 2540000 DPI, corresponding to a pitch of 100 nm obtained by a

radius of r = 10 nm and a filling fraction of fv = 0.1. The printing resolution can be

further increased by reducing the radius r. This possibility is not investigated here

as the value of r = 10 nm is the minimum resolution of the EB station used in this

work.

To theoretically demonstrate the generation of a free-electron induced metastructure,

we begin by showing that the results of Fig. 3.1 cannot be generated by the Si/PMMA

structure in which the PMMA maintains its original optical response. In Supplemen-

tary Fig. 2 we perform a campaign of dispersive Finite Difference Time Domain

(FDTD) simulations [121, 29] comparing the spectra predicted by FDTD against the

experiments of Fig. 3.1d, which comprise the largest variation of colors. Theoretical

spectra are calculated by employing the experimental refractive index of Silicon and

PMMA and the patterns of air inclusions experimentally generated in these struc-

tures and acquired by SEM images. The increasing dose of electrons is simulated

by increasing the depth d of the patterns (Supp. Fig. 2a-d, insets) from d = 0 (no

PMMA is removed) to d = 350 nm (all PMMA is removed inside the nanodisks).

Supplementary Fig. 2a shows that this modeling correctly reproduces the material

response when the PMMA is irradiated with low doses (short exposure time). Once

higher doses are employed to interact with the photosensitive layer, FDTD spectra

and actual measurements become completely different (Supp. Fig. 2b-d).

A further demonstration that the response of Fig. 3.1e cannot be generated from the

original materials is obtained via Maxwell-Garnett model [122], in which the effective

dielectric constant of the medium is expressed as: εeff = εm
2δi(εi−εm)+εi+2εm
2εm+εi−δi(εi−εm)

, where εm

is the the electric permittivity of the PMMA, εi = 1 and δi is the volume fraction of
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the air inclusions. The Maxwell-Garnett model explores all the possible geometrical

configurations that are described by a fixed volume ratio air/PMMA, while keep-

ing the material dielectric constants and the thickness of the medium fixed (in this

case at d = 350 nm). Supplementary Fig. 2e compares these predictions (light blue

squares) with FDTD results (red triangles) and experiments (blue circles and yellow

dashed dotted line). This analysis shows that FDTD and Maxwell-Garnett model are

consistent (FDTD spectra moves along the curve predicted by Maxwell-Garnett) and

shows that both models cannot explain the experimental outcomes from the nanos-

tructuring of the PMMA layer. Different effective thicknesses d of PMMA have also

been considered in the Maxwell-Garnett approximation, taking into account poten-

tial fluctuation in the thickness of PMMA deposited by spin-coating (Supp. Fig.

3a-d). In our analysis we varied the thickness d from d = 100 nm (Supp. Fig. 3a)

to d = 300 nm (Supp. Fig. 3d), and considered all the possible filling fraction of air

inclusions. In all these cases the predictions are unable to reproduce the experiments.

This analysis shows that the experimental results are generated from a complex mod-

ification of the PMMA layer, in which the material response is modified by the im-

pinging free-electrons as a function of the applied dose. To study this process, we

used an effective medium approach based on a simple quantum model arising from

linear response theory [123]. For an isotropic medium, the real and imaginary part

of the refractive index n(r, ω) + ik(r, ω) =
√

1 + χ(r, ω) are defined through the lin-

ear susceptibility χ(r, ω) = χr(r, ω) + iχi(r, ω) resulting from electronic transitions

between a ground state |0〉 and |1〉,|2〉, ..., |N〉 excited states:

χ(r, ω) =
2ρ0

3ε0~

N∑
n=1

|µn0|2
(

1

ωn0 − ω − iγn0

+
1

ωn0 + ω + iγn0

)
(3.2)

with ρ0 the atomic number density, ~ωn0 = En − E0 the energy level difference, γn0

damping rates and µn0 = 〈n|µ|0〉 the strength of the electric dipole moment µ = −er
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for the 0→ n transition. To characterize the spectra of Fig. 3.1, we assume that each

irradiated area responds as a material with refractive index n and extinction coeffi-

cient k following from Eq. (3.2), in which resonant transitions ωn0, damping factors

γn0 and oscillator strengths fn0 = 2mωn0|µn0|2
3~e2 are modified by the electron beam.

As the PMMA is a transparent dielectric structure, we assume the existence of a sin-

gle transition (N=1) in the deep UV region (Fig. 3.2a-b) that influences the material

response in the visible and near infrared [123]. This model well represents the exper-

imental response of the PMMA in the entire visible range (Fig. 3.2c, circle markers).

The values of the coefficients ω10, γ10 and f10 when the material is irradiated by

electrons are found by fitting the reflectivity spectra at normal incidence, using the

experimental dispersion curve of Si available in the literature (see Methods). The

result of this analysis matches very well the acquired spectra (Fig. 3.2d-g), show-

ing that the measured response originates from a PMMA layer in which both the

resonant frequency ω10 and the damping factor γ10 are independently changed with

complex modulations patterns at increasing exposure times (Fig. 3.2h). Figure 3.2c

illustrates in details the effects of these changes on the response of the metasurface.

The structure becomes ultra-transparent, with refractive index below 1.2, while in-

creasing its absorption capabilities, thus being able to generate the entire spectrum

of visible colors, including the black.

Figure 3.3a-p illustrates different printing applications with free-electron metasur-

faces. In these images, we varied exposure time, filling fraction and radius of the

nanodisks in different portions of the designs in order to obtain different colors, span-

ning from magenta to black in the background of the greek letter α design (Fig.

3.3a-d), and from cyan to orange inside the letter β (Fig. 3.3g-l). Scanning elec-

tron microscope images of Fig. 3.3d,g show the different nanoscale patterns that,

combined with different e-beam doses, generate different colors. The patterns follow

sharply the profile of the printed shapes from the array of nanodisks with very high
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resolution.

This is further illustrated in Supplementary Fig. 4a-d, which show the word “light”

using the four basic colors Cyan (Supp. Fig. 4a), Magenta (Supp. Fig. 4b), Yellow

(Supp. Fig. 4c) and Black (Supp. Fig. 4d) and different languages (Latin, Arabic,

Japanese and Chinese) printed at different resolutions: 127000 DPI (Japanese), 55580

DPI (Latin), 36290 DPI (Chinese), and 84670 DPI (Arabic). Figure 3.3k-p shows a

large scale nanoprinting representation of the painting by Matisse “La Danse”, on

a size of 280 µm x 196 µm. SEM analysis of different portions of the image are

presented in (Fig.3.3n-p). We used different number of DPI for the different artis-

tic elements present in the painting, according to the overall distribution of colors

and the chromaticity we wanted to reproduce, with an average of 100000 DPI and

a maximum of 119250 DPI in the brown areas. The image is printed from a single

inexpensive layer of PMMA.

Conclusion

We have designed, fabricated and characterized a new family of nanomaterials in

which the desired distribution of refractive index and losses is printed by free-electrons

beams of varying intensity and radiation patterns. The materials are generated

by sub-nanometer interactions between free-electrons and photosensitive materials,

which shifts their atomic transitions thus generating an optical response controllable

point to point within the focusing accuracy of the free electron beam. We discussed

this approach with reference to structural coloration, by using an inexpensive trans-

parent layer of PMMA, demonstrating broadband control of light via the generation

of all the colors present in the visible spectrum, including the Cyan, Magenta, Yellow

and Black, of the CMYK system. We demonstrate that this technique can reach

very high resolutions up to 254000 DPI, overcoming the limits of current techniques,

as well as large scale nanoprinting areas with high quality and vivid images, sharp
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contours and homogeneous colors.

This technique does not involve the use of high-cost metals but it relies on an in-

expensive platform composed only by a dielectric back-reflector and a transparent

layer of PMMA, which is a very common photosensitive material. This approach can

be generalized to the creation of new free-electron metasurfaces for applications that

require broadband control of light with dense optical circuitry, including also flexible

substrates for wearable optoelectronic components.

Methods

3.0.1 E-metasurface nanofabrication

A layer of 350 nm thick of PMMA 950 A4 (MicroChem) was spin-coated onto 1.5 cm

by 1.5 cm Silicon substrates. To allow the solvent to evaporate, samples were subse-

quently baked at 180C for 180 seconds. Irradiation patterns were computer-generated

in GDSII with Matlab. The fabrication process was performed using Crestec CABL-

9520C (http : //www.crestec8.co.jp/index) system with an accelerating voltage of

50 kV and a current of 500 pA. The writing field was set to 600 µm x 600 µm and

40000 dots to obtain a final resolution of 10 nm. e-beam dose was varied by controlling

the exposure time, ranging from 0.1 µs to 2 µs and no proximity effect correction was

performed for the exposure. Samples were developed in a solution of Methyl isobutyl

ketone and isopropyl alcohol (MIBK:IPA 1:1) for 30 seconds and then immersed in

DI-water for 30 seconds to remove the soluble PMMA area. The samples were then

blow-dried under a steady stream of N2.

3.0.2 Reflectivity measurements

We performed normal incidence reflectivity spectra by using NanoSpec 6100 Reflec-

tometer (Nanometrics). Reflected light was collected with two different magnification
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objectives, 10x and 20x to ensure a two-step control of the consistency of the mea-

surements.

3.0.3 FDTD Simulations

Simulations were carried out by using our in-house FDTD code NANOCPP. We in-

vestigated a geometry composed by a Silicon back reflector with a 350 nm layer

of PMMA deposited on top. This last was patterned with an array of disordered

holes, replicated directly from the design used as a mask for the nanofabrication.

Simulations were implemented with different radius, filling fractions and e-beam

doses to obtain reflectivity spectra consistent with the ones collected experimen-

tally. In the simulations we used the dispersion curves of the materials from data

available in the literature in the visible and near infrared spectral range (E.D. Palik,

Handbook of optical constants of solids, V ol. 3, Academic press,1998).

3.0.4 Fitting of reflectivity spectra

The normal reflectivity spectrum R(λ) of a layer an interface Air/PMMA/Silicon was

obtained from multilayer theory and read as follows:

R(λ) =
(1− nSi)2 cos2 2πd

λ
+
(
nSi

neff
− neff

)2

sin2 2πd
λ

(1 + nSi)
2 cos2 2πd

λ
+
(
nSi

neff
+ neff

)2

sin2 2πd
λ

(3.3)

with nSi(λ) the refractive index of Si and d, neff(λ) the thickness and refractive

index of the PMMA layer, respectively. In our fitting procedure we employed the

experimental available index of Si and neff =
√

1 + χeff as a fitting parameter by

using a two poles model with one resonance:

χeff(ω) =
2ρ0

3ε0~
|µ10|2

(
1

ω10 − ω − iγ10

+
1

ω10 + ω + iγ10

)
, (3.4)
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with parameters ω10, γ10 and a = 2ρ0

3ε0~ |µ10|2 found by a swarm optimization routine.
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by a Si substrate with on top a PMMA layer characterized by a single electronic
transition with tunable resonant frequency ω10 and damping γ10. The latter are
evaluated from experimental reflectivity spectra at normal incidence. (c) Plot of ω10

and γ10 versus e-beam dose and (d) resulting dispersion curve of refractive index n(ω)
and extinction coefficient k(ω). The increased exposure time is represented with an
increasing thickness of the lines representing the index n and extinction k. (e-f)
Comparison between experimental spectra (red markers) and theoretical predictions
(blue line) from Eq. 3.2.
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Figure 3.3: Nanoprinting applications. Top view images of the letters α (a-
d) and β (f-j) with different colors and backgrounds obtained with a filling fraction
fv = 0.075 (letter) and fv = 0.250 (background) in (a-d), and fv = 0.3 (letter) and
fv = 0.175 (background) in (g-j). Different colors are obtained at different exposure
times: (a),(g) at t = 2µs, (b),(h) at t = 1µs, and (c),(d),(i),(l) at t = 0.2µs. (e),(f)
SEM details of panels (d) and (g), respectively. (k-p) Reproduction of the painting
“La Danse” by Matisse with an average resolution of 100000 DPI and a maximum
resolution of 119250 DPI. (l),(m) Optical microscope magnification of the fabricated
sample with 40x objective. (n-p) SEM images of the sample.
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Chapter 4

Broadband holography via structured black silicon

nano-antennas

4.1 Introduction

Holography has been largely exploited in a vast range of fields such as, imaging[124,

125, 126, 127, 128], synthetic optical elements [129], data storage [130], metrology

[131] and anti-counterfeiting [132, 133] .

Computer generated hologram reconstructs 2D as well as 3D objects calculating the

required interference pattern both in phase and amplitude based on light propagation

simulations [134, 135, 136, 137].

The recent progress in laser and computer technology allows to fully take advantage of

Computer Generated Holograms (CGH). CGH has the capability to reconstruct 2D as

well as 3D objects by numerically generated patterns based on the intensity and phase

profiles of the object that do not need to exist in reality [138, 139, 140]. Currently,

the realisation of efficient and miniaturised holograms passes through complicated

fabrication processes and sometimes expensive materials such as gold, that are difficult

to scale up [141, 142, 143, 144].

In this work, we present a new efficient method to fabricate broad-band intensity

binary hologram using a single inexpensive dielectric material. We leverage on the

possibility to selectively turn different areas of a Si wafer in a series of Si nanoantennas,

which can change the reflectivity of the Si to obtain a completely dark material [145].

This technique is inspired by the fabrication of Black Silicon (BSi) [146, 147, 148]
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a b c

Laser source

Collimation lens

Beam splitter

Sample
(Hologram plate)

Image 

Figure 4.1: a) Holographic reconstruction procedure and image forming by illumi-
nating the sample with a coherent laser source. θ is the projection angle of the
holographic image. b)schematic overview showing an incident laser beam reflected
from the undeveloped silicon surface while the BSi region absorbs the incident light.
c) Optical setup used to reconstruct the hologram image.

that is created by patterning all the surface of the sample. The fabrication involves

photolithography step to transfer the interference pattern on the Si sample and a

subsequent dry etching process which generates a local pattern of Si nanotips that

behaves as broadband nanoantennas on specific areas of the sample. This process

changes the effective refractive index of the Si opening up to the possibility to obtain

surfaces with very low reflectivity. Currently, BSi has been mostly used as a bulk

material and there is no application in holography

Herein we present experiments in which we create different holographic images and we

show their broadband response by illuminating them with three different wavelengths

from 440 nm to 632 nm. Our results enable the possibility to develop a cost-effective

and large scale platform to fabricate broadband binary amplitude holograms.

4.2 Results

Fig.4.1a-b shows the concept of BSi holograms. The fabrication process starts calcu-

lating the binary amplitude interference pattern (see Materials and methods). This is

then recorded in the resist layer, on top of the Si surface, through a photolithography

process. Once the sample is developed, the subsequent dry etching process generates
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subwavelength Si nanonatennas in the resist-free areas of the Silicon wafer.

To project the hologram image on a screen we illuminate the sample with a laser

source of a specific wavelength. The image is formed by using the optical setup

shown in Fig.4.1c, in which the hologram and the sample are at 90o with respect to

each other.

The broadband reflectivity of the flat Si and the broadband absorbance of the BSi

allows the hologram to work at different wavelengths.

Fig.4.2 shows the role Si nanotips as nanoantennas, which enable a change of the
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Figure 4.2: a)-d) Structural evolution of BSi holographic pattern by ICP-RIE, in-
spected after 20 min, 30 min,40 min and 50 min. The pictures display the microscopic
image of the fabricated holographic pattern. e)-h) Show cross section SEM images of
the Si nanoantennas for 20 min, 30 min,40 min and 50 min respectively. i)-n) Nor-
malised reflectance of fabricated BSi for different etching time: 20 min, 30 min,40 min
and 50 min respectively.

reflectivity of the substrate from 0.35 to 0.1. In particular, Fig.4.2a-d show the effect



62

of the dry-etching time on the interference pattern realised on the sample. Fig.4.2e-h

show the evolution of Si nano-antennas growth by increasing the etching time: e)

20 min, f) 30 min, g) 40 min, h) 50 min.

Finally, Fig.4.2i-n plot the normalised reflectance of the structure for different etching

time. The figure demonstrates the fact that the response of the structure is completely

flat among all the visible wavelengths.

It can be seen that in Fig.4.2a for t = 20 min, the sample appears to be brown. This

originates from the fact that at low etching time, the Si nanotips are not yet created

and the system is still reflective.

As the etching time increases, the height of pillars increases as well, reducing the

reflectivity of the surface [149]. For etching time comparable to t = 50 min (Fig.4.2h)

we observe that the height of the Si nanotips starts to decrease. Another effect that

appears beyond this etching time is also the etching of the protected layer and the

sample starts to become all completely black.

Fig.4.3a shows the original digital image that we chose to record for our BSi holo-

grams, it is composed of the sketch of the Rubik cube with the word PRIMALIGHT.

To show the large scale possibilities of this technique and the possibility to fabricate

more than one hologram at the same time, Fig.4.3b shows 4 different fabricated sam-

ples on the same Si wafer. Although the patterns are designed to work at 532 nm, all

of them are able to work for multiple wavelengths. The dimension of the fabricated

sample are 3 cm by 3 cm and 2 cm by 2 cm.

Fig.4.3c shows the numerically reconstructed image from computer simulations. Fig.4.3d-

f shows the experimentally reconstructed images of the Rubik cube with the word

PRIMALIGHT, using the hologram highlighted by a red circle in Fig.4.3b and illu-

minated with different wavelengths, (d) 440 nm, (e) 532 nm and (f) 632 nm respec-

tively. The reconstructed images show very good accuracy with respect to computer

simulations. We calculated efficiencies for the three wavelengths of 10%, 14% and
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12% respectively.

a b c

d e f

1 cm1 cm

Figure 4.3: a) Original digital image. b) 4 different CGH interference patterns fabri-
cated on a single silicon wafer c) Digitally reconstructed image using the ray tracing
approach. d) reconstruction using blue laser λ = 450 nm illuminating the pattern
in the red circle. e) Reconstruction using green laser λ = 532 nm illuminating the
pattern in the red circle. f) Reconstruction using red laser λ = 632 nm illuminating
the pattern in the red circle.

4.3 Conclusion

In this work, we have demonstrated the feasibility to manufacture binary amplitude

holograms by nanostructuring Si with a controllable pattern of broadband nanoan-

tennas.

We demonstrate this technique on large scale with the ability to manufacture a whole

Si wafer at the same time and with one photolithography step.

Different techniques can also be explored within this method to transfer the interfer-
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ence pattern in the photoresist at a higher resolution than photolithography, including

nanoimprinting, deep UV photolithography and electron beam lithography. The in-

trinsic characteristic of this nanofabrication method is a fast, large scale and cost

effective fabrication.

This approach can also enable the realisation of holograms on flexible Silicon sub-

strate, which can be integrated into wearable and flat electronic devices for optical

imaging, data storage and security. They can also be employed as anti-fake stamps

for credit cards and currencies. Remarkably, we show that the broadband nature of

the reflectivity properties of both Si and BSi allow the same hologram plate to work

at different wavelengths, without observable image reconstruction losses.

4.4 Methods

4.4.1 Binary computer generated hologram algorithm

The CGH was generated using the conventional ray-tracing approach where each

object point in the 2D array is treated as a source of spherical wave modelled by

Eo = Ao
exp(ikr)

r
(4.1)

where, Ao is the light wave amplitude (it can take values of either 1 or zero since it is

a binary hologram), exp(ikr) is the phase factor, k is the wave-number and r is the

distance between the object point at the x, y plane and x
′
, y

′
parallel plane given by

r =
√

(x− x′)2 + (y − y′)2 + z2 (4.2)

The z-axis is chosen to be perpendicular to the hologram, the hologram was set at

z = 0 and the object plane was set to z= -60 cm.. The reference wave was chosen to
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be a plane wave (as it can produce clear reconstruction images) described as

ER = ARexp(ik(xα + yβ + zγ)) (4.3)

The total amplitude is computed by summing up all the contributions of the object

wave and spherical wave at each point

ER =
∑
p

A(p)exp(ikrp)

rp
(4.4)

where p is the index at each object point. The intensity of the total field is calculated

as follow

I = ETET
∗ (4.5)

At this stage, the intensity is a continuous representation of the interference pattern.

In order to obtain a pattern suitable to be transferred on the BSi material, binarization

based on certain threshold is applied to the intensity matrix. The CGH pattern is

generated using MATLAB platform and the simulation parameters are set as follows:

the wavelength is set to 532 nm (λ = 532nm), hologram dimension of 3 cm x 3 cm

and sampling distance of 10µm which in turn, leads to pixel resolution of 3000 x

3000 pixels. The reference wave (plane wave) is designed such that it illuminates the

hologram plane at a perpendicular direction. Once the hologram matrix is calculated

(as the sum of the object wave and the reference wave matrices) the hologram is

binarized in such a way the amplitude values across the interference pattern can only

assume the values 0 or 1.

4.4.2 Fabrication of binary CGH

To clean the Silicon wafer, it is first submerged in Acetone then in Isopropyl Alcohol

(IPA) and subsequently rinsed with deionised water and dried with a N2 gun blower.
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Then, a 10 mum thick layer of AZ9260 positive photo-resist is spin-coated on the

sample. The sample is then baked for 180 seconds at a temperature of 110o C. The

lithography process starts fabricating a chromium photomask by means of direct laser

writing with a resolution of 1 µm. The Si wafer is then exposed through the mask

by Ultraviolet (UV) light with a dose value of 1800 mJ/cm2, in order to transfer

the calculated interference pattern on the Si wafer. The sample is then submerged

into developing bath using AZ726 developer for 6 minutes. The developer removes

the exposed area leaving the sample with the desired pattern. Reactive Ion Etching

is applied in order to transform the photoresist free area into black silicon. The

gasses used to perform the etching procedure are O2 and SF6 ions with a dose of 20

sccm each. The chamber pressure is set to 30 mtorr, while RF power of 50W and

Inductively Coupled Plasma (ICP) power of 50W. The used recipe has been found

through an optimisation procedure against the following parameter O2 from 10 to 20

sccm keeping the SF6 at 20 sccm, while RF power of has been swiped from 50 W to

100 W and the same for the Inductively Coupled Plasma (ICP). After the etching

process is concluded, the sample is exposed to UV light for 120 seconds. Finally, the

sample is submerged again into the AZ 726 developer for 6 minutes in order to remove

the rest of the photo-resist material leaving reflecting and absorbing surfaces on the

sample.

4.4.3 Optical setup

The optical setup for imaging reconstruction of the fabricated CGH is illustrated

in Fig.4.1c. In this study, the reconstruction beam is continuously illuminated by

diode lasers with different wavelengths 440 nm, 532 nm,632 nm respectively. The

laser source beam is collimated using a lens of 10 cm focal length which guarantees

the right beam spot dimension. The beam then illuminates the hologram by passing

through a beam-splitter in transmission. The object wavefronts are captured via the
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imaging screen after passing back to the beam splitter in reflection. The reconstruc-

tion process was carried out in a darkroom. The efficiency of the BSi hologram has

been calculated as the ratio between the power in the holographic image and the total

power illuminating the holographic plate.
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CONCLUDING REMARKS

In this Thesis, I have summarised the principal results about cryptography, holog-

raphy and memories exploiting complex photonic systems, obtained during my PhD

studies. These analyses have been carried out in collaboration with other members of

Prof. Andrea Fratalocchi’s group, exploiting a wide range of theoretical and exper-

imental methods as well as different electro-magnetics simulation techniques. More

specifically, I have been actively working in the development of the design, exper-

iments and algorithm for our cryptographic system. I have performed all of the

numerical simulations included in these projects.
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Edgar, A. Y. Nikitin, S. Vélez, and R. Hillenbrand, “Infrared hyperbolic meta-

surface based on nanostructured van der waals materials,” Science, vol. 359,

no. 6378, pp. 892–896, 2018.

[108] A. Tittl, A. Leitis, M. Liu, F. Yesilkoy, D.-Y. Choi, D. N. Neshev, Y. S. Kivshar,

and H. Altug, “Imaging-based molecular barcoding with pixelated dielectric

metasurfaces,” Science, vol. 360, no. 6393, pp. 1105–1109, 2018.

[109] D. Lin, P. Fan, E. Hasman, and M. L. Brongersma, “Dielectric gradient meta-

surface optical elements,” science, vol. 345, no. 6194, pp. 298–302, 2014.

[110] C. Schlickriede, N. Waterman, B. Reineke, P. Georgi, G. Li, S. Zhang, and

T. Zentgraf, “Imaging through nonlinear metalens using second harmonic gen-

eration,” Advanced Materials, vol. 30, no. 8, p. 1703843, 2018.

[111] M. Khorasaninejad, W. T. Chen, R. C. Devlin, J. Oh, A. Y. Zhu, and F. Ca-

passo, “Metalenses at visible wavelengths: Diffraction-limited focusing and sub-

wavelength resolution imaging,” Science, vol. 352, no. 6290, pp. 1190–1194,

2016.

[112] C. Chen, L. Zhou, J. Yu, Y. Wang, S. Nie, S. Zhu, and J. Zhu, “Dual functional

asymmetric plasmonic structures for solar water purification and pollution de-

tection,” Nano Energy, vol. 51, pp. 451–456, 2018.

[113] R. Ron, E. Haleva, and A. Salomon, “Nanoporous metallic networks: Fabri-

cation, optical properties, and applications,” Advanced Materials, p. 1706755,

2018.

[114] “Focusing in on applications,” Nature Nanotechnology, vol. 10, pp. 1 EP –, Jan

2015, editorial.



80

[115] Y. Kivshar, “All-dielectric meta-optics and non-linear nanophotonics,” National

Science Review, vol. 5, no. 2, pp. 144–158, 2018.

[116] G. Brewer, Electron-beam technology in microelectronic fabrication. Elsevier,

2012.

[117] Z. Dong, J. Ho, Y. F. Yu, Y. H. Fu, R. Paniagua-Dominguez, S. Wang, A. I.

Kuznetsov, and J. K. Yang, “Printing beyond srgb color gamut by mimicking

silicon nanostructures in free-space,” Nano letters, vol. 17, no. 12, pp. 7620–

7628, 2017.

[118] W. Hu, K. Sarveswaran, M. Lieberman, and G. H. Bernstein, “Sub-10 nm elec-

tron beam lithography using cold development of poly (methylmethacrylate),”

Journal of Vacuum Science & Technology B: Microelectronics and Nanometer

Structures Processing, Measurement, and Phenomena, vol. 22, no. 4, pp. 1711–

1716, 2004.

[119] Crestec. (2018, Nov.) Ebl facilities. [Online]. Available: http://www.crestec8.

co.jp/index

[120] S. Magkiriadou, J.-G. Park, Y.-S. Kim, and V. N. Manoharan, “Absence of red

structural color in photonic glasses, bird feathers, and certain beetles,” Phys.

Rev. E, vol. 90, p. 062302, Dec 2014.

[121] J. S. T. Gongora, A. E. Miroshnichenko, Y. S. Kivshar, and A. Fratalocchi,

“Anapole nanolasers for mode-locking and ultrafast pulse generation,” Nature

Communications, vol. 8, p. 15535, 2017.

[122] T. C. Choy, Effective medium theory: principles and applications. Oxford

University Press, 2015, vol. 165.

[123] R. W. Boyd, Nonlinear Optics, Third Edition, 3rd ed. Orlando, FL, USA:

Academic Press, Inc., 2008.

[124] H. Yoshikawa and T. Yamaguchi, “Computer-generated holograms for 3d dis-

play,” Chinese optics letters, vol. 7, no. 12, pp. 1079–1082, 2009.
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“The structural and optical properties of black silicon by inductively coupled

plasma reactive ion etching,” Journal of Applied Physics, vol. 116, no. 17, p.

173503, 2014.



84

Publications

Papers and Patents

• A. Di Falco*, V. Mazzone*, A. Cruz, A. Fratalocchi “Perfect unbreakable cryptog-

raphy via secure distribution of physical unclonable keys” - Patent pending, paper

submitted to Nature photonics * equally contributed

• Valerio Mazzone, Juan Sebastian Totero Gongora and Andrea Fratalocchi, “Near-

field coupling and mode competition in multiple anapole systems” - published on

MDPI

• ”Metal free structural color via disordered nanostructures with nanometer resolu-

tion and full CYMK color spectrum” Marcella Bonifazi* ,Valerio Mazzone*, Andrea

Fratalocchi Submitted to Advanced Materials *equally contributed

• Mohammed Sait*, Valerio Mazzone* and Andrea Fratalocchi, “Broadband holog-

raphy via structured black silicon nano-antennas” published on MDPI *equally con-

tributed

• ”Controlling disordered nanolasers via hyperuniform structures” Ronghui Lin*, Va-

lerio Mazzone*, Nasir Alfaraj, Xiaohang Li, Andrea Fratalocchi Submitted to Laser

and Photonics review *equally contributed

• Patent U.S. Application No. 62/811,819 Valerio Mazzone, Marcella Bonifazi, Ananya

Ashok, Ahmed Aldowsari, Andrea Fratalocchi ”Bioreactor for combined algae culti-

vation and energy harvesting” (corresponding inventor)



85

Conferences and Schools

• PhotonicaWest’17, San Francisco, USA(2017) [Oral]

• CLEO 2017, Munich, Germany(2017) [Oral]

• Photonica’17, Belgrade, Seriba(2017) [Invited Oral]

• PhotonicWest’18, San Francisco, USA(2018) [Poster]

• META18, [Poster] Best Poster Award


	Examination Committee Page
	Copyright
	Introduction
	Perfect unbreakable cryptography via secure distribution of physical unclonable keys
	Introduction
	Cryptography
	Vernam cipher on classical channels: theory
	Physical implementation
	Cryptographic transmission and security against spectral attacks

	Conclusions

	Near-field coupling and mode competition in multiple anapole systems
	Introduction
	Results
	Ab-initio analysis of multiple anapole systems
	Fano-Feshbach analysis of the internal modes

	Discussion and conclusions
	Materials and Methods

	Free-electron transparent metasurfaces with controllable losses for broadband light manipulation with nanometer resolution
	E-metasurface nanofabrication
	Reflectivity measurements
	FDTD Simulations
	Fitting of reflectivity spectra


	Broadband holography via structured black silicon nano-antennas
	Introduction
	Results
	Conclusion
	Methods
	Binary computer generated hologram algorithm
	Fabrication of binary CGH
	Optical setup


	CONCLUDING REMARKS
	References

