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ABSTRACT

Privacy concerned D2D-assisted delay-tolerant content distribution

system

Guoqing Ma

It is foreseeable that device-to-device (D2D) communication will become a stan-

dard feature in the future, for the reason that it offloads the data traffic from network

infrastructures to user devices. Recent researches prove that delivering delay-tolerant

contents through content delivery network (CDN) by D2D helps network operators

increase spectral and energy efficiency. However, protecting the private information

of mobile users in D2D assistant CDN is the primary concern, which directly affects

the willingness of mobile users to share their resources with others. In this thesis,

we proposed a privacy concerned top layer system for selecting the sub-optimal set

of mobile nodes as initial mobile content provider (MCP) for content delivery in any

general D2D communications, which implies that our proposed system does not rely

on private user information such as location, affinity, and personal preferences. We

model the initial content carrier set problem as an incentive maximization problem

to optimize the rewards for network operators and content providers. Then, we uti-

lized the Markov random field (MRF) theory to build a probabilistic graphical model

to make an inference on the observation of delivered contents. Furthermore, we pro-

posed a greedy algorithm to solve the non-linear binary integer programming (NLBIP)

problem for selecting the optimal initial content carrier set. The evaluations of the

proposed system are based on both a simulated dataset and a real-world collected

dataset corresponding to the off-line and on-line scenarios.
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Chapter 1

Introduction

The current fourth-generation (4G) and the coming fifth-generation (5G) mobile net-

works provide high throughput and reliable connectivity for mobile users. However,

it cannot satisfy the traffic burst due to the emerging bandwidth-hungry applications,

such as 8K video transmissions [1]. Therefore, researchers proposed a new paradigm,

launching device-to-device (D2D) communication in an underlay manner coexisting

with the current cellular networks. In D2D communication, mobile nodes can di-

rectly communicate with each other, and the data is transmitted without bypassing

network infrastructures [2]. It has been well studied that offloading the data traffic

from network infrastructures to D2D communication leads to a higher spectrum effi-

ciency, lower energy consumption, and a higher system capacity from the perspective

of cellular networks [3, 4].

D2D-assisted content delivery network (CDN) utilizes the users’ mobility and

cache storage of mobile devices to support the delivery of delay-tolerant contents,

such as subscribed videos, software updates and deferrable downloading [5, 6]. When

a content is ready to be distributed over subscribers, a group of mobile users are

selected as initial mobile content provider (MCP) to receive the content directly

delivered from content edge servers. Then, these MCP will forward and deliver the

content to other subscribers via D2D communications through their mobility. To the

best of the author’s knowledge, selecting the initial set of MCP, so as to maximize the

successful contents delivery performance, is still an open challenge in D2D-assisted

CDNs.
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To effectively incorporate D2D communications in mobile networks, researchers

proposed to collect information from mobile users for designing content delivery

strategies. First, historical trajectories of mobile users can be analyzed for predicting

future locations of mobile users [7]. Lau et. al. proposed to deliver delay-tolerant

contents in mobile networks by acquiring mobility data of mobile users [8]. Sec-

ond, social relationships of mobile users have been investigated in recent studies [9].

Researchers found that people having strong social-ties, within the same social com-

munities, are more willing to share their resources with each other [10, 11]. Wang et.

al. explored the social ties of mobile users for resource allocation [12]. In [13], besides

the encounter and content download history, personal preferences and online social

relationships of mobile users have been collected for optimizing the traffic offloading

process in D2D communications.

One of the significant issues associated with the D2D offloading solution is that

sensitive personal data, including the real-time locations, personal preferences on

downloaded contents and social relationships of users, is required to be collected for

designing D2D communication strategies. Because of rising awareness of privacy, users

refuse to keep their real-time location monitored, or reject to share their tendency on

desired contents between video providers and network operators. Furthermore, social

media companies, e.g., Facebook and WeChat, refuse to share users’ social relation-

ships with other business groups. As a consequence of these practical constraints, the

prerequisites of the D2D offloading solution cannot be satisfied, which prevents the

practical implementation of such a promising solution in realistic scenarios.

In this thesis, we address the aforementioned problems by formulating the selec-

tion problem of the initial set of MCP as a reward maximization problem for network

infrastructures and content providers. The formulated problem does not rely on the

a priori knowledge of users’ personal information, and only a limited number of nec-

essary communication records are required to be known. The content distributed
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process control is offloaded from the central network infrastructure to the content

subscribers after the contents have been delivered to the initial MCP. Whether a

content sharing will take place and why a user is willing to share contents to another

user are never known to the mobile network operators. They only collect the trans-

action and record it into a database without acquiring additional private data from

mobile users, such as real-time locations, user preferences on specific contents and

actual social relationships.

To solve the proposed optimization problem and tackle the privacy requirements,

we build an undirected probabilistic graphical prediction model based on the historical

contents transactions of mobile users. Moreover, we utilize the Markov random field

(MRF) [14] techniques to make inference from the observations of collected dataset.

Then the inference problem can been converted to a convex problem, which can be

easily solved using existing mathematical tools. To determine the optimal selection of

the initial MCP from all subscribers, which is a non-linear binary integer programming

(NLBIP) problem, we propose a greedy algorithm and prove that the result yielded by

the proposed algorithm will converge to the optimum when the number of iterations

goes large.

The evaluation of the proposed method is based on both a simulated dataset

(simulating human mobility by a series of mathematical assumptions) and a realistic

dataset (collected via Bluetooth from 106 user devices adopting D2D communication

protocols). Depending on whether the transaction collection and performance evalu-

ation take place on the same test day, we verify the feasibility of the proposed MRF

model in both off-line and on-line scenarios by the simulated dataset and realistic

dataset, respectively.

In this thesis, we will first present a related background in chapter 2. In chapter

3, we will analyze the social relationship according to the collected dataset. We show

the system overview and problem formulation in chapter 4 and chapter 5, respectively.
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In chapter 6, we solve the formulated problem by utilizing the proposed methods. In

chapter 6 and 7, we show the experiments and conclusions, respectively.
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Chapter 2

Background

In this chapter, we give some background knowledges which are related to this thesis,

including link prediction, peer mobility assisted systems and the content delivery

networks.

2.1 Link prediction

Link prediction is generally utilized to predict the missing links among a graph.

For instance, it can predict whether two persons shall have connections in a social

network given some information related to them, such as their common neighbors, in

degree and out degree numbers. One successful application is to recommend followers

in social community such as FaceBook. In this thesis, we modified this method

and utilized it to predict whether any pair of users will meet shortly if given their

historical contact information. In the following section, we will first present the state-

of-arts, and then show the challenges we encountered to apply this technique into our

situation.

2.1.1 Review of state-of-arts

Nowell and Kleinbergs study may be the most famous baseline work for link predic-

tion area. In [15], they first studied whether we can understand the evaluation of

social networks based on features that are intrinsic such as the graph topology itself.

They considered various approaches of scoring nodes using features based only on the
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social network topology like common neighbors, Jaccards coefficient, Adamic/Adar,

preferential attachment. Thus, the methods mainly based on computing proximity

between nodes. Though, their results suggest that information about future interac-

tions can be extracted from network topology alone and fairly subtle measures for

detecting node proximity can outperform more direct measures. They do not account

the whole structure of graphs which may be considered to have some impact on the

prediction results.

Spectral Clustering was well-studied in [16], which is proposed first to learn the

clustering for some challenging problems. In their paper, they presented that algo-

rithms can be simply implemented using a few lines of Matlab. Though it is not

directly relevant with link prediction, some have utilized their concept on embedding

graphs called spectral embedding in [17], which tried to study graphs on a different

perspective view.

Node-to-Vector (Node2Vec) [18] is continuing a hot topic in these years since

Grover first proposed it, which tried to learn useful representations from highly struc-

tured objects such as graphs and translate each node into a vector and could be useful

for a variety of conventional vector-based machine learning applications. They learn

a mapping of nodes to a low-dimensional space of features that maximizes the like-

lihood of preserving network neighborhoods of nodes using a biased random walk.

After the nodes and edges features are learned into a vector, whether there exists a

link could be solved as a classification problem in the conventional machine learning

area.

Variational Graph Auto-Encoders(VGAE) [19] is totally different thinking about

link prediction. They build a framework for unsupervised learning on graph-structured

data based on the variational auto-encoder (VAE) [20] and demonstrate this model

using a graph constitutional network (GCN)[21] encoder and a simple inner product

decoder. In contrast to most existing models for unsupervised learning on graph-
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structured data and link prediction, their model can naturally incorporate node fea-

tures, which significantly improves predictive performance on a number of benchmark

datasets.

2.1.2 Challenges

Link predictions are challenging from at least two points of view [22]. First, social

networks are naturally sparse, for instance, users usually have connections to only a

small fraction of other users. Thus, the prediction results are incredibly unbalanced.

For those non-existing edges, they can reach a near-perfect accuracy. Second, it is

hard to understand the extern features apart from the network topology itself which

motivates to form a link. For instance, if two persons have a link in a Facebook social

network due to the have met in a party which may indicate they have the same age

and same habits. Similarly, if two nodes have some features in common, they may

tend to have a link in the graph.

It is also challenging in our scientific research project to predict whether and when

two persons will meet. For instance, two persons may meet periodically in a week due

to they are classmates enrolling the same course. If two persons meet periodically

every week and may also meet occasionally in one week which may indicate they are

teacher and student since they will meet periodically in the course and a student may

ask help from a teacher randomly one day in a week. Thus, it leads to a hard-to-solve

problem for predicting the random case if just given the topology itself.

2.2 Peer mobility assisted communication systems

A peer mobility assisted (PMA) communication system may look similar to Mobile

Ad-hoc NETworks (MANET) and Cognitive Radio Networks (CRN). The significant

difference is that the peer mobility assisted communication systems are expected to

be overseen/controlled by a central entity such as the base station. The mobility
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entity can act autonomously only when the cellular infrastructure is unavailable.

Machine-to-machine (M2M), focusing on data exchanging between physical settled

numerous nodes, is another similar concept and potentially can get benefit from the

idea of peer mobility assisted communication system. However, M2M does not have

the constraint of physical distance and proximity connectivity between nodes, which

makes it an application-oriented and technology-independent services [23].

The peer mobility assisted communication systems should have the constraints

on the physical distance, the proximity connectivity, the ordered contents tendencies

between peers, which makes the systems more challenging and robust comparing to

the conventional cellular based communication systems. A peer could be any movable

Internet of things such as a mobile device (D2D) [23], a moving vehicle (V2X) [24],

a UAV in flight (U2X) [25]. Any IoTs with ability to move is potentially a content

delivery server for other peers.

The peer mobility assisted communications underlying cellular networks have the

potential to increase spectrum efficiency and energy efficiency. In [26], the authors

proposed a cooperative D2D communication framework, which introduces the collab-

orative relay technique to conventional underlay/overlay D2D communications. To

ensure better performance for both cellular and D2D users, the adaptive mode se-

lection and spectrum allocation schemes were also presented. During the experiment

part of their work, they proved the proposed D2D communication framework can

achieve the highest throughput of D2D links while significantly reducing the outage

ratio of cellular links.

The authors of [27] proposed a scheme to jointly optimize the resource and energy

by maximizing the energy efficiency of D2D communications. By theoretically an-

alyze the non-convex jointly optimization problem, they proposed a novel two-layer

approach, which allows finding the optimums at each iteration. Their simulation re-

sults have shown the remarkable improvements in energy efficiency, which also prove
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the concept of efficiency improvement of peer mobility assisted communication sys-

tems.

2.3 Content delivery networks

CDN is a complex content distribution system [28] and distinct from IP networking.

The requests of users in CDN are served by a request-routing system, which typically

includes two basic modules, request-routing algorithm and request-routing mechanism

for routing user requests to the most suitable edge servers [28]. The algorithms are

designed to select the most appropriate edge server on user request while maintaining

some important parameters such as load balance on edge server, network proximity,

and user-perceived latency. The mechanism is responsible to direct user requests to

the selected CDN server through a special purpose DNS server.

Several issues and decisions are involved in managing the entire CDN infrastruc-

ture, for instance, the placement of edge servers [29], the placement of contents, and

on which cluster of servers to copy each piece of content [30]. Most of their works

focus on the selection and assignment of contents to servers. Several issues related

to the architectures of CDN, for instance, the authors surveyed the content-oriented

networking (CON) by decoupling contents from hosts at the networking level in [31].

The architecture of CON is characterized by four main blocks: 1) How to name the

contents. 2) How to locate the contents (routing). 3) How to deliver/disseminate

the contents. 4) How to cache the contents in the network. Towards these chal-

lenges, many solutions have been proposed. For instance, CCN [32] and TRIAD [33]

introduced a hierarchical structure to name a content file. LANES [34] proposed a

clean-slate architecture consisting of modular rendezvous, routing, and forwarding

functions for the routing of contents.

PMA-CDN is the recent technology developed with the increasing importance of

D2D and V2X systems. PMA-CDN is a hybrid architecture which takes advantage
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of the benefits of both PMA system and CDN to spread contents between movable

peers. The architecture of PMA-CDN can be generally divided into two main groups:

centralized and decentralized architecture regardless of the complicated design of it.

In the centralized architecture, peers register itself inside the storage of central

base station. The request-routing information is first delivered to the central BS.

With some constraints and optimization consideration, the BS will decide which peer

with the required content to deliver to the requester. If no proper peer available in

the peer list of BS, it may directly serve by itself.

In the decentralized architecture, the peer-to-peer overlay is managed by the des-

ignated tracker-peers which are selected. A peer joining the decentralized system will

continually contact with a nearby tracker-peer to obtain a list of active peers with

the desired content [28]. If a threshold such as time limitation reached until finding

the desired content, the tracker-peer would request the missed content from an edge

server.
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Chapter 3

Social Relationship Analysis

In this chapter, we will give the analysis and experiments of social relationship pre-

diction. Meanwhile, we will show how to modify the existed methods, which are

successful in social link prediction, into our own situation to predict whether two

persons will meet in the future.

3.1 Analysis

One hard-to-solve problem remaining in this research is to predict whether two per-

sons will meet in a short future given some contacting history. It is kindly similar

to the link prediction problem, which sometimes is used to predict and recommend

friends or followers in social networks. And the most commonly used algorithms test-

ing method is to remove some links in a social network or called social graph and to

predict whether there were some links existing or not.

Link prediction somehow can be referenced for predicting whether two persons

will meet tomorrow for the below reasons:

1) The contacting history can be seen as a graph with each user as a node and

whether two persons have met decides there should have a link between these two

nodes or not.

2) The future contact link can be seen as the testing link is given history links as

training.

3) Humans tend to have periodic behaviors over a large-scale time domain.
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Whereas, the traditional link prediction algorithms may not be the best choice for

this task. Most of these algorithms do not take the time variance into consideration,

which means they can do a job either on a static graph or a graph whose link may

exist in a long future. Even though we have such considerations, we still try to use

link prediction methods to evaluate our task until finding some better methods.

Hence, to study link prediction is essential to work.

Link prediction is the problem of identifying interactions between nodes shortly

given the snapshot of networks at a point of time, which is well-studied in social

network and co-authorship graphs. There are several successful applications like

link recommendation on Facebook or Twitter, recommending potential co-authors,

recommending potentially bought goods for customers.

3.2 Dataset Illustration

In this report, we will have two parts of datasets. The first part is collected by Stan-

ford network analysis project (SNAP) and includes their Facebook friends dataset[35],

which includes 4039 nodes and 88234 edges for Facebook in total. We will use this

dataset to evaluate the algorithms mentioned in the state-of-arts and compare them

mainly based on the receiver operating characteristic (ROC), average precision (AP),

and runtime.

The second part is collected by MIT[36], they followed ninety-four subjects using

mobile phones pre-installed with several pieces of software that recorded and sent

the researcher data about the Bluetooth devices in proximity of approximately five

meters. The subjects from this study consisted of students and staff at a major

university during the months between September 2004 and June 2005. Then the

contact information is recorded according to the Bluetooth scanning history. We

continually choose 25 weekdays because subjects are inactive and may not meet at

all on weekends.
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Table 3.1: Graph Statistics
Property Facebook MIT25 days MIT1 day
density 0.01082 0.5295 0.026
avg degree 43.7 22.98 2.75
avg clustering coefficient 0.606 0.530 0.209
num connected components 1 11 44
transitivity 0.519 0.522 0.349
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We will try several methods on the Facebook and twitter dataset to see the perfor-

mance of algorithms and then we will also test the second part dataset to see whether

these algorithms could generate a good result on predicting whether two persons will

meet tomorrow given five days history.

3.3 Data Statistics Analysis

Since different algorithms may have different performance due to the variances of

datasets, it is important to understand the dataset itself and then to understand the

algorithms.

The objective of the preliminary analysis was to understand the structural prop-

erties of these datasets and how they are different from each other.

The table 3.1 clearly shows that these four datasets have totally different proper-

ties which indicate that the same link prediction algorithm may have different perfor-

mance. We also analyze the degree distribution for Facebook, MIT25 days and MIT1

day dataset.

The figure3.13.23.3 have shown totally different degree distributions on the three
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datasets. Most of the users have the degree number less than 10 in the Facebook

dataset, and the fraction goes down when the degree number increases. Whereas, the

distribution in MIT dataset appears disordered and not similar to Facebook distri-

bution. One reason is that the dataset size is small. Another non-negligible reason

is that the nature of the two problems is different. In the social network, the links

contain the history information itself. If one has ”followed” another in Facebook and

have a ”friend” relationship in a Facebook social network, then this link may not

change in a long time. And it’s easy for a person to add a contact with more than

100 people in the Facebook network. However, it may be difficult for a person who

can get near in five meters with 100 people in a short time. Hence, to study the

task whether and when will two person meet is not a simple copy-based work to link

prediction.

3.4 Results

In this part, we will implement the methods introduced in the aforementioned section

on the datasets. And we will also try to use these algorithms on our prediction task.

Whereas, our task to predict future link could not directly be utilized as input for

these algorithms. So, it is natural to modify the dataset. In this case, we use the

history link of the past five days as a training graph and the predicting day graph as

the testing set. Moreover, we do such things over twenty-five weekdays and output

the average result. We will evaluate the performance of ROC, Average Precision of

each method for each dataset by utilizing adamic-adar, jaccard coefficient, preferential

attachment, spectral embedding, node2vector, and variational graph auto-encoders.

Here, we first put the Facebook results to analyze which algorithms will generate

the best performance. Then, we will use these algorithms to analyze the MIT dataset

and to show whether it will generate a good performance or not. Finally, we will

see the task as a classification problem and utilize some simple machine learning
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Figure 3.4: Facebook Average Precision & ROC & running time results
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Figure 3.5: MIT Average Precision & ROC results

algorithms to test our intuitive feeling about this problem.

Fig 3.4 shows the AP, ROC and running time of Facebook dataset using the

proposed algorithms. The best result can get around more than 97% of accuracy,

while in the worst case, the result is around more than 82%. Combing with the time

consuming, it could almost directly distinguish that spectral clustering (embedding)

outperforms than other algorithms. However, in fig.3.5, the performance of those
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Figure 3.6: MIT Average Precision & ROC results using conventional ML

algorithms on MIT dataset is not as good as those on the Facebook dataset. The

maximum results of AP and ROC are both around 81%, the worst AP is around 45%

and the worst ROC is around 47%. Since the size of MIT dataset is much smaller than

Facebook dataset and an only partial group of people are recorded in MIT dataset,

we believe which are the causes making the algorithms performing worse on MIT

dataset.

More or less, we could get some results from the link prediction algorithms though

it is not designed to predict such tasks. In fig.3.6, we use several conventional machine

learning classification algorithms such as k-nearest neighbor (kNN), decision trees,

logistic regression, linear regression, and SVM to test our task. In the dataset, we

create features for each link by using the two nodes common neighbors generated from

five days of history as link weight. To our supervise, the algorithm of kNN shows the

best performance for average precision being 88% of accuracy and 92% for ROC.
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Chapter 4

System Overview

Our proposed system is a top layer design to propagate the delay-tolerant contents

upon a general D2D communication system. Recently, the general design of a D2D

communication system is mainly composed of three layers [10]: the physical layer,

the social layer, and the content layer.

The physical layer is composed of the physical constraints on D2D communica-

tions, such as the minimum communication distance, minimum contact duration,

power consumption, and spectrum resource allocation. The link between two users

in this layer satisfies the physical connectivity requirements. The social layer mainly

relates personal information of mobile users, such as their social affinities and rela-

tionships. This layer reveals the security concerns about users. If two users have a

link between them, they may mutually trust each other. The content layer has always

been neglected in most D2D communication systems, because it is assumed that mo-

bile users are willing to contribute their storage resources and energy resources for

the content delivery of other users. However, a well-designed D2D-assisted CDN for

practical implementation should take this layer into consideration.

At the beginning of contents delivery process, the network operators will firstly

select several mobile users who subscribed those contents. Before the expiration

of the delay-tolerant contents, those users who received the first-hand contents will

deliver them to other subscribers through D2D communications. In this process,

the successful transmission will be recorded as a transaction into the database of

network operator. Before the moment of content expiration, the network operators
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will deliver the content to those users who are failed to receive contents from D2D

communications. Once expired, the operator will analyze the received transactions

and make a smarter MCP selection based on the analysis.

The transactions constitute the observation layer, which is a complex combination

of all three layers and is the most directive presence to the network operators. Such

an observation may be represented by a text-based file, in which it records the public

data of when and who have shared which contents, etc. To simplify the transaction

records, we propose an abstraction < contentk, timet, users, userr > to represent the

content ck is delivered from user us to user ur at time t. The observation is also

sensitive to the initial selected MCP. Given the same three layers but with different

initial sets of MCP, the observations may vary due to the different content delivery

processes.

The content propagation follows the request-routing scheme in the conventional

CDN systems [28], where the subscribers broadcast the requirement of some content

chunks to content provider’s edge servers. In our designed D2D-assisted CDN system,

we follow the similar way except for that MCP can be the content provider and the

delivery of a content is only involved in the content provider and receiver without the

control of edge servers. The content subscribers will broadcast their desired content

chunks periodically through near-field communication protocols, such as Bluetooth.

If a nearby users have the required content and their aforementioned three-layers

relationships satisfy the constraints previously designed based on their own profits,

then the content will be transmitted from the carrier to the subscriber.

The judgment on whether the three-layer relationships satisfy is only perceived

between the sender and receiver. The network operators are merely aware of the ab-

straction of transaction, and thereby cannot retrieve private information. Therefore,

such a process will never leak any private information to others.
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Chapter 5

Problem Formulation

In this section, we firstly build a mathematical model for content distribution based

on the conventional assumptions of D2D communications. Then, according to our

privacy assumptions, we reformulate this problem and build a top layer graphical

model upon it.

Given a community U which is composed of a group of mobile users {u1, u2, u3, ..., uN},

each user ui in U subscribes to several content chunks from the set C = {c1, c2, c3, ..., cK}

provided by the content provider (CP). The subscription information is denoted as

Θ.

We assume that some mobile users may be motivated by discount packages from

the CP if they would act as MCP to store contents chunks and forward them to other

subscribers through D2D communications. It is also worth noticing that there may

exist other users who are oblivious to the discount packages and unwilling to function

as MCP. For fairness and simplicity, we assume that mobile users have their own

preference to choose trusted subscribers for carrying out content delivery.

From the network operators’ viewpoint, offloading content delivery tasks to D2D

communications decreases the operating cost and energy consumption for network in-

frastructures. Hence, we define a reward function Rw(U,C,Θ) for network operators

as the total cost saved by offloading content delivery tasks through D2D communica-

tions, where a cost is a high-level abstraction of the expenditure by storing contents

in the edge servers or delivering contents to subscribers through wireless channels.

To maximize the benefits of network operators and make sure that contents can
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be successfully disseminated by D2D communications, it is required to design a subtle

scheme to select the most suitable set of mobile users to act as initial MCP.

Given that contents vary in popularity and size, the weights of various con-

tents representing importance are different. We define a normalized weight function

W (ck) = |ck|p∑k=K
k=1 |ck|p

for each content, where |ck| is the number of subscribers for con-

tent ck, and p is an adjustable parameter allowing network operators to adjust the

weights according to their own priority. Consequently, we define the reward function

for each content as the total number of successfully delivered contents through D2D

pairs by the corresponding weight.

To prove the feasibility of our proposed method for a generic underlay D2D com-

munication protocol, we formulate our reward function Rw(U,C,Θ) with as many

constrains as possible:

Rw(U,C,Θ) = max
IMCP

∑
ui,uj∈U

∑
ck∈C

W (ck)I(ui → uj, ck) (5.1)

subject to

D(ui, uj) < Dmax D istance constraint

P (ui → uj) < Pmax(ui) Energy constraint

T (ui, uj) > Tmin T ime1 constraint

uj ∈ S(ui), ui ∈ S(uj) Relation constraint

ck ∈ C(ui), ck /∈ C(uj) Content constraint

|C(uj)|+ 1 ≤ Cmax(uj) Storage constraint

ck ∈ T (uj), Preference constraint

T (ck) < Texp, T ime2 constraint,

where ui is an arbitrary user who is willing to function as one of MCP and uj is the
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other user from the group U; I(ui → uj, ck) is an indicator to show whether user ui

successfully deliver the content ck to user uj, which can be explicitly given infra:

I(ui → uj, ck) =


1, f(D,E, T1, R, C, S, P, T2) = 1

0, otherwise,

(5.2)

where f(D,E, T1, R, C, S, P, T2) is a function defined by a general D2D communica-

tion system. The indicator equals to 1 if and only if f(D,E, T1, R, C, S, P, T2) = 1

are satisfied. The constraints are explained as follows.

The distance constraint limits the maximum physical distance between two mobile

users for setting up a successful D2D transmission, which is regulated by the proto-

cols of near-field communications. The energy constraint aims at delivering contents

between users at a preset transmission rate and energy consumption. The time con-

straint stipulates a minimal contact duration for receiver and transmitter to finish a

content delivery. The relation constraint defines the trustfulness of a mobile user so

that the D2D transmissions are enabled only when a trusted user is in the potential

MCP. Content constraint regulates that content ck is available in the cache of user

ui. The storage constraint ensures that the storage space of user uj will not be filled

up with contents and thereby overflow can be avoided. The preference constraint in-

dicates that the content ck is requested by uj. Moreover, the delivery time of content

ck should not exceed the expiration time.

Even though we considered all possible constraints for generality, it is worth to

noticing that each user may have different preference towards the constraints men-

tioned above. For instance, some users may not care about whether the received

content is from a trustworthy user or not, and some may not consider the associated

energy consumption.

In most cases, the content delivery process is a random process, which intuitively

leads us to focus on the resultant outcome, instead of complex intermediate process.
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Hence, we transform the (5.1) to the following expression by maximizing the expected

reward:

Rw(U,C,Θ) = max
M

∑
ck∈C

W (ck)
∑
ui∈U

Prck(xui = 1|mk)

= max
M

∑
ck∈C

W (ck)
∑
ui∈U

Prck(xui = 1,mk)

Prck(mk)
,

(5.3)

where xui = 1 indicates that user ui has successfully received a content. M is a K ×

N content-user matrix to store the initial assignments for each content and user; mk

is the kth row vector of M, which stores the initial assignment for content ck.

Following the rationale given above, the best initial MCP selection problem is

defined as follows:

M∗ = arg max
M

E [Rw(U,C,Θ)|M] , (5.4)

subject to the above constraints defined in (5.1), and E represents the expectation

operator.

There might be multiple solutions of M to (5.4). For instance, we can randomly

add one user into IMCP , whose content is not delivered by D2D transmission, without

decreasing Rw(U,C,Θ). Therefore, to make the problem more precise, we impose

one additional constraint to (5.4) requiring that the summation of all values in M is

as small as possible.

Moreover, according to our privacy assumption that the constraints are transpar-

ent to the network operators and only the observations are available to them, the

above initial MCP selection problem is transformed into the following form:

M∗ = arg max
M

E [Rw(U,C,Θ)|O,M] (5.5)

subject to

min
∑

mi,j∈M

M,

where i, j represents the row and column of M, and O denotes the observations.
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Chapter 6

Methodologies and Solutions

Solving the problem formulated in (5.5) involves two challenges:

Challenge I: Given observation O, how to effectively calculate (predict) the re-

ward value for an arbitrary initial M?

Challenge II: Assuming Challenge I can be solved, selecting the optimal initial

MCP is typically an NLBIP problem [37], how to find an acceptable sub-optimal

solution with moderate computational power?

6.1 Challenge I

It is always a challenge to determine the probability Prck(xui = 1|mk). One naive

method is to model by:

Prck(xui |mk) =
Nck(xui = 1,mk)

Nck(mk)
, (6.1)

where Nck(·) represents the number of receivers requesting content ck from the ob-

servations.

However, such a method raises several issues. Firstly, to represent Prck(xui =

1|mk) more precisely, an extremely large dataset of N2N elements is necessary to

record all possible values of Prck(xU). Secondly, since the daily mobility patterns of

users will change, it is impossible to utilize this method to make any correct prediction

on the next-day delivery of contents.

Therefore, to avoid these issues, we propose an undirected graphical modelG(V,E)
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based on the observations, by which a bijective mapping relation between vertex vi

in V and ui in U can be constructed and the random variable xvi equals to xui . The

edge e(vi, vj) represents whether ui and uj have a link observed in O for any content.

Here, we prove that our proposed undirected graphical model is a Markov random

field (MRF) by the following Markov properties. For the following, we use the symbol

⊥ to denote statistical independence between two variables.

Property 1. (Pairwise Markov property)

Any two non-adjacent variables are conditionally independent given all other vari-

ables: xvi⊥xvj |xV \{vi,vj}

Property 2. (Local Markov property)

A variable is conditionally independent to all other variables given its neighbors:

xvi⊥xV \Nvi
|xNvi

Property 3. (Global Markov property)

Any two subsets of variables are conditionally independent given a separating subset:

xA⊥xB|xS where every path from a node in A to a node in B passes through S.

Proof : Since Koller and Friedman have proved that all these Markov properties

are equivalent [14], for simplicity, we only prove the local Markov property for the

proposed graphical model as follows.

Given O, for any vi, considering a sub-graph of G, where only the links that other

users deliver a content to ui are kept, denote the set of neighbors of vi in this sub-

graph as Nin(vi). For any other vj 6∈ Nin(vi), we have xvi⊥xvj if ui and uj have met

but do not satisfy the constraints proposed in (5.1), or xvi⊥xvj |xNin(vi) if ui and uj

satisfy the constraints but the content has been delivered to user ui by other users.

Now, considering a sub-graph of G, where only the links that other users receive

a content from ui are kept, denote the set of neighbors of vi in this sub-graph as

Nout(vi). For any other vj 6∈ Nout(vi), if the received content of uj is delivered by any



35

uk ∈ Nin(vi) through the process defined in (5.1), then xvi⊥xvj |xvk is valid. If the

received content of uj cannot be delivered through any path from any uk ∈ Nin(vi),

then xvi⊥xvj . To summarize, for any vj 6∈ N(vi), xvi⊥xvj |N(vi). The local Markov

property has been proved. �

According to the Hammersley-Clifford theorem [38], the joint probability distri-

bution of any MRF is equivalent to a Gibbs distribution on that graph. We can now

specify the joint probability distribution regarding local functions by defining the po-

tentials on every maximal clique. The Gibbs distribution of xV takes the following

form:

Prω(xV ) = Prω(xv1 , xv2 , ..., xvN ) =
1

Z(ω)

∏
c∈C

ψc(xc, ωc), (6.2)

where ω is the parameter vector which needs to be trained by O. C is the set of all

maximum cliques [39] in the graph G. Z(ω) is called partition function or normalizer

function and defined as follows:

Z(ω) ,
∑
x

∏
c∈C

ψc(xc, ωc). (6.3)

In most cases, ψc(xc, ωc) can be written as follows:

ψc(xc, ωc) = eφc(xc)
Tωc , (6.4)

where φc(xc) is a feature vector derived by xc. Here, we utilize an indication vector

with 2|c|+2|c| elements to represent the features, where the first part of each indication

represents the possible value of |c| random variables and the second part of each

indication represents the possible value combination of |c| random variables. For

instance, if c = {xm, xn}, then φc(xc) = [I(xm = 0), I(xm = 1), I(xn = 0), I(xn =

1), I(xm = 0, xn = 0), I(xm = 0, xn = 1), I(xm = 1, xn = 0), I(xm = 1, xn = 1)].

Therefore, we can obtain the optimal parameter ω by maximum likelihood estima-
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tion (MLE) on the log-likelihood function according to the observation dataset using

the following criterion:

ω∗ = arg max
ω

logPrω(xV )

= arg max
ω

(∑
c

φc(xc)
Tωc − logZ(ω)

)
.

(6.5)

Since MRFs are in the exponential family [40], we know that this function is

convex in terms of ω. Therefore, we can easily find the unique global maximum by

using gradient-based optimization methods.

Theoretically, we can calculate the joint probability Prck(xV ) given the observa-

tion dataset of content ck and the optimized ω∗. Moreover, we can calculate the

conditional probability Prck(xui = 1|mk) conditioned on an arbitrary node to calcu-

late Rw(U,C,Θ) given any M.

In order to calculate arbitrary Prck(xui = 1|mk), we need to summarize the prob-

ability over all other variables in xV except for xvi . However, the exact inference is

both time and storage consuming due to the large number of entries of Prck(xV ),

which equals to 2N , where N is the number of variables in xV .

Therefore, to solve this problem, one practical way is to utilize the loopy belief

propagation (LBP) [41], which is also known as the sum-product message passing. It

is a message-passing algorithm for performing approximate inference on complicated

graphical models and has been successfully adopted in artificial intelligence and in-

formation theory. It can calculate the marginal distribution for each unobserved node

conditioned on any observed nodes by message-passing. Consequently, it is possible

to calculate the conditional probabilities without storing all entries.

We present the LBP algorithm and how it is tailored for our scenario as follows:

(1). Constructing the Cluster Graph

Construct the original graph into a cluster graph, the derived graph is also undirected.
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Each node of the new graph represents a cluster of nodes in the old graph and the

edges inside the derived graph represent the link between the clusters of old graph.

Typically, we can construct the cluster graph according to the maximum cliques C,

and each new node represents one cluster c ∈ C. Therefore the derived graph is a

pairwise graph[14].

(2). Message Passing

For two arbitrary clusters ci and cj, if ci ∩ cj 6= ∅, denote sij = ci ∩ cj. Then it

is obvious to obtain that sij = sji. Moreover, denote that mij(xsij) represents the

message passed from cluster ci to cj. According to the belief propagation algorithm,

the following relation is obtained:

mij(xsij) =
∑
ci\sij

ψ(xci , w
∗)

∏
k∈Ni\cj

mki(xski)

, (6.6)

where Ni represents the neighbors of cluster ci. Given the initial values, the messages

mij will iteratively update until converge.

(3). Summarize Beliefs

The believes are given by:

βi = ψ(xci , w
∗)
∏
k∈Ni

mki(xski). (6.7)

Combining with Pr(xci) ∝ βi and
∑

xci
Pr(xci) = 1, it is easy to known that

Pr(xci) =
ψ(xci , w

∗)
∏

k∈Ni
mki(xski)∑

xci
ψ(xci , w

∗)
∏

k∈Ni
mki(xski)

. (6.8)

Therefore, by the sum-out rule [14], each pr(xui=1) can be simply calculated by sum-

marizing all Pr(xui=1, xc\ui), where ui ∈ c. Consequently, we can also calculate any

conditional probability Pr(xc|xu = 1) by re-assign the potential function ψ(xc, w
∗) as
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the following:

ψ(xc) = ψ(xc)δ(xu∩c), (6.9)

where δ(xu∩c) = 0, unless xu∩c = 1. Therefore, we can efficiently calculate Prck(xui =

1|mk) by such a method.

6.2 Challenge II

We aim at finding an applicable method to solve the NLBIP problem, which typically

does not have standard solutions in polynomial time. Since, in our specific problem,

this is no any dominant formulas for Prck(xui = 1,mk), even though we can somehow

calculate the algorithm proposed above. One possible method to solve this problem is

the evolutionary algorithm [42]. However, it cannot guarantee that the performance

is improved after each iteration. The constraint in our assumptions is simple, and

thereby what we only need to care about is that the contents assignment should not

exceed the storage of initial MCP. Therefore it is applicable to utilize some greedy

algorithms to solve the above-mentioned problem.

Typically, the time complexity to solve (5.5) is 2KN by enumerating all the possible

values of M. A greedy algorithm will make the time complexity decrease to K2N by

sorting the contents according to their weights and maximizing the reward for each

content distinctively.

First, assume K = 1, which means that there is only one content available to be

broadcast. To find the solution to (5.5) in this case by acceptable time complexity,

we propose the following method.

Greedy Rule 1. Iteratively select one MCP into the existed initial MCP, which

maximizes (5.3), until the reward stops increasing.

Assume δ(ux) is the extra increased reward attained by adding ux into the existed

content carrier group EG. Because we consider only one content in this case, it is
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convenient to assume that the content weight of this content is 1. Also, assume the

symbol SetEG
(ux) to represent for the set of users, who receive contents because of

adding ux into EG, and it is easy to observe that ux ∈ SetEG
(ux). We use the symbol

|S| to denote the size of a set S. We further assume that one of the optimal solution

uopt to (5.5) needs m users {uopt1 , uopt2 , ...uoptm} as initial content carriers and there

will be T users receiving contents after the D2D transmission stage.

Before proving that the generated MCP by following Greedy Rule 1, we should

prove some lemmas, which will simplify the proof.

Lemma 1. For any set of users uS = {us1 , us2 , us3 , ...},
∑

usi∈uS
δ(usi) ≥ δ(uS)

satisfies for any EG.

Proof : It is easy to know that δ(usi) = W (|SetEG
(usi)|) and δ(uG) = W (|SetEG

(uG)|).

Therefore, we can prove the lemma as follows:

∑
usi∈uS

δ(usi) = W
∑
usi∈uS

(|SetEG
(usi)|)

≥ W (|SetEG
(us1) ∪ SetEG

(us2) ∪ ...|)

= W (|SetEG
(uS)|) = δ(uS)

(6.10)

�

Lemma 2. Given uopt = {uopt1 , uopt2 , ...uoptm} as one of the optimal set, then for any

ux, we can obtain the following |SetEG
(ux) \ {SetEG

(ux) ∩ Set∅(uopt)}| ≤ 1 for any

EG.

Proof : Assuming there exist at least two users {ui, uj} ∈ SetEG
(ux)\{SetEG

(ux)∩

Set∅(uopt)}, then we can add either ui or uj into uopt, which makes resulted uopt enlarge

the reward of (5.3), and thus contradicts to the assumption that uopt is the optimal

set. Therefore, |SetEG
(ux) \ {SetEG

(ux) ∩ Set∅(uopt)}| ≤ 1, which also indicates that

either SetEG
(ux) belongs to Set∅(uopt) or only one user belongs to SetEG

(ux) but

outside of Set∅(uopt). �
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Lemma 3. Given uA = {ua1 , ua2 , ..., uax} is a set selected following Greedy Rule 1,

then |Set∅(uopt) \ {Set∅(uA) ∩ Set∅(uopt)}| ≤ m.

Proof : Assuming there exist at least m + 1 users in set Set∅(uopt), who cannot

receive contents through D2D communications from uA. Then, there must be at

least two users, whose contents can be forwarded by users in uopt. Therefore, we can

include these two users into uA, which will enlarge the reward of uA and contradict

to the Greedy Rule 1. This indicates that at most m users in set Set∅(uopt) cannot

be forwarded by uA, and thus δ(uA) ≥ T −m− x. �

Given the proofs of lemma 1-3, we can present the performance of the generated

MCP by Greedy rule 1 is a sub-optimal solution to (5.5). Moreover, we can also

derive the difference between the proposed result and the optimal result. The proof

are shown as follows.

Theorem 1. The final composition of MCP, following Greedy Rule 1, is a sub-optimal

solution to (5.5), and in the worst case, the reward difference between the proposed

result and the optimal one is no more than W (ck)
(
log m

m−1

(
T
2m

)
+ 1
)

.

Proof : According to the selection policy, we assign a content to one user who

can deliver it. Then, we assign a content to another user who combines with a former

user that can broadcast the content. We continue repeatedly until the recently added

user can not provide any reward according to (5.3). Now, we obtain the sequence of

users ua1 , ua2 , ..., uax , where x is a variable that need to be calculated.

Since ua1 is the best selection for the first step, we can derive the following results,

δ(ua1) ≥ max{δ(uopt1), δ(uopt2), ..., δ(uoptm)}

≥ davg{δ(uopt1), δ(uopt2), ..., δ(uoptm)}e

≥ δ(uopt1) + δ(uopt2) + ...+ δ(uoptm)

m

≥ δ(uopt1 , uopt2 , ..., uoptm)

m
=
T

m
,

(6.11)



41

where the first inequality satisfies because of the best user selection policy and the

last inequality is due to Lemma I.

Thereby, EG = {ua1}.For ua2 , according to the selection policy, it must satisfy the

following relation,

δ(ua2) ≥
δ(uopt1 , uopt2 , ..., uoptm)

m

≥ min(
T − δ(ua1)

m
,
T − (δ(ua1)− 1)

m
),

(6.12)

while the first inequality is similar to the above analysis and the second inequality is

because of Lemma 2. Hence, EG = {ua1 , ua2}.

We can analyze iteratively in a similar way. For uax , we obtain,

δ(uax) ≥
T − δ(ua1)− δ(ua2)− ...δ(ua(x−1)

)

m
. (6.13)

Now, EG = {ua1 , ua2 , ..., uax}.According to the selection policy, we know that

δ(uax) ≥ 2 satisfies even when δ(uax) gets its minimum value.

T − δ(ua1)− δ(ua2)− ...δ(ua(x−1)
)

m
≥ 2. (6.14)

Moreover, similar to the proof in the Lemma 4, we can get the minimum value of∑i=x−1
i=1 δ(uai) = T (1− (m−1

m
)x−1), the equality satisfies when δ(uai) = T

m
(m−1

m
)i.

Therefore, from the inequality 6.14, we can get the following:

T − T (1− (m−1
m

)x−1)

m
≥ T −

∑i=x−1
i=1 δ(uai)

m
≥ 2. (6.15)

After simplifying the above inequality, we get the following:

x ≤ log m
m−1

(
T

2m

)
+ 1. (6.16)



42

Then, the difference between the optimal solution and the proposed solution is

T −m− (T ′ − x) ≤ T −m− (T −m− x) = x, (6.17)

where T ′ is the overall reward obtained by EG. The inequality satisfies because of

Lemma 3. �

As a result, we give an upper bound of this greedy method. Even though the

upper bound is not very tight, for instance, if m = 2, then x ≤ log2(T )− 1, it is also

worthy to mention that the time complexity is xN , which is much more smaller than

2N .

According to the Lemma 4 and based on the Greedy Rule 1, we propose a more

tight greedy algorithm.

In the following part, we utilize x = x+ T − T ′ to denote the number of users in

initial MCP to ensure that all users could receive the content after D2D transmissions,

where T − T ′ represents those users who do not contribute to the reward. It is easy

to know that x ≥ m. Here, we present the second algorithms.

Greedy Rule 2. Iteratively assume that m = x − 1 until reaching some thresholds.

During each iteration, we check whether Lemma 4 satisfies. If yes, continue iteration;

If not, we find the first δ(uai) that violates to the lemma and re-select ua(i−1)
, whose

δ(ua(i−1)
) is 1) the next-maximum and 2) satisfies the inequality mentioned in the

lemma. If the δ(ua(i−1)
) can not meet the requirements, we re-select a prior user

following the same requirements until Lemma 4 satisfies.

Before presenting the proof of Greedy rule 2, it is required to prove lemma 4,5 at

first, which could simplify the proof of theorem 2.

Lemma 4. Given uA = {ua1 , ua2 , ..., uax} is a set selected following the Greedy Rule

1, if δ(uaj) ≥
T+(x−m)−

∑i=j−1
i=1 δ(uai )

x−(j−1) satisfies, then uA can generate the same reward as

an optimal set.
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proof : If uA can generate the same reward as an optimal set, then
∑i=x

i=1 uai =

T + x−m.

Since the set uA is selected following the Greedy Rule 1, it is easy to know that

δ(uaj) ≥ δ(uai) for any j ≤ i.

Therefore, δ(uaj) is jth largest value in uA and δ(uaj) ≥ avg{δ(uaj), δ(ua(j+1)
, ..., δ(uax))} =

T+(x−m)−
∑i=j−1

i=1 δ(uai )

x−(j−1) .

Now, we also prove that the above inequality is also a tight bound for δ(uai).

Firstly, we prove that δ(ua1) + δ(ua2) ≥
2(T+x−m)

x
.

Assume that δ(ua1) = (T+x−m)
x

+ ∆, where ∆ ≥ 0

δ(ua1) + δ(ua2) ≥
T + x−m

x
+ ∆ +

T + x−m− (T+x−m
x

+ ∆)

x− 1

=
2(T + x−m)

x
+
x− 2

x− 1
∆ ≥ 2(T + x−m)

x

(6.22)

It is easy to prove (6.22), where the second inequality satisfies due to x ≥ 2. And

δ(ua1) = δ(ua2) = T+x−m
x

, the equality satisfies.

Secondly, according to the rule of mathematical induction, we can calculate that∑i=j
i=1 δ(uai) ≥

j(T+x−m)
x

, for any 1 ≤ j ≤ x. Only when δ(ua1) = δ(ua2) = ... = δ(uax),

the symbol = satisfies for each inequality.

Therefore, if we can select a set satisfies the above conditions, then this set is

optimal. �

Lemma 5. Given a set uA = {ua1 , ua2 , ..., uax} is generated from last iteration from

Greedy Rule 1, at this iteration, if δ(uaj) is the first cannot satisfies the inequal-

ity mentioned in Lemma 4, then δ(uai) cannot satisfies the inequality mentioned in

Lemma 4 for any i ≥ j.

Proof : Because δ(uaj) <
T+(x−m)−

∑i=j−1
i=1 δ(uai )

x−(j−1) , then it is easy to infer that

δ(uaj) <
T+(x−m)−

∑i=j−1
i=1 δ(uai )−δ(uaj )
x−j) . And since δ(ua(j+1)

) ≤ δ(uaj), then we know
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δ(ua(j+1)
) cannot satisfies the inequality mentioned in Lemma 4. Similarly, we can

prove this assertion for any δ(uai) with i ≥ j. �

Theorem 2. After each iteration in Greedy Rule 2, there is always a MCP satisfying

Lemma 4 and the result of this MCP is at least the same as last one.

Proof : The optimal set uopt = {uopt1 , uopt2 , uopt3 , ....} satisfies Lemma 4, and the

resulted set after appending any u 6∈ δ(uopt) into the uopt also satisfies Lemma 4.

Therefore, in the worst case, the Greedy Rule 2 can always generate an optimal MCP

satisfying Lemma 4.

Assume there is a set uA = {ua1 , ua2 , ...uax} generated from last iteration and

m = m′ + 1 and a set u′A = {u′a1 , u
′
a2
, ...u′ax} generated from this iteration and m =

m′. We further assume that uai = u′ai for i = 1 to j − 1, which means these uai

satisfy the Lemma 4 when m = m′. For the simplicity of notation, we assume that

a = T + (x−m′)−
∑i=j−1

i=1 δ(uai) and b = x− (j − 1).

According to the Greedy Rule 2, it can be easily to know that δ(u′aj) ≤ δ(uaj) and

δ(ua(j+1)
) ≤ a−δ(uaj )

b−1 . Combining with these inequalities, we can obtain as follows:

δ(uaj) ≥ δ(u′aj) ≥
a

b

δ(u′a(j+1)
) ≥

a− δ(u′aj)
b− 1

≥
a− δ(uaj)
b− 1

≥ δ(ua(j+1)
)

(6.23)

Assume δ(uaj) = a
b

+ ∆, where ∆ ≥ 0. Therefore, we can get the following:

δ(uaj) + δ(ua(j+1)
) ≤

a− (a
b

+ ∆)

b− 1
+
a

b
+ ∆

=
2a

b
+
b− 2

b− 1
∆.

(6.24)
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According to the Lemma 4, we can get the following iteratively:

i=x∑
i=j

δ(uai) ≤
(x− j + 1)a

b
+
b− (x− j + 1)

b− 1
∆

=
(x− j + 1)a

b
.

(6.25)

Similar to the proof in Lemma 4, we can show the following:

i=x∑
i=j

δ(u′ai) ≥
(x− j + 1)a

b
. (6.26)

Therefore, we can know that
∑i=x

i=1 δ(u
′
ai

) ≥
∑i=x

i=1 δ(uai), which means that we can

always generate a better result after each iteration. �

This theory means that we can iteratively update the MCP generated from Greedy

Rule 1. After each iteration, we can generate a new of MCP with a better perfor-

mance. Theoretically, we can finally achieve global optimal MCP. However, we can

also manually set a threshold to make a trade-off between the optimality and com-

putation complexity.

As for the content number K is greater than 1, we select the optimal MCP for

each content in parallel and take the ”most valuable first serve” policy, which means

if two contents have competence over one initial MCP, we assign the content with

higher weight to that MCP and re-find an optimal result for the lower weight content.

In total, such a method can generate an acceptable MCP for each content in a

limited time complexity. We further explain the MCP selection method in Algorithm

3.
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Algorithm 1: Greedy algorithm 1

Input: user list Ul, contents user want Uw, content id c and users capacity Uc
Output: greedy rule 1 result: MCP, increased reward: deltaRw, maximal

increased reward: Rw
1 Function Greedy1(Ul,Uw,c,Uc,MCP)
2 deltaRw =1;
3 while max(deltaRw) 6= 0 do
4 for u ∈ Ul do
5 if Uw[c][u]>0 and Uc[u]>0 then
6 deltaRw[u] = MRFalgo([MCP,u])-MRFalgo(MCP);

7 MCP = [MCP,argmax(deltaRw)];
8 Rw = [Rw,max(deltaRw)];

Algorithm 2: Greedy algorithm 2

Input: current iteration MCP , user list Ul, contents user want Uw, content
id c and users capacity Uc

Output: greedy rule 2 result: MCP
1 Function Greedy2(MCP,Ul,Uw,c,Uc)
2 x = length(MCP);
3 m = x-1;
4 while Rw satisfy Lemma IV do
5 m = m-1 ;

6 while Rw not satisfy Lemma IV do
7 i = firstNotSatisfy(Rw);
8 empty(MCP[i:end]);
9 Uc[MCP[i-1:end]] +=1;

10 MCP[i-1]=re-select(MCP[i-1],next-argmax);
11 Uc[MCP[i-1]] -=1;
12 Rw = Greedy1(Ul,Uw,c,Uc,MCP);
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Algorithm 3: Initial content carriers assignments

Input: weights of each content W , descending sorted contents list sCl, user
list Ul, contents users want Uw and users capacity Uc

Output: initial assignment MCP
1 Function MCPSelection(W, sCl, Ul, Uw, Uc)
2 for c ∈ sCl do
3 MCP[c][:] = Greedy1(Ul,Uw,c,Uc) ;
4 Uc = Uc - MCP[c][:] ;

5 while threshold not reached do
6 for c ∈ sCl do
7 Greedy2(MCP[c][:],Ul,Uw,c,Uc);

8 return MCP;
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Chapter 7

Experiments and Evaluations

The evaluation work is based on two scenarios. One experiment is on the simulated

dataset, whose data is generated from a mathematical model. Another one is on a

real world dataset, where the communication data is generated from real world.

7.1 Simulated Dataset

To evaluate the performance of our proposed system and algorithms, we build ex-

periments on the work of [43], where the authors developed a D2D communication

simulation tool upon a university and their mobility models involve several kinds of

people including staff, school students, university students and dependents.

(1) Users Mobility

Among them, 75% of users live in townhouses and 25% of users live in apartment

buildings, where their home and office locations are randomly chosen in university

campus buildings. The daily mobility patterns start by staying at home at the mid-

night until morning. Then, all those people will start moving to offices or campuses

and stay until lunch hours. After an average one-hour lunch break, faculties and re-

searchers go back to offices until evening. Students including primary and university

students will go back to the campuses and stay until 3:00. After then, a percentage of

people will go to the recreational and dining areas. Finally, most of the users return

home in the evening. The patterns are repeated daily for each user with different

random duration for each time following truncated Gaussian distribution.
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(2) Contents and D2D communication Parameters

In this simulation, thirteen types of contents are evaluated, which are subscribed by

different combinations of subscribers mentioned above. To generate enough informa-

tion which can be correctly analyzed, we further assume there are thirty contents in

each type. Table 7.1 shows the subscriber combinations for these contents. The ar-

rival time of each content are assumed at 7:00, at 12:00, 15:00 and 24:00, respectively.

The lasting duration of each content is assumed to be twenty-four hours before expi-

ration. Each content has a random size range from 250 MB to 350 MB. To evaluate

the performance of our proposed system for varied number of subscribers, we further

assume the number of subscribers are from 200, 300 and 400, respectively.

The D2D communication parameters are following the same assumptions in [43].

We follow the assumption that the bandwidth is 10 MHz between D2D communication

and the the fading constant is configured to be 3. Without losing generality, we assume

that the user personalized D2D communication distances are uniformly distributed

range from 5 meters to 10 meters and are fixed before the beginning of content

distribution process.

(3) Evaluation Setup and Results

To generate and collect the D2D contact records, we assume that the contents are

distributed following the system design.

The contents are delivered by the nearby base station (BS) to some randomly

selected subscribers at the different arrival time. During the delivery process, those

contents carriers will deliver contents to other subscribers according to the design

of D2D underlay communications. Assume that all subscribers who fail to receive

contents from D2D will receive the subscribed contents before the final moment of

expiration. Therefore, all subscribers will obtain their desired contents.

We collect those D2D records and apply the designed method on it to find the

most suitable first MCP. After that, we apply the selected MCP on the same contents
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Table 7.1: User subscriptions detail.
Contents ID Staffs School Students University Students Dependents

#1 1 0 0 0
#2 0 1 0 0
#3 0 0 1 0
#4 0 0 0 1
#5 1 0 1 0
#6 0 1 1 0
#7 0 1 0 1
#8 1 0 0 1
#9 1 0 1 1
#10 0 1 1 1
#11 1 1 1 0
#12 1 1 0 1
#13 1 1 1 1
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Figure 7.1: Results on simulated dataset for 200 persons.

distribution process and record the D2D performance as the result of our proposed

method.

Furthermore, considering the large number of subscribers in our system, one prac-

tical way is to reduce the parameters of the proposed MRF algorithm, thus, we divide

those subscribers into several clusters according to the collected records. Moreover,

we further assume those subscribers who are in the same cluster have the same MRF

parameters. For each subscriber, the user IDs of its D2D receivers and transmitters

are assumed to be its feature for clustering, where the clustering method can be easily

found from any popular programming tools such as Matlab.

The results are shown in Fig. 7.1-7.3. The time complexity to find the optimal
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Figure 7.2: Results on simulated dataset for 300 persons.
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Figure 7.3: Results on simulated dataset for 400 persons.

contents assigning strategy is O(2N), even previously given the real-time location

of each user, where N represents the number of simulated users. Due to the large

number of N , instead of finding the optimal strategy, we propose another method

as benchmark, where the users of contents assigning is selected according to users

mobility frequency. After each round of simulation, we sort the users according to

the number of locations it has visited, and select top-p percent of users as initial

MCP, where p ∈ {5, 10, 20, 30, 40, 50, 60}, then, we re-simulte it according to the

different selected initial MCP, and choose the maximal reward as benchmark. Here,

it is intuitively to be accepted that the most frequently moving users should be the

initial MCP.

For each figure, the black line represents the reward by the proposed method

and the blue line represents the reward by randomly selecting users to assigning

contents, and the red line represents the reward of benchmark method. For each
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Figure 7.4: Linear increasing of reward by the increasing of subscribers number

figure, from the left to the right, we firstly assign the contents to each initial MCP at

7:00,12:00,15:00,24:00. The x-axis represents the time since the initial MCPs received

contents, where we present the results every 4 hours. The y-axis represents the reward

defined by equation (5.3).

From the figures, we can observe that the reward of both the proposed method

and the benchmark method performs better than that of randomly selection method.

However, since the benchmark method requires the previously known of users mobility

frequency, which makes it impractical in real word. Even though, we can also observe

that our proposed method outperforms than others. It can also observe that the

reward of our proposed method increase linearly by the increase of subscribers number

from Fig.7.4, which means the performance of the proposed method will not change

by the increasing of subcribers.
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Table 7.2: Parameters used for three layers in realistic dataset.
Layers Parameters Values

Physical layer

Transmit speed 250 KB/s
Transmit range 5 m

Transmit method Bluetooth

Social layer
User affinity Survey collected

Communication threshold Reported affinity value ≥3
MCP percent 60%

Content layer
Content size 500 MB

Contents number 50
Number of contents users want Uniformly distributed between 5 and 50

User contents capacity Uniformly distributed between 5 and 50

Contents weights |Ck|p∑k=K
k=1 |Ck|p

p 5

7.2 Realistic Dataset for On-Line Scenario

In this section, we evaluate our system on the MIT reality mining dataset[36], which

followed 106 subjects (some are inactive) using mobile phones pre-installed with sev-

eral pieces of software that recorded and sent the researchers data about contact logs.

Moreover, a survey has been documented to illustrate their social affinities. We select

to leverage seven weekdays when most of the tested subjects are recorded. The D2D

communication records are generated by randomly selected users to carry contents

and serve as MCPs in Opportunistic Network Simulation (ONE)[44] tool.

Once, a user is scanned by another through the Bluetooth connection and their

recorded relationship in the dataset satisfies some thresholds mentioned in constraints

5.1, we assume there will be a content sharing between them and record this D2D

communication transaction into logs.

To collect the dataset and better simulate the reality, we assume some parameters

for the delivery process in Table II.

(1). Link Prediction Setup

In this section, instead of generating daily records and test it on the same day, we

propose to utilize the past days’ records to train our model. we analyze our model
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Figure 7.5: Process for on-line MRF model training

on the prediction of assigning contents to MCP on the next day given the historical

records of several previous days.

As realistic users will follow some patterns in their daily life and can be predicted

to some extent, we propose to utilize a technique called link prediction in machine

learning (ML) area to predict the MRF topology and combine with the past collected

records to train our model.

It is generally known that humans will follow some large-scale mobility patterns

periodically. In our dataset, the subjects are students and staffs in college, therefore,

each day is highly related to the past five days, which means we can use the historical

link information collected in these previous five days to predict the link of the next

day. Furthermore, since ML needs data to train models, we propose to combine the

past eight days as a whole, and any sequential five days user contact information is

treated as input and the next day user contact information as output. The machine

learning training steps are listed as follows:

1). We assume each user-user pair as an entry vector.

2). We generate three features from each day of the past five days for each entry,

which are composed by whether two users have shared content, the number of common
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receivers for these two users, the number of common senders of them. Accordingly,

we have fifteen features for each entry in total.

3). We use the decision tree (DT) [45] algorithm to train the ML model. DT is a

mature ML algorithm and can be easily applied in many data analysis applications.

After training the link prediction model, we formalize the records of the sequential

past five days before the test day by utilizing the above-mentioned method, and then

predict the link topology of the MRF model on that day. The processes of building

the MRF model in on-line scenario are represented in Fig. 7.5.

(2). Evaluation Setup and Results

We show our results from the ninth day to the thirty-fifth day, since the first eight days

are used to train the link prediction model for the ninth day. For the first eight days,

we randomly assign contents to users to generate records. For the following days, to

best fit the reality, we generate records by assigning contents to users according to

the results of our proposed method.

The performance is illustrated in Fig. 7.6, where cyan bars represent the rewards

obtained by utilizing our proposed method in the on-line scenario. The sub-optimal

initial MCP for the blue bars represented rewards is a benchmark, where the users

information such as location and contact duration during the testified period are

previously known to networking operators. The MCP are selected by utilizing the

Greedy Rule 2 due to the computation complexity of the NLBIP problem, where we

run the algorithms until the reward value converges. The initial MCP for the red

bars represented rewards are uniformly randomly selected given the probability mass

function is also randomly selected from 0 to 1.

To provide an insight into our proposed method, we define the reward loss ratio

as SubOptimalReward−ProposedReward
SubOptimalReward

· 100% and compare it between the on-line and the

random assignment scenarios. We also considered about the performance of off-line

scenario, where the simulation method is similar to that on simulated dataset. The
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Figure 7.6: Reward for each test day in the on-line scenario (the test days are from
9 to 35).

results are presented in Fig. 7.7. The black and purple lines represent the average

results of off-line and on-line loss ratios, respectively. As per result, the average

benefits loss ratio in the on-line scenario is around 9%, which is 1% higher than that

in the off-line scenario, which means our method can also perform as well in the

on-line scenario as in the off-line scenario. Therefore, it can be easily adopted in

practice.
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Chapter 8

Conclusions

In the first part of this paper, we studied four link prediction algorithms and compared

them on both Facebook dataset and MIT realty mining dataset. We detailedly illus-

trated the task similarity and difference between link prediction and future encounter

prediction and use dataset analysis graph to prove our point. In the results part,

we displayed the average precision, ROC and time-consuming results over different

methods for facebook dataset. And, we also tried the methods on MIT realty mining

dataset which did not prove to have a good performance. In the end, we proposed

to try some conventional machine learning classification algorithm which generated

results even better than those novel link prediction algorithms. To our surprise, KNN

performs best over five most commonly used classification algorithms.

Even though, the result is for predicting future encounter using KNN is high (88%

for average precision and 92% for ROC). We could not announce kNN classification

algorithm is the state-of-art for this task for several reasons. Firstly, the dataset size

is small, we only evaluated 106 subjects over 25 weekdays. Secondly, the community

only considered university staff and students who have a high chance to meet periodi-

cally every week. Thirdly, we did not care about whether they will meet other people

except for the test subjects, which may be an extern feature to affect the prediction

performance.

In the second part of this paper, we proposed a privacy concerned D2D-assisted

CDN for delay tolerant contents. The system avoids prying users privacy such as

affinities, preference, and physical locations. To realize it, we build an undirected
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probabilistic graphical model on the communication records of any general D2D un-

derlying network and utilize the techniques of MRF to find the optimal parameters

of the model. Moreover, to find the optimal initial contents assignments strategy,

we proposed a greedy algorithm, which can iteratively get a better result from the

last iteration, hence, the network operators can balance the optimization and time

complexity in practice. To make our model fit the collected records, ML techniques

are employed to train the MRF model in both the off-line and on-line scenarios. The

yielded results have shown that our proposed method outperforms in both situations.

Hence it can alleviate the dependence on external information about users and can

be quickly deployed in practice.

However, to give a detailed view of our proposed system, it is important to get a

complete and large dataset including a full version of persons that a subject has met.

And since it is impossible to get all subjects’ information about when and who they

met, we need to distinguish with center nodes and edge nodes for different subjects.

A center node is a subject who has recorded almost all its information about who and

when it has met. An edge node may be a subject whose record is incomplete or it

can be a person who is not a subject. A carefully designed link prediction algorithm

should be developed for such cases.
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