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Abstract—We consider secret-key agreement with public discussion over Rayleigh fast-fading channels with transmit, receive
and eavesdropper correlation. The legitimate receiver along with
the eavesdropper are assumed to have perfect channel knowledge
while the transmitter has only knowledge of the correlation
matrices. We analyze the secret-key capacity in the low signal-tonoise ratio (SNR) regime. We derive closed-form expressions for
the ﬁrst and the second derivatives of the secret-key capacity with
respect to SNR at SNR= 0, for arbitrary correlation matrices and
number of transmit, receive and eavesdropper antennas. Moreover, we identify optimal transmission strategies achieving these
derivatives. For instance, we prove that achieving the ﬁrst and the
second derivatives requires a uniform power distribution between
the eigenvectors spanning the maximal-eigenvalue eigenspace of
the transmit correlation matrix. We also compare the optimal
transmission scheme to a simple uniform power allocation. Finally,
we express the minimum energy required for sharing a secretkey bit as well as the wideband slope in terms of the system
parameters.
Index Terms—Secret-key agreement, MIMO systems, correlation, beamforming, low-SNR regime, energy efﬁciency.

I. I NTRODUCTION
Energy efﬁciency is of paramount importance in modern
wireless communication systems. It has driven a lot of research
aiming at better understanding the energy performance limits
of wireless communication systems. The low signal-to-noise
ratio (SNR) regime turns out to be of particular interest for
this kind of analysis. Indeed, it is well-known that for many
channel models, energy efﬁciency improves as one operates
at lower signal-to-noise ratio (SNR) regime, and moreover,
the minimum energy per bit is achieved as SNR vanishes
asymptotically to zero [1]. It is interesting to analyze the impact
additional requirement of conﬁdentiality induces on the energy
efﬁciency of wireless communications with secrecy constraint.
In [2], the author considers the secrecy capacity of a multipleinput multiple-output (MIMO) wiretap channel in the low-SNR
regime. In [3], considering a quasi-static fading setting, the
secret-key capacity is studied in the low-power regime. In the
fast-fading scenario, correlation impacts the capacity of the
system. Correlation emerges in many practical scenarios in
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wireless communication, e.g., in the absence of enough local
scatterers or due to insufﬁcient antenna spacing. In this paper,
we consider a fast-fading setting and we aim at studying the
impact of correlation on the secret-key capacity in the lowpower regime and characterize the energy efﬁciency behavior
of the system under such assumptions.
II. S YSTEM MODEL AND PRELIMINARIES
We consider the problem of secret-key agreement between a
legitimate transmitter and a legitimate receiver in the presence
of an eavesdropper who overhears transmissions broadcasted
over the wireless medium [4]. The transmitter, destination and
eavesdropper are equipped with mS , mD and mE antennas,
respectively. For each channel use, the channel is represented
as follows
yD (i) = HD (i)x(i) + nD (i)
yE (i) = HE (i)x(i) + nE (i),

(1)

where index i, i = 1, . . . , n, designates time instant i, and
• x(i) is the mS × 1 complex-valued transmitted symbol
vector,
• yD (i) (resp. yE (i)) is the mD ×1 (resp. mE ×1) complexvalued received symbol vector at the destination (resp. at
the eavesdropper),
• nD (i) (resp. nE (i)) is the mD × 1 (resp. mE × 1) noise
vector with i.i.d. circular-symmetric complex Gaussian
2
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) (resp. ∼ CN (0, σE
)),
entries ∼ CN (0, σD
• HD (i) (resp. HE (i)) is the mD × mS (resp. mE × mS )
channel matrix from the source to the destination (resp.
the eavesdropper).
The transmitter is constrained in its total power. We denote the
input covariance matrix by Q = E[xx† ]. Then, we have
Tr(Q) ≤ P.

(2)

The signal-to-noise ration is deﬁned as SNR = σP2 . The effect
D
of correlation is captured using the Kronecker model as in [5]:
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HD = R D W D R T
HE =

1/2
1/2
R E WE R T ,

(3)

where WD (resp. WE ) is mD ×mS (resp. mE ×mS ) matrix
with i.i.d entries ∼ CN (0, 1). RT , RD and RE correspond
to the transmit correlation matrix, the destination correlation
matrix and the eavesdropper correlation matrix, respectively.
The destination and the eavesdropper have perfect knowledge

about their incoming channels while the transmitter has only
knowledge about correlation matrices. In [5], it is shown that
the secret-key capacity
can be expressed⎤as
⎡
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III. L OW-SNR REGIME
In the sequel, we express the secret-key capacity and its
derivatives as a function of SNR.
C(SNR) = Ċ(0)SNR +

C̈(0)
SNR2 + o(SNR2 ).
2

(5)

Theorem 1. The ﬁrst derivative of the secret-key capacity in
(4) with respect to SNR at SNR= 0 is
Ċ(0) = mD λT1 ,

(6)

where λT1 denotes the maximal eigenvalue of RT . Moreover,
Ċ(0) can be achieved by choosing the input covariance matrix
of the form
L

αi ui u†i ,

Q=P

(7)

i=1

where ui are the eigenvectors that span the maximaleigenvalue eigenspace of RT , αi are non-negative coefﬁcients
that sum to unity and L denotes the multiplicity of λT1 .
Thus, transmitting in the maximal-eigenvalue eigenspace
is necessary to achieve Ċ(0), regardless of how power is
distributed between the eigenvectors associated with λT1 .
Remark 1. Theorem 1 shows that transmit correlation helps
increase the secret-key capacity in the low-SNR regime. For
instance, the larger transmit correlation (larger is to be understood in the majorization sense of [6]), the higher the value of
λT1 and therefore the higher the secret-key capacity.
We now consider the second derivative. For that, we assume
that the input covariance matrix is chosen as in (7) and our
result is summarized in Theorem 2.
Theorem 2. The second derivative of the secret-key capacity
in (4) with respect to SNR at SNR= 0 is
C̈(0) = −

λT1
L

2







σ2
mD mE + m2D .
LTr R2D + 2 D
2
σE

(8)

Moreover, to achieve C̈(0), it is necessary to distribute power
equally in each orthogonal direction
L in the maximal-eigenvalue
eigenspace of RT , i.e., Q = PL i=1 ui u†i .
If λT1 has multiplicity one, C̈(0) is achieved with Q =
P u1 u†1 where u1 is the eigenvector that corresponds to λT1 .
Thus, beamforming in the direction in which RT is maximized
is optimal in the sense of achieving the ﬁrst and the second
derivatives of the secret-key capacity in the low-SNR regime.
A. Non optimal strategy
We study the low-SNR performance when the transmitter
allocates power uniformly, i.e., Q = m1S I. We summarize the
results in the following proposition.

Proposition 1. The ﬁrst and the second derivatives achieved
by a uniform power allocation strategy are given by
İunif (0) = mD

1
σD 2
Ïunif (0) = − 2 Tr(R2T )(m2D + 2
mD mE )
mS
σE
2
2 
+mS Tr(RD ) ,

(9)

(10)

Clearly, İunif (0) ≤ Ċ(0) which explains the inefﬁciency of
uniform power allocation in the low-power regime. Nonetheless, as simulations suggest, the performance of a uniform
power allocation is comparable to the optimal strategy in the
low-SNR regime, which can be explained by observing that
Ïunif (0) − C̈(0) ≥ 0.
IV. M INIMUM E NERGY PER S ECRET- KEY BIT
The ﬁrst and the second derivatives of the secret-key capacity
at vanishing SNR are closely related to the energy performance
measures, namely the minimum energy required for sharing a
secret-key bit and the wideband slope. We start by stating the
following lemma.
Lemma 1. The secret-key capacity achieved under the average
power constraint Ex2 ≤ P is a concave function of SNR.
The energy per secret-key bit normalized by the noise
variance at the legitimate receiver is deﬁned as
Eb
SNR
log 2.
=
N0 sk
C(SNR)

(11)

By virtue of Lemma 1, the secret-key capacity is a concave
function of SNR. Therefore, the minimum energy per secretkey bit is achieved in the limit of low-SNR; i.e., SNR → 0.
Thus, the minimum energy per secret-key bit and the wideband
slope (in bits/s/Hz/(3 dB)) are given by [1, Theorem 5]
2

2 Ċ(0)
Eb
log 2
, S0 =
=
.
N0 sk,min
Ċ(0)
−C̈(0)

(12)

Using the expressions of (6) and (8), we obtain:
Eb
log 2
=
.
N0 sk,min
mD λT1
S0 =

LTr (R2D )

(13)
2m2D L
σ2
+ 2 σD
2 mD mE
E

+ m2D

.

(14)
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