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Process-Aware Attacks on Medication Control of
Type-I Diabetics Using Infusion Pumps

George Stergiopoulos , Panayiotis Kotzanikolaou , Member, IEEE,
Charalambos Konstantinou , Senior Member, IEEE, and Achilleas Tsoukalis

Abstract—As medical infusion pumps are known to be vulner-
able to cybersecurity threats, industrial reports, guidelines, and
state-of-the art research have focused on securing such devices. This
includes hardening a pump’s network communications, wireless
interfaces, and patching software flaws that can allow adversaries
to compromise the device’s usability and potentially lead to adverse
effects on patients. Still, a very small percentage of this work has fo-
cused on securing devices against process-aware attacks that target
the business logic behind medical treatment processes, even though
it is widely known that deviations or disruptions in continuous
medication administration may be harmful, even lethal. In this
work, we first develop a threat model on an insulin infusion pump
used for blood glucose regulation in Type-I diabetics. We then set up
a generalized Simulink model of common insulin pumps used for
Type-I diabetic treatment and perform a volume control assessment
to investigate the probability of process-aware cyber-attacks to
cause patient harm through microalterations on continuous medi-
cal administration that stay within operational limits but manage
to impact a patient’s health. We achieve this by manipulating the
business process logic behind semiautomatic drug administration
on the insulin pump model that uses continuous glucose monitoring
systems. We validate attack models capable of causing adverse
impact on patients through performance degradation of the drug
administration processes.

Index Terms—Actuators, drug administration, infusion pump,
medical, proportional-integral-derivative (PID), process, security,
sensors, software.

I. INTRODUCTION

INSIGHTS on the global Insulin Pump Market project a
market growth from $4.57 billion this year to $13.17 billion

by 2029. During the last two years, more than 5 million patients
were recorded to use insulin pumps in the United States and
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Canada alone, with the total number of patients suffering from
diabetes projected to rise to 643 million by 2030 and 783
million by 2045 [1]. The EU growth rate alone is expected
to reach US$2.4 Billion by the end of 2024 [2]. Clinical data
on Australian children and adolescent patients with Type-I dia-
betes, as registered in the Australasian Diabetes Data Network
registry [3], show that 44% of patients were on continuous use
of subcutaneous insulin infusion pump. Approximately 40%
of patients with Type-I diabetes use continuous subcutaneous
insulin infusion and continuous glucose monitoring (CGMS)
through infusion pumps to improve glycemic control and reduce
hypoglycemia risks [4].

A. Treatment Automation and Cyber-Risks

Adjusting the optimum states of operation in medication
equipment is a patient-centric process that requires the coor-
dination of both sensory inputs together with various metric
levels configured by the assigned doctor directly on the patient’s
infusion pump. Modern infusion pumps have digitized processes
and can connect to healthcare systems and exchange data with
other devices. Setting up a infusion pump is mostly a manual
process that involves a strict sequence of steps to guarantee
patient safety, although execution is usually semiautomatic,
with most modern infusion pumps utilizing both manual and
semiautomatic configurations [5]. Semiautomatic functionality
automatically decides on the level of drug administration after
being configured by doctors performing crucial data input to
guarantee the safety of the patient. These automatic checks
on patient data coordinate drug administration and reduce the
probability of human error in every day medical administration
processes. Such point-of-care medication systems and electronic
health records can improve healthcare delivery processes, but, at
the same time, introduce novel cyber-attack surfaces that were
previously infeasible [6].

The number of cyber-attacks on the medical sector is also
exacerbated by the numerous vulnerabilities and the lack of
consistent security measures in medical devices. This issue has
already drawn the attention of multiple authorities around the
globe. For example, NIST has developed cybersecurity guidance
to strengthen the security of the wireless infusion pump ecosys-
tem through Special Publication 1800-8 [6]. The report relies
mostly on commercially available technologies and industry best
practices. In Europe, relevant regulations (EU 745/2017 [7] and
EU 746/2017 [8]) set the broad scope for security measures on
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medical devices, with more legislation under way to address
specific cybersecurity threats in modern medical ecosystems.
In 2019, the EU Medical Device Coordination Group [9] pub-
lished guidance on cybersecurity for medical devices to provide
device manufacturers with guidance on how to fulfil essential
cybersecurity requirements.

B. Process-Aware Attacks on Medical Devices

Cyber-physical attacks against medical devices currently
found in the literature, aim to cause a high impact (e.g., alter
or halt medication processes) in a relatively short time. These
attacks result in some type of abnormal alteration of the func-
tionality of a medical device, and are, thus, easy to detect shortly
after their manifestation.

This article describes a new class of stealthy process-aware
attacks against semiautomated medical devices, and specifi-
cally insulin pumps. The main goal of stealthy process-aware
attacks against medical devices is to cause a high impact in
a medium-to-long time, without being detected by the patient
or the medical personnel. This is achieved by causing slight
alterations in the operation of the device while a medical device
stays within operational bounds, thus, without triggering any
alarms due to abnormal functionality. The difference is that
process-aware attacks “trick devices” by compromising sensors
and/or proportional-integral-derivatives (PIDs), to use false but
acceptable states of operation for a long time. It is highly likely
that the long period between the initiation of the attack and its
actual impact, in combination with the phenomenally proper
operation of the device, will lead to ignoring the attack pattern.

For example, a medical pump sensory input may register that
the patient is always saturated with food, and thus, the control
loop will administer slightly higher doses of insulin in given
time intervals. This will result in hypoglycemia while ml/dosage,
frequency, and drug dosage hard limits remain within proper
bounds.

C. Potential Impact

In this medical context, even minor process deviations can
have adverse impact on patients [6]. For instance, during a con-
tinuous insulin infusion through medical pumps for treating hy-
perglycemia, a medical pump usually aims to keep blood glucose
values in ranges between 140 and 180 mg/dL for the majority
of patients, with more stringent goals set at 110–140 mg/dL for
certain patients for Glycated hemoglobin (A1C) tests which do
not require fasting [10].

Deviations on acceptable value ranges can cause adverse
effects. For example, hyperglycemia effects range from fainting
to vision problems or swollen limps, even amputations due to
peripheral artery disease [11] if left untreated for prolonged
periods of time. Healthy humans have glucose levels range
between 64 and 104 mg/dL (3.6 and 5.8 mmol/L) with a tar-
get of 80 mg/dL. Very low blood glucose values (significant
hypoglycemia) are considered more serious and can lead to
hospitalization or death if left untreated [12]. Blood sugar levels
above 16.7 mmol/L (300 mg/dL) (significant hyperglycemia)
can cause fatal reactions (see Table I).

TABLE I
EFFECTS OF DIFFERENT GLUCOSE LEVELS AND RELEVANT RANGES

D. Contribution

Prior research on medical pump cybersecurity mostly focused
on attacking the integrity and availability of medical devices by
attacking the underlying technical components, such as:

1) authentication and authorisation mechanisms;
2) network protocols and relying services [13];
3) exposed software and interfaces [14], through common IT

exploitation techniques.
Obviously, any unauthorized stopping or starting of medical

processes through such attacks on equipment can be harmful to
patients. In terms of privacy, existing attacks mostly focus on
stealing patient data through similar technical means, although
usually not from infusion pumps or direct injection systems,
but rather by targeting health monitoring wearables [15] or
implantable medical devices [16].

To the best of authors’ knowledge, the concept of process-
aware cyber-attacks on infusion pumps that target the logic of
medical treatment processes utilizing semiautomated drug injec-
tions over extended periods of time has not been at the spotlight
of any such work. These attacks target the process logic, causing
cause gradual yet unnoticed performance degradation [17]. We
believe that such attacks can also affect medication adminis-
tration processes in clinical care, effectively deviating drug ad-
ministration and affecting the short-term, mid or even long-term
treatment of patients. In this work, we address this gap on process
aware attacks for medical pumps by the following.

1) Performing the first process-aware attack on a CGMS infu-
sion pump used for blood glucose regulation on Type-I Di-
abetic patients. We set up a generalized Simulink model of
common insulin pumps used for Type-I diabetic treatment
and perform a gradual performance degradation attack on
the medication administration process and simulate the
physical harm on a 24/7 supported Type-I diabetic.

2) Analyzing process-aware, subliminal attack models made
possible by compromising an insulin CGMS pump on
multiple levels over time. This includes various processes,
from patient sensors that monitor snacks/meals, to base-
line measurements that define glucose levels on a patient,
and hijacking controllers or actuators used within a CGMS
insulin pump during insulin dose estimation. We model
these attack variations and perform a quantitative impact
analysis of such cyber-attacks.

This work aims to alert the research community on the po-
tential of covert attacks on broad health treatments supported
by CGMS and provide the groundwork for developing defenses
against process-aware attacks on automated and semiautomated
medical support systems.
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II. RELATED WORK

A. Medical Infusion Pump Cybersecurity

Since 2014, medical devices have been a prominent target
of cyber-attacks [18]. One of the most famous patient-centric
attacks involved a security professional who demonstrated how
an adversary can remotely take full control of insulin pump,
pacemaker, and ICD [19]. In another instance [20], it has been
demonstrated that an implantable cardioverter defibrillator could
be attacked compromising the patient’s private data, and most
importantly, alternating the integrity of administrative informa-
tion and settings regarding the therapy of the patient. The NC-
CoE has published the Special Publication 1800-8 on “securing
wireless infusion pumps” as guidance to help healthcare deliv-
ery organizations strengthen the security of such devices [6].
Relevant research on medical devices has mostly focused on
security controls and countermeasure implementation at the IT
level. Suggested solutions mostly revolve around software and
network mitigation measures, and propose known cybersecurity
techniques to protect medical devices [21].

Attacks on modern infusion pumps are usually categorized [6]
into the following:

1) disclosure attacks revealing sensitive data to unauthorized
individuals;

2) pivot attacks that may compromise pumps as intermediate
nodes toward other systems within a hospital;

3) patient-centric attacks that directly or indirectly affect
the quality of life and well-being of patients using these
devices.

This work focuses on the latter category of patient-centric
attacks. We extend the concept of operations by adding a new
type of subliminal process attacks first witnessed in prominent
cyber-physical incidents on industrial control systems and have,
since then, evolved to more sophisticated process manipulation
security incidents.

Authors in [22] proposed a sensor spoofing attack on medical
infusion pumps equipped with infrared drop sensors to control
precisely the amount of medicine injected into a patients’ body.
The attack is based on saturation and can inject up to 3.33 times
the intended amount of fluid or 0.65 times of it for a 10 minute
period. Other attacks on medical devices that can alter their
operation include the exploitation of flaws in communication
protocols [23] or device-specific vulnerabilities [24][25].

Authors in [26] managed injecting data through radio trans-
mitters and alter a wireless pump’s function to repeatedly de-
liver its maximum dose without knowing the insulin pump ID.
Halperin et al. [20] implemented software radio-based attacks
able to compromise patient safety by manipulating communica-
tions to implantable medical devices. Kune et al. [27] injected
EMI signals directly into wires and spoofed data sent to med-
ical devices. Their attack could induce defibrillation shocks in
a cardiac implantable electrical device (CIED) or disable the
triggering system and make the device unavailable.

These attacks do manage to impact patient health similarly to
the work presented in this article, but they induce such adverse
effects by directly attacking the technical implementation of
devices, without understanding the specific medication adminis-
tration process and its specificities for the given patient. Instead,

this work introduces attacks that target the integrity of each
medical process, altering specific drug quantities relevant to each
patient case and according to his/her needs.

B. Process-Aware Cyber-Attacks

Process-aware attacks were first defined in [17] as cyber-
attacks that aim to disrupt the proper functionality, performance,
and/or stability of physical systems and processes while utiliz-
ing knowledge of the dynamic process being controlled, and
thus introducing potential safety issues. The authors presented
multiple concepts relevant to process-aware attacks, including
monitoring techniques for detecting deviations of dynamic pro-
cess behavior of systems. While the attack payload could be
process-aware, the entry points to the system in order to realize
such attack vectors could be generic vulnerabilities. The most
famous security incident that is considered as a preamble to
process-aware attacks was the Stuxnet attack on Iran’s nuclear
power plant. The attack managed to break down equipment
by causing speed fluctuations to the uranium centrifuges. The
attack heavily relied on subtle changes in an operating device
that induced mechanical failures to components, over time,
unbeknownst to the human operators at the plant [28].

Relevant academic work that delves into process-aware at-
tacks is scarce, with only a handful of other publications [17],
[29]. Two publications from the same team of researchers (parts
I [30] and II [31]) analyzed cyber-attacks on a water plant’s treat-
ment processes by approximating water canal hydrodynamics
and relative operational differences to detect potential attacks
in water supervisory control and data acquisition (SCADA)
systems. Similar work is seen in [29], where authors performed
process-aware attacks on a Simulink model of a desalination
plant and analyzed the attack degradation effects on the plant’s
performance from economics and mechanical engineering
perspectives.

To the best of authors’ knowledge, there is currently no
published evidence, case reports, or research publications that
specifically delve into process-aware attacks on medical devices
that administer medication to patients, nor any that analyze
the impact of cyber-attacks on ongoing treatments and their
in-hospital processes. Despite existing work on physics-based
approaches for detecting stealthy attacks in critical operating
environment, such solutions are not applicable to medication
administration. Specifically, the work in [32] tries to detect
attacks by modifying the system’s structure but is used on
linear time-invariant systems. Other relevant research addresses
similar issues in [33], by trying to detect attacks on systems
by creating an acceptable model or baseline usage of systems
through sensor monitoring and the creation of time-series mod-
els of sensor readings. Still, such approaches are not suitable to
medication administration due to: 1) the highly variable nature
of sensor input both per patient and per case over specific time
periods, and 2) the inherent nature of drug administration and
evolution of medical treatments (i.e., there is a good chance
that there will be no common baseline of sensor data to model
for automated control loop processes for different time slots
regarding a single patient, since drug dosage, patient needs, and
reaction to medication changes for the same patient; let alone
over different patients).
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Fig. 1. Feedback control loop of insulin pump.

III. THREAT MODEL

A. Medication Administration Processes

Drug administration is either conducted manually or semi-
automatically, using devices that decide on the level of drug
dosage after being configured by doctors. Automated medication
administration is the process of (continuous or ad hoc) adminis-
tration of medicine through automated digital systems in regular
or one-off time intervals for the purpose of supporting a patient
treatment. A medication administration error is any deviation
during the preparation and administration of such medication.
This includes deviations:

1) from medication orders;
2) from medication information sheets provided by the man-

ufacturer;
3) any other form of deviation from the configured medi-

cation procedures, which also includes those realized by
automated medical devices [34].

This study focuses on the administration of insulin on Type-I
diabetics through semiautomated CGMS insulin pumps. CGMS
are simple and widespread medical devices with relatively sim-
ple health support processes as compared to other automated
medical devices, such as wireless heart pacemakers. This is due
to their inherently simple programming nature, both in hardware
and software levels. By showing the adverse effects on such
devices, we lay the groundwork for more complex devices and
scenarios that may simultaneously support multiple different
health processes.

Fig. 1 depicts the three main parts that comprise a CGMS
infusion pump. The Glucose sensor continuously monitors the
level of glucose in blood against a preconfigured check value
of glucose in blood. This value is compared against a glucose
set point (SP). The CGMS needs to keep glucose levels steady
around this set point during drug administration. The input
sensors record patient baseline input according to his food
consumption throughout the day. The PID controller aggregates
information from these patient sensors and the Glucose SP and
decides on the insulin flow and volume to be administered. It
optimizes the insulin flow and constantly regulates its output
based on the snacks/meals/baseline input received by the patient
sensor and the Glucose levels of the patient. This allows for safe
delivery of insulin over predefined units of time.

The maximum and minimum threshold of insulin administra-
tion together with the patient’s Glucose SP limit are all config-
ured directly to the insulin pump by the registered doctor through
his prescription. This may involve a manual setup of the pump
for each patient through the pump’s interface, or using automated
means, such as an radio-frequency identification (RFID) scanner
that reads configuration parameters for a specific patient and
sets the aforementioned values accordingly. Maximum insulin
dosage is controlled by the PID controller, which enables the
actuator to release or block insulin delivery through various
modes of operation. This includes the programming of insulin
volume per units of time (e.g., within 8 h) and the configuration
of infusion modes for changing the injection flow (e.g., bolus
dosages to handle a spike in blood glucose during eating).

B. Attack Types

We simulate its operation during continuous cycles of mon-
itoring Glucose levels, as taken by Type-I diabetics during real
operation, and investigate potential attacks on the following two
different target components.

1) Sensor attacks: Adversaries perform false data injection
to manipulate patient sensor readings. This input is passed
to the PID controller to calculate the flow of drugs based
on predefined metrics and patient needs. The pump model
used in this work utilizes three sensors that calculate the
amount of glucose intake in his blood, based on different
types of food consumed by the patient; namely, meals and
snacks.

2) PID controller attacks: Adversaries manipulate output
signals from the PID controller to the actuator that controls
the insulin flow. The pump model operates one actuator to
regulate insulin dosage over units of time based on PID’s
output signals. The CGMS realizes a control loop feedback
mechanism used to calibrate the optimum insulin dosage
based on Glucose SP values and the doctor’s preconfigured
parameters.

In addition to the aforementioned attacks, other attack types
could potentially modify pump’s data inputs. For example, ad-
versaries could modify the preconfigured static parameters en-
tered by medical personnel during the pump’s initial (per patient)
configuration. This includes Glucose hard limits along with the
maximum and minimum levels of insulin to be administered
on the specific patient. This attack involves changing the ladder
logic of the binaries that store the static values inside the medical
pump and overriding previously assigned values.

C. Adversarial Model and Underlying Assumptions

In our model, we assume a stealthy adversary whose goal
is to subliminally cause degradation of a target patient’s health
condition in a mid-to-long term time, without getting noticed.
We distinguish three types of adversaries, common for process-
aware attacks, based on their assumed attack vector (i.e., remote,
nearby, or local access). For each type of adversary we describe
the underlying assumptions. We also provide realistic examples
of such adversaries.
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Remote adversaries are assumed to have already gained initial
access, either in the device itself (e.g., by compromising the
insulin pump using some malware) or at least in the local
network (e.g., by breaching the IT network inside the hospital).
In the first case, the adversary will be capable to attack both
the sensors and the PID controller, while in the second case
to attack the sensors’ readings. Although this type of adver-
sary comes with strong underlying assumptions (prerequisite
attacks), they are not unrealistic to consider. Malware attacks
on medical pumps and their underlying software are common
to IT security experts. Following the Stuxnet paradigm and
similar research methodologies on process-aware attacks in
other critical sector [29], the malware can record sensor val-
ues and doctor predefined configurations during normal pump
operation, and reuse them to replay normal baseline values
to pump monitors in order to deceive any patient monitoring
performed by nursing staff. Adversaries may gain such access
to medical pumps and relevant medical devices with various
ways:

1) by infecting a nearby device in the network through tra-
ditional means (malware, infected USB, spear phishing)
and pivoting to the pump due to poor access control
measures [14];

2) by attacking the software integrity of the pump due to
corruption of data, or unauthorized manipulation of infor-
mation on the network [6];

3) by compromising the supply chain and preinstalling ma-
licious backdoor on the medical device [6].

Nearby adversaries, i.e., attackers who are in range with
the pump’s communication protocol, are assumed to be able to
manipulate the input/output of the sensors (e.g., inject packets
at the data-link layer between the sensors and the controller).
In this case, the adversary is capable to perform sensor attacks
only. Again this type of adversary is realistic, especially if we
consider attackers equipped with cheap, off-the-self drones, and
directional antennas [35].

For local adversaries, we assume that they have some mini-
mum required time window to tamper the device without being
noticed. Compromised insiders having local and/or physical
access to the target device are examples of such adversaries,
and are capable to attack both the sensors and the controller,
for example, by using potential standard open ports and local
interfaces [6].

We should highlight that the scope of this work is to ana-
lyze the process-aware cyber-attacks and its respective mod-
eling. Examining the IT vulnerabilities and/or the exploitation
techniques, which are prerequisites for the examined types of
adversaries are out of scope. There exist numerous research
publications and grey literature that provide information on such
attack vectors. Recognition of the increasing vulnerability of
medical devices is reflected in the revisions to the international
standards [6], [9].

IV. PROCESS-AWARE ATTACK MODEL FOR INFUSION PUMPS

In an effort to generalize the attack methodology, we opted
to use a Simulink model instead of multiple real-world pump

instances. The reason is twofold: First, the basic design for
artificial pangreas device systems that link a CGMS to an insulin
pump and automatically reduce or increase insulin infusion
based upon specified thresholds of measured interstitial glucose
is described in international guidelines and standards and is
device agnostic [36]. Thus, a Simulink model that properly
implements this insulin administration process can effectively
generalize to capture the underlying feedback control loop
mechanism. Second, the presented attacks execute within ac-
ceptable operation states and to the best authors’ knowledge,
no CGMS pump implements security measures or anomaly de-
tection mechanisms capable of detecting subliminal deviations
in patient-specific drug administration processes. Finally, ob-
taining the necessary access and reverse engineer rights proved
a complex NDA process, which prohibited us from having
full access to more than one device. To this end, we used a
Simulink model that effectively implements the basic feedback
control loop mechanism documented in standards and guidelines
and configured it based on data gathered from monitoring the
real-world execution of insulin pumps.

A. Generic Injection Pump Model

Common models of infusion pumps map real-world values
to abstract Boolean inputs for potential events. This reduces the
model’s state space and complexity and improves its adaptability
for testing different scenarios [37]. Infusion pumps can be cate-
gorized based on allowed inputs and the operation state induced
by these inputs. Thus, a semiautomated pump can be seen as a
simple cyber-physical closed-loop system with one controller,
three internal system processes for glucose moderation, and
multiple sensors that provide input by monitoring a patient’s
status. The overall system can be modeled as a finite state-space
of allowed events based on specific ranges of inputs that follow
the implementation logic of the medical device’s processes.

Modeling the infusion pump mostly includes the hardware
of the device itself without peripherals such as patient sensors,
syringes, and/or boluses. Similarly, the patient is modeled as
a passive entity with simulated glucose levels that vary within
acceptable ranges, according to glucose dosage limits and patient
characteristics. A simulated pump models the full functionality
of the corresponding Type-I diabetic medical device and pro-
vides all system-generated events, such as drug flows, sensor
data analysis, ladder logic, and potential interrupts.

The insulin pump can be represented as a number N of
interconnected processes ϕi, i ∈ Φ = {1, . . . , N}, N being the
index set of the pump’s implemented internal processes [38]. In
our model, three processes are controlled by the pump’s local
controller K and are defined as follows:

1) a sensor measurement process;
2) the glucose monitoring process;
3) the insulin flow control adjusted by the PID controller.
At time t, the controller sends the control vector signal u(t) =

[u1 . . . uN ]T to the processes and receives sensor measurements
y(t) = [y1 . . . yN ]T from them. The closed-loop interconnected
system can be represented by a simplified diagram model shown
in Fig. 2, where r is the reference target value, u the control
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Fig. 2. Feedback control loop of insulin pump.

signal, and y the measured signal/output. Such interconnected
system evolves as a linear state-space model with discrete time
k

x(k + 1) = Ax(k) +Bu(k) + δ(k)

y(k) = Cx(k) +Du(k) + δ(k) (1)

where x(k) ∈ Rn denotes the vector of n state variables from
the pump’s operation at time k, u ∈ Rq the vector of measured
inputs from the patient’s sensors and meal data as well as the
preconfigured static parameters entered by the assigned doctor.
These inputs are sent to controller K. y(k) ∈ Rq denotes the
measurement output vector of the controller to the pump’s
actuator. δ(k) ∈ Rnδ denotes potential input noise, as a vector of
constant signals like sensor measurement noise or any uncon-
trolled environmental parameter that may interfere with input
measurements. Matrices A, B, C, and D conform to relevant
vectors for linear systems.

B. Attack Model

Let Z ⊆ Φ be the set of affected measurements. Attacks
assume that the adversary has 1) knowledge of the pump’s model
and 2) access to at least z amount of patient sensors/Glucose SP
inputs or the PID controller outputs on the medical device. This
allows her/him to leverage the specific dynamics of the pump
and patient status to incur adverse effects on a patient, either by
the following:

1) manipulating and/or corrupting sensors/input measure-
ment signals at time step t, some measurements ui ∈ u(t);

2) manipulating and/or corrupting output signals at time step
t from the PID controller to the actuator yi ∈ y(t), with
i ∈ Z ⊆ Φ.

We can model measurements’ from any similar attack vector
similarly to other cyber-physical system [38], as the differential
Δy = [Δy1 . . .ΔyN ]T with nonzero entries for measurements
under attack and zero values for all other measurements, as
follows: ỹ = y +Δy.

An adversary aims to subliminally affect patient treatment by
controlling the sensitive data referring to the following:

1) the low/high permissible limits of insulin flow;
2) the set point of glucose levels related to the control algo-

rithm for automatic adjustment of the insulin level;
3) the low/high permissible levels of insulin concerning the

injection rate of the infusion [39].
The choice of input depends on the attack surface used and

the ability to leverage the specific dynamics of the pump based
on incoming data. For example, if an adversary detects potential
hypoglycemia on the patient, it will feed false data of decreasing
glucose levels to make the control loop increase its insulin
dosage even more.

Consequently, this work will realize two attack scenarios to
test the aforementioned adversary goals.

C. Attack Scenarios

We identified two main scenarios to test an attack against the
drug administration process of a Type-I semi-automatic medical
pump. In context, adversaries aim to subliminally alter drug
administration and affect patient treatment to incur mid-to-long
term health degradation while keeping a semi-automatic med-
ical pump within everyday operational limits. For clinics and
hospitals, maintaining steady operation during treatment for
prolonged periods of time is essential to secure patient safety.
To this end, any prolonged change in insulin administration
that accumulates above (or below) certain safety thresholds will
result in health degradation. To affect patient health, adversaries
need to trick the device to increase (or decrease) the overall
insulin intake above (or below) a specific threshold over a set
time period.

1) Sensor Manipulation Attack Scenario: Insulin flows cor-
respond to specific administration levels calculated by the rela-
tive glucose levels monitored continuously in the blood of the
patient. The flow of insulin is usually calculated as a simple ratio
of the patient’s monitored glucose levels in blood to the flow of
insulin from the pump. In this scenario, adversaries modify the
flow of insulin by manipulating the data input passed from one
or more sensors to the PID controller.

Attackers can inject false data measurements either 1) by mod-
ifying sensory input or 2) by injecting packets directly between
the sensors and the insulin pump at the network level. Also,
an attacker may affect insulin calculations by tampering with
the food sensor inputs monitoring meal and snack consumption
throughout the day, e.g., by introducing high glucose intake
to trick the PID to increase dosage for short periods of time.
Sensors generally have an open structure to accept signals or
physical quantities from the outside and this enables attackers
to manipulate the sensor’s output [22]. Potential manipulation
attacks range both in type and impact, from radio transmitter
injection attacks that can alter drug dosage [26], to EMI injection
directly in wires that inject data to medical pumps and induce
defibrillation shocks in CIEDs [27]. Using more conventional
IT methods, injection attacks can occur due to flaws in commu-
nication protocols [23] or device-specific vulnerabilities [24]
that allow adversaries to tamper data at the network layer be-
fore they reach the medical device and the respective control
logic.

2) PID Controller Attack Scenario: The pump model op-
erates one actuator to regulate insulin dosage over units of
time-based on PID’s output signals. The CGMS realizes a con-
trol loop feedback mechanism used to calibrate the optimum
insulin dosage based on Glucose SP values and the doctor’s
preconfigured parameters.

By manipulating controller set points, adversaries can lower
the overall amount of insulin intake by the patient. Attackers
may achieve this either by 1) manipulating the output signals
from the PID controller to the Actuator that controls the insulin
flow, or by 2) introducing errors in the controller’s calculation
which quantifies insulin dosage.
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Other attack scenarios: Other attacks may involve modify-
ing static input parameters of the pump. These parameters are
normally entered by the assigned doctor using a patient-specific
method (e.g., RFID card or traditional programming of a device
per patient). This input specifies the patient’s Glucose hard limit
along with the maximum and minimum levels of insulin to be
administered on the specific patient. In this attack, adversaries
tamper with the ladder logic of the binaries that store the static
values inside the medical pump and override previously assigned
values.

Altering input values can directly affect the overall treatment
process without having to forcefully inject data or tamper with
the PID. Most considered pump models do not provide any
verification sequence for such input values, thus allowing for
direct manipulation of input, should the adversary has access to
the input interface or the pump’s API. Still, from a SimuLink
perspective, experimenting on attacks that corrupt configuration
input parameters is identical to manipulating sensor input data,
since we consider both to be simulated input signals that are part
of the system outside of the PID controller.

D. Evaluating Attacks Through Dosage Deviations

As stated previously, the basic utility behind process-aware
attacks is that the adversary manages to inflict harm while
keeping the system within its operational bounds. Still, the
operational bounds for drug administration using medical pumps
are context-specific and defined based on each patient’s needs.
Each treatment requires different insulin dosages, ranges of
insulin dosages, boluses and frequency of dosages. This context
can be easily defined per case using the following variables:

1) the hard limits of insulin dosages (i.e., minimum maxi-
mum ranges);

2) the average insulin dosage per measure of time;
3) the deviation of each specific dosage from the average

dosage;
4) the frequency of dosages as a fraction of time.
The average levels of insulin intake can be obtained by di-

viding the sum of observed injected values by the number of
observations, n

X =

∑N
i=1(Xi)

n
.

Given enough observations, the average is considered a good
estimate for predicting subsequent data points [40]. The standard
deviation depicts how close the entire set of data is to the average
injected insulin dosage.

Data sets with a small standard deviation have tightly
grouped, precise data. Datasets with large standard devia-
tions have data spread out over a wide range of values. As
sample size increases, the standard deviation of the mean
decrease while the standard deviation, σ does not change
appreciably [40].

s =

√
1

N − 1

∑N

i=1
(xi − x)2

Process-aware attacks should always depict small standard de-
viation from previously recorded values, to allow for similar

Fig. 3. Schematic diagram of the Simulink model of CGMS insulin pump.

injection ranges. This is why huge, bolus injections, although
harmful, would be recognised on the spot by medical personnel
or even blocked by the pump’s limit configuration.

V. EXPERIMENTAL RESULTS

To simulate attacks on a Type-I diabetic patient, we utilize a
MATLAB Simulink model of a CGMS infusion pump for blood
glucose regulation [12] (see Fig. 3). The model is a typical
implementation of a common CGMS pump that uses a PID
controller, a glucose sensor and information about meals and
snacks to moderate the flow of insulin to a patient, aiming to
stabilize blood glucose concentration to an optimum set point
for a healthy individual between 64 and 110 mg/dL (3.6 and
5.8 mmol/L) with a target of 80 mg/dL.

The MATLAB model includes a glucose simulator that simu-
lates glucose sensor measurements sent to the PID controller for
controlling the insulin injection rates and an expanded Bergman
Minimal model to include meals and insulin parameters for
an insulin dependent type-I diabetic [12]. The SimuLink pump
model provides a more realistic simulation that allows us to insert
various parameters like meals and snacks (these parameters
affect the glucose levels inside the patient’s blood). The PID
controller implements a PID block with filtered derivative which
in Laplace form is written as

G(s) = Kp +
Ki

s
+

Kds

Tfs+ 1
. (2)

The integral and derivative terms of the PID controller use
discrete approximation by numerical integration. The utilized
discrete-time PID controller is shown as follows:

C = Kp +KiIF(z) +
Kd

Tf +DF (z)
. (3)

IF(z) and DF(z) are the discrete integrator formulas for the
integrator and derivative filter. In our case, the integral and
the derivative terms use forward Euler approximation which
leads to the substitution IF(z) = DF(z) = Ts

z−1 , where Tf is the
derivative filter time and Ts the sample time.

The block implements a discrete-time PID control algorithm
and includes advanced features such as external reset, hardcoded
dosage limits, and signal tracking. In this blockKp,Ki,Kd, and
Tf are the parameters that are available for tuning. SimuLink’s
control system designer allows for both representations to be
tuned using the compensator editor [41]. The tuning of the block
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TABLE II
SIMULINK’S PID CONTROLLER CONFIGURATION PARAMETERS

Fig. 4. Normal operation of the CGMS pump controlling mild hyperglycemia.

is presented at Table II. The pump dosage limits are configured
directly to the PID Controller, with a maximum value of 10 units
and a minimum value of 0 units of dosage per units of time.

The model distinguishes between the basic components of
a CGMS medical pump into the communication/networking
interface, the actuator, and the sensor components. Presented
experiments utilize typical glucose ranges for Type-I diabetics to
simplify testing purposes. A typical regulation of blood glucose
levels on a Type-I diabetic with mild hyperglycemia (initial
Glucose levels of 120 to 150 mg/dL) using the simulated pump
is presented in Fig. 4. In this execution, the pump is working as
intended and effectively lowers initial elevated blood glucose
values of a patient from above 110 milligrams per deciliter
(mg/dL) to around 81 mg/dL, with an ideal median around
80 mg/dL.

Attacks try to deviate insulin intake for patients that show
fasting blood sugar level between 110 and 140 mg/dL, with a
target median of 126 mg/dL (7 mmol/L) or higher. These values
ensure glucose levels above those considered normal [10]. The
insulin pump is supposed to deliver flow rates between 0.0 and
10.0 μU/min with a typical base value of 3.0 μU/min and try to
adjust glucose levels around 80 mg/dL. This goal is drawn as the
“Glucose SP” limit (black or purple line) in experiment figures.
The actual outcome of the pump’s use on the blood glucose is
depicted as a light green line labeled “Reactor S-Function” and
“Blood Glucose” in Figures presented in each attack scenario as
follows.

A. Sensor Manipulation Attack Impact

Manipulating sensory data provides a steady stream of values
that trigger the medical pump to lower insulin flow to the patient
over extended periods of time. The implemented interface be-
tween the medical pump model and the control and networking
components allows us to evaluate such attacks.

Malware code inside the pump’s software intercepts data input
at the network interface of the pump and decreases the recorded
values from the Glucose sensor to be fed to the PID controller.
At a network level, adversaries could access the network channel
instead of the pump’s software and execute a man-in-the-middle
attack at the transport layer to corrupt the network packets sent
from the sensor to the PID controller. Another approach could
aim for the sensory input that records the patient’s meals and
snacks. Adversaries can also opt to alter the type of data from the
patient’s recorded meals and snacks to increase the short-term
amount of glucose intake (spikes) through food, although experi-
ments showed that this approach does not seem to affect actuator
decisions as much as altering baseline Glucose measurements
or the pump’s set points.

In any case, adversary data alterations must not incur in big
spikes but rather in small and continuous intervals to avoid
triggering the pump’s safety mechanisms. Due to this contin-
uous, subliminal integrity attack on the data, the controller logic
steadily decreases the amount of insulin administered to the
patient per unit of time. In this attack, adversary prior knowledge
about the control process and its implementation mechanisms is
not needed since data manipulation can be proportional to hi-
jacked values (e.g., injected malicious measurements can simply
be 50% of intercepted patient glucose value for patients with
hyperglycemia, as per example scenario).

In our experiment, the performed attack decreased the glucose
set points monitored by small amounts in discrete intervals over
a period of 48 h. This enables the attacker to 1) avoid detection
from third party sensors and doctors (false glucose levels seem
low but within acceptable limits for Type-I diabetics) or 2) safety
cut-offs inside the pump that would prevent the pump from
administering high doses of insulin.

In the presented attack simulation, the adversary’s man-in-
the-middle attack increased the recorded value of “base glucose
levels” read from the patient sensor by 50% in each interval step,
effectively increasing both bolus and constant flow of insulin to
the patient to a median of 6 μU/min with an upward trend (see
Fig. 6). As drug administration increases, glucose levels begin to
decrease (see Fig. 5). When levels decrease beyond the normal
limits for Type-I diabetics (blue line—“glucose low limit”), the
patient will start to exhibit adverse effects of hypoglycemia.
Should the attack remained undetected, this would effectively
lead to minor adverse effects on the patient after about 7 h and
severe hypoglycemia effects after 16 h. Upward spikes denote
correction due to meals and snacks eaten by the patient in regular
intervals.

B. PID Controller Attack Impact

Such an attack can affect the logic inside the controller and
remove a set hard limit to affect the programmed ladder logic,
thus allowing us to deviate insulin flows and cause gradual
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Fig. 5. Induced hypoglycemia. Realized blood glucose levels after a sensor
manipulation attack.

Fig. 6. Induced hypoglycemia. Insulin injected due to incorrect sensory input
to the PID.

Fig. 7. Induced hypoglycemia. Effects on patient’s blood glucose levels using
lower limit PID manipulation.

adverse effects to a patient. The attack simulation presented in
Figs. 7 and 8 depicts that, when we gradually inject different
“lower limit” cutoff values for insulin administration, first at
Time = 32 min to around 3 units and then at Time = 58 min to 5
units, the patient will gradually experience a decrease in glucose
levels of up to 30 mg/dL, eventually reaching a blood glucose
concentration of 52–61 mg/dL; a value which is considered
critical hypoglycemia. Overall, the patient would experience
adverse effects within a time frame of 30–40 min from the
beginning of the attack, and critical hypoglycemia will kick in
within an hour.

Fig. 8. Induced hypoglycemia. Manipulation of insulin dosage using lower
limit PID manipulation.

TABLE III
INDUCED HYPOGLYCEMIA: SENSOR MANIPULATION ATTACK ANALYSIS

TABLE IV
INDUCED HYPOGLYCEMIA: PID LIMIT MANIPULATION ATTACK ANALYSIS

TABLE V
INDUCED HYPOGLYCEMIA: PID MANIPULATION OF INSULIN DOSAGE

ATTACK ANALYSIS

Adversary’s prior knowledge about the PID controller and
its implementation mechanisms is a needed assumption in this
attack. Adversaries need to have prior knowledge about the
pump’s sensors, actuators, and controllers in any specific con-
text. Still, most pumps are off-the-shelf and widely available,
which enables adversaries to easily obtain one and study its
underlying mechanisms. In terms of the insulin administration
process, the attack can generalize to any pump due to its inherent
simple nature. If an adversary has prior knowledge of a pump’s
internals, it should not be a problem to adjust the attack to any
instance.

VI. ATTACK RESULTS

This section provides detailed analysis of each attack, along
with statistical deviations, similarities, and discussion around
each attack’s configuration and results. Detailed data points are
grouped and provided in Tables VI–VIII.
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TABLE VI
DATA POINTS RECORDED DURING THE SENSOR ATTACK

TABLE VII
DATA POINTS RECORDED DURING THE PID ATTACK

TABLE VIII
DATA POINTS RECORDED DURING THE PID ATTACK

A. Analysis for the Sensor Attack

The sensor attack introduces corrupted glucose monitoring
levels that make the PID slightly increase insulin per dosage,
while remaining within acceptable bounds. From a statistical
point of view, this is depicted on the low average (62.81 mL
while the set point for health levels is 80; see Table III) and at
the measurement bias showing 18 glucose measurements below
average to 8 measurements above average marking a steady
decrease of glucose from time interval T1 = 33 s and again
during T2 = 62 s (see Fig. 6).

By analyzing Fig. 5, data depict a clear upward trend in insulin
dosages in succession, marking an increase of+0.89˜ml/dosage
on average from T0 = 0 to T1 = 50 s. This steady increase does
not deviate from the pump’s prior configuration for the selected
use case (i.e., specific patient) but still, over time the amount
of insulin intake is slowly but steadily increased, leading to an
overall average realized blood glucose levels of 62.80 mg/dL,
−17.20 mg/dL below the appropriate health levels.

B. Analysis for the PID Controller Attack

The PID attack introduces a bias at the lower limit of insulin
intake. Attack statistics and analysis are presented at Table IV.
The average insulin dosage during the process-aware attack re-
mains within an acceptable standard deviation (average 5.3 with
STDEV 1.97 which is well within the acceptable operational
bounds of 0 and 10; see Table V), whilst the lower limit of each
dosage is limited to an increasing, biased volume, after T1 = 38
and again after T2 = 61 (see Fig. 8). Keeping deviation and av-
erage in line avoids alerting the medical personnel or triggering
any out of bound alarms, while at the same time increases the
overall insulin input, eventually resulting in hypoglycemia at
T3 = 61 (see Fig. 7).

C. Storage and Computation Costs

Since all types of injections used in the aforementioned at-
tacks, whether as a sensor data stream or as a PID integrity
bypass, have linear execution times O(n), we only need to
consider the time needed to collect adequate data to support
the adversarial model, since each process-aware attack is based
on the context of each system’s states. This reduces the time
complexity of process-aware attacks to the time required to
gather adequate data on the process under attack.

The average cost for each attack is related with the storage
cost and time needed to capture the necessary datasets during
the medical pump’s execution. The worst case scenario resolves
around having no initial dataset stored to perform the attack. In
general, the average size of data needed is related to the number
of insulin doses administered, and increases with the frequency
of drug administrations since we capture data to create a baseline
for the attack.

In the worst-case scenario, the adversary needs to record at
least a full circle of a patient’s clinical image, while saturated
(after a meal) and before. In reality, this will require no more than
8 h of monitoring the glucose values and the resulting insulin
dosages to capture a full drug administration cycle. The size
of the attack setup is equal to the recorded data during this
period. The size of the data stored in each attack during the
worst case scenario (recording a full 8 h of patient medication)
takes more storage space than actually needed, since in practice
it is acceptable to believe that a few hours of data recording are
enough to support these attacks.

Considering a worst-case scenario where a pump utilizes
modern Bluetooth BLE 5.0 to send glucose levels, relevant
publications indicate that the throughput upper bound using BLE
5 is around 244–251 B of application data with an acceptable
time interval of 1 to 1.5 μs [42]. For a worst-case scenario where
the insulin is checked every second for a full 8 h period, the
storage costs for any process-aware attack would require only
28 800 s ×251 B = 7.23 MB of storage. In reality, storage costs
should not exceed 3.5 MB of storage over a period of 4–5 h.
Insulin pumps with in-house monitoring that do not use BLE 5
will have a fraction of the presented cost. For example, RFID
measurements may require only a 13 B data packet to be sent
from the transmitter 102 [43].

VII. DISCUSSION

A. Generalizing Attacks in Clinical Administration

Attacks against medical adminstration devices aim to corrupt
the clinical process through subliminal changes in a patient’s
treatment. Typical measures recommendations for minimizing
the risk of a cybersecurity attack [44], include the following:

1) being attentive to pump notifications, alarms, and alerts;
2) monitoring blood glucose levels closely and acting appro-

priately;
3) immediately canceling any unintended boluses.
However, such actions are not able to mitigate the impact from

the presented process-aware attacks over extended periods of
time. Especially in cases of induced hyperglycemia, symptoms
will not kick in until the attack is well under way for some



STERGIOPOULOS et al.: PROCESS-AWARE ATTACKS ON MEDICATION CONTROL OF TYPE-I DIABETICS USING INFUSION PUMPS 11

time. However, optimistically the impact from hyperglycemia
is considered lower than that of hypoglycemia, which manifests
symptoms early enough for the patient (or supporting personnel)
to act.

Still, since most insulin treatments are administered in-house
and not in broad hospital areas, the case remains where an attack
that triggers hypoglycemia may be considered serious if the pa-
tient does not manage to get immediate support. From a clinical
perspective, medical clinics may use software for the distributed
monitoring of patients in their house [45]. Such software online
allows users to view history data as it is recorded in the form
of graphs, charts, and reports. It includes insulin doses, eating
habits, regular exercise, and medication on patient’s glucose lev-
els and can be key to improving diabetes management. Presented
attacks (especially sensor attacks, as presented above) would
effectively deliver false data to such monitoring software, which
would further disable prompt reactions from medical personnel.

Another effective adversary strategy to initiate large-scale
attacks would require adversaries to compromise the company
that issues preventive maintenance of insulin pumps. Preven-
tive maintenance refers to the routine maintenance of medical
equipment to prevent unplanned downtime from unexpected
equipment or software failure. This often includes software
updates. If an adversary can compromise the software uploaded
by a legal distributor of a medical pump in a specific country,
then she/he can initiate a software supply chain attack and inject
malicious code on a mass scale.

B. Mitigation for Stable State Operation

An effective strategy to mitigate process-based attacks against
infusion pumps can be based on blocking the entry points
utilized by threat agents to trigger the attack scenarios described
in Section IV-D. As indicated by a recent systemization of
knowledge study [46], and considering the work in the area
of medical infusion pumps [27], improving the sensor security
model can be the most straightforward and effective manner
to prevent process-aware attacks [47]. Preventing sensor data
manipulation can be based on lightweight authentication and
communication integrity mechanisms between the glucose sen-
sors and the PID controller, such as mechanisms that rely on
pseudorandom number generators or hashed message authen-
tication code (HMAC) [13]. Signing services may also ensure
data and device integrity by certifying that sensor data or other
intelligent systems sent to a pumps are not intercepted and
altered. Code signing is also a viable option to protect software
against malicious updates through preventive maintenance.

As PID controller and configuration manipulation may be
triggered by attackers with physical access to the device, tamper
protection mechanisms may be applied to partially protect from
such attacks. For example, tamper evident enclosure mecha-
nisms may allow patients to easily identify tampering attempts
against serial or joint test action group (JTAG) ports used for
device configuration. In addition, as device configuration at-
tacks may also be initiated by nearby attackers manipulating
short-range interfaces like RFID, it is highly important to ap-
ply strong authentication in all device configuration channels.

Certificate-based authentication can also be used although this
may only be applicable for dedicated programming devices.
For short range wireless configuration channels, lightweight
two-factor authentication, such as the use of password and
PIN can greatly reduce the exposure of devices against these
attacks. Finally, since various process-based attacks may require
physical manipulation of the device, securing the physical access
to the infusion pump throughout the whole supply chain is
also required. Overall, an effective and feasible approach is
to mitigate the resulting process-aware attack risks to medical
devices by design rather than reaction. However, since this
approach might not be always feasible, and considering that a
successful attack depends on the full chain of stages, the key to
feasibly preventing such attacks—as mentioned by the examples
described in this section—is to mitigate at least one step in the
attack chain.

VIII. CONCLUSION

During the last decade, cybersecurity of medical devices
has been actively explored by researchers and companies.
Most published work focuses on attacking the software and/or
hardware of these devices to directly cause adverse effects
against the confidentiality, integrity, and availability of medical
equipment and data. In this work, we explored how adversaries
can exploit unauthorized access to medical devices in order to
subliminally harm patients through alterations on clinical trials
while going unnoticed. We investigated attacks against the
performance of insulin treatments on Type-I diabetic patients
over extended periods. Results indicate that adversaries may
utilize different approaches to inflict impact on patients and,
in some case, real danger exists that some approaches may
maximize impact. Targeted, escalating integrity attacks may
lead to hypoglycemia or hyperglycemia without triggering
a pump’s hard limits or bolus dosage alerts. Future research
should focus on protecting drug administration processes based
on real-time data and patient-specific information, and develop
contingencies against process-aware attacks, e.g., by defining
specific cyber-attack footprints for process-aware attacks, in
order to identify and mitigate these attacks at their early stages.
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