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Abstract—Intelligent surfaces have recently been presented as a
revolutionary technique and recognized as one of the candidates
for beyond fifth-generation wireless networks. This paper inves-
tigates the physical layer security of a large intelligent surface
(LIS) aided wireless system over Nakagami-m channels. We
propose a phase-based adaptive modulation scheme, where LIS’s
phase-shift optimization process is effectively utilized to enhance
the system’s security. Moreover, the effect of the Nakagami-m
fading parameter (m), correlation parameter (ρ), and a number
of passive LIS elements (M ) on the system performance are
examined. The significant improvement in confidentiality is shown
while evaluating the bit error rate performance of the proposed
scheme.

Index Terms—Adaptive modulation, bit error rate (BER), coop-
erative communications, large intelligent surface (LIS), physical
layer security (PLS).

I. INTRODUCTION

Reconfigurable intelligent surface (RIS) is promising candi-
date technology among the other technologies that can meet
main requirements, e.g., the spectrum and energy efficiency, of
the emerging future networks [1]. A large intelligent surface
(LIS) is also a type of RIS massively deployed with passive
and low-cost reflecting elements [2]. LIS has the capability of
controlling the transmission environment by adjusting the phase
and/or amplitude of the incident signals, thus controlling the
direction and the strength of reflected electromagnetic waves
[3]. With its low-power consumption compared to the relaying
technologies [4], LIS can also be utilized to optimize the data
rate, signal-to-noise ratio (SNR), security, etc. [5]. All these
advantages have facilitated the rise of interest in the research
direction of reflective elements.

Owning to the potential of the LIS technology and its avail-
ability, LIS has gained considerable attention in the research
area of wireless networks in recent years. In [6], the authors
proposed an intelligent surfaces-assisted index modulation (IM)
scheme, where the concept of IM along with the proper
phase optimization resulted in the improvement of the system’s
spectrum efficiency. The authors of [7] investigated the RIS-
enabled non-orthogonal multiple access (NOMA), where the
phase shift matrix was manipulated to minimize the total
power consumption. The multi-user RIS-aided uplink scenario
was considered in [8], where the authors utilized the phase
shift for both enhancing the first user’s signal quality and
embedding the message of the second user. The results showed

that the higher spectrum efficiency is achievable by emplacing
the appropriate phase shift and sufficient number of passive
pixels. In [9], the authors proposed a RIS-empowered receive
quadrature reflecting modulation (RIS-RSQM) that exploits the
spatial modulation. The proposed idea was to virtually divide
the RIS into two halves, each directing the signal to a particular
receive antenna whose index defines the bit information.

At the same time, physical layer security (PLS) has become
one of the solutions for enhancing the communication systems’
security against attackers. Generally, PLS exploits the inherent
properties and characteristics of the wireless channels, such as
fading, interference, and noise, to secure the data transmission
[10]–[14]. With LIS’s ability to control the transmission envi-
ronment, LIS-assisted PLS systems were recently investigated
in [15]–[19] to enhance the security of communication systems.
In [20], the authors studied a RIS-aided multiple-input-single-
output system with the consideration of highly correlated direct
links of the eavesdropper and user. It was demostrated that the
increase in the number of RIS’s passive pixels improves the le-
gitimate user’s received signal power and enhances the secrecy
performance of the system. In [15], the authors considered
the secrecy outage probability (SOP) of the RIS-aided single-
antenna system and investigated the effect of the number of
passive elements on SOP. Furthermore, the influence of artificial
noise (AN) on the secrecy rate of the RIS-enabled wireless
communication system was studied in [16]. The simulation
results revealed that the use of AN can help the system cope
with the increasing number of eavesdroppers. In [21], a joint
power allocation and beamforming scheme was suggested for
the RIS-assisted NOMA network. The authors showed that the
secrecy performance can be enhanced by increasing the number
of reflecting pixels or transmit antennas.

In most of the above studies, RIS/LIS was mainly used
to enhance the transmitted signal’s quality. Its phase shift
coefficient was mainly used for signal maximization without
also utilizing it for carrying additional information. This work
proposes a phase-based adaptive modulation scheme to improve
the spectrum efficiency and the system’s secrecy. We consider
a scheme, where the LIS’s phase shift coefficient is used to
superimpose the additional data on the transmitted signal. LIS
adjusts the phase of an incident signal to align the phase shift of
the direct and cascaded links. Moreover, LIS embeds additional



data that carries two-bit information and defines the modulation
type for the subsequent transmission. In summary, the key
contributions of the paper can be formulated as follows:

• we propose a spectrally efficient LIS-aided phase-based
adaptive modulation scheme to enhance the system PLS;

• following the proposed scheme, the system’s bit error rate
(BER) performance is simulated and analysed.

II. SYSTEM AND CHANNEL MODEL

A. System Topology

We consider the LIS-aided cooperative network depicted in
Fig.1, which consists of a base station (BS), LIS with M
reflective elements integrated, a legitimate user (Alice), and
eavesdropper (Eve). Alice is communicating with BS through
the direct and LIS-aided dual-hop links. The receiver is as-
sumed to have knowledge of both magnitude and phase of the
BS-Alice link with the help of the channel estimation process
[22]. With all the nodes having a single antenna, we assume
that all the channels are subject to a Nakagami-m fading model.
LIS aims to maximize the signal quality by perfectly adjusting
the phase of the incident signal that is achieved by assuming
perfect channel state information (CSI). It is also assumed that
Eve passively eavesdrops the transmitted signal of a legitimate
user. Due to the Eve’s location, the links between LIS-Alice
and LIS-Eve are assumed to be correlated. As discussed later,
the LIS’s phase shift parameter will be effectively utilized to
improve the system’s spectral efficiency. This will allow to
implement phase-based adaptive modulation to enhance the
system’s security.

B. The proposed transmission scheme

This section explains the proposed scheme shown in Fig.
2. The two message streams x1 and x2 comprise a total
message Xt, where x2 defines the next modulation scheme,
and its information is embedded in the phase of the optimized
phase shift. First of all, following the idea in [22], Alice
obtains the channel phase of the direct link ϕs by using the
channel estimation process. Secondly, Alice and BS agree on
the modulation type, e.g., BPSK, QPSK, 8-PSK, 16-PSK, etc.,
to be used before the message transmission. Thirdly, LIS looks
at the two-bit information x2 and draws a virtual constellation
diagram shown in Fig. 2. Each interval stands for the specific
modulation type. Moreover, each interval defines two bits of the
second message stream, i.e., 00, 01, 10, and 11. So, based on
x2, the next modulation type varies accordingly. Let assume
that the first two bits of the second message stream are 01.
LIS estimates the constellation point and sets θreq = 3π

4 .
θreq is defined as the summation of message dependent phase,
rn, and the phase of the direct channel. Then, LIS calculates
rn and embeds it in the transmitted signal during the phase
shift optimization process. Alice receives the signal and, by
knowing the modulation scheme, decodes the message x1.
Afterwards, upon successfully decoding x1, Alice extracts rn.
Further, θreq is calculated, and the receiver maps it on the
virtual constellation diagram to define the next transmission

Fig. 1. The system model.

modulation type and two bits of x2. Finally, the decoded data
of x1 and x2 are combined to represent the first block of
Xt as shown in Fig. 2. To summarize all steps described
above, Algorithm 1 presents the whole proposed scheme with
the pseudo-code provided on top of the next page. It is also
worthwhile mentioning that obtaining the direct link phase
serves as the supplementary part of the secure transmission.
Thus, in the case of non-line-of-sight communication, the phase
of the direct link can be excluded from the calculation of θreq,
so the constellation point estimation will depend solely on rn.

C. Transmission Protocol

1) Analysis of x1 for Alice: BS transmits x1 to Alice through
LIS over line-of-sight by a series of channels gm, hm, and gs.
All channels are subject to an independent and not necessarily
identically distributed (i.n.i.d.) Nakagami-m fading model. The
direct channel can also be described as gs = βse

jϕs , where βs

and ejϕs are the magnitude and phase of the corresponding
channel. Alice receives the signal given by

yA1 =
√
LS

(
γ̃de

jϕs + γ̃r

M∑
m=1

gmhmαmejθm

)
x1+n, (1)

where LS denotes the transmit power at BS; γ̃d = d
−τd
2

su βs,
γ̃r = d

−τr
2

ru d
−τr
2

sr ; dsu, dsr, dru, dse and dre denote the
corresponding distances1 for BS-Alice, BS-RIS, RIS-Alice, BS-
Eve, and RIS-Eve links, respectively; τr and τd are the path-
loss exponents; αm and θm are the amplitude and phase shift

1It should be noted that the distances between the LIS elements is much
smaller compared to the distances between Alice/Eve, and BS. Therefore, the
distances between BS/Alice/Eve and individual LIS elements are assumed to
be identical. Then, we can assume dsM = dsr , dMu = dru, dMe = dre



Fig. 2. The message transmission logic.

Algorithm 1: The proposed scheme pseudo-code

1 Initialization;
2 Begin data transmission;
3 for each transmission do
4 Channel estimation between BS and Alice;
5 Alice obtains ϕs from the channel estimation

process;
6 LIS defines the next modulation type based on the

first two bits of x2;
7 Alice successfully decodes message x1 using (3);
8 Alice extracts rn from yA2 using (7) and calculates

θreq as in (5);
9 Following the diagram in Fig. 2, two bits of

message x2 and next modulation type are estimated;
10 end

parameter of LIS; finally, the impact of an additive white
Gaussian noise (AWGN) is presented by n, with variance N0.

LIS can manipulate the incident signal flawlessly by op-
timizing the phase adjustment parameter. This is used for
constructive signal accumulation. For the signal maximization,
we set the phase adjustment parameter of LIS as(

θopt1 , . . . , θoptM

)
= (rn + ϕs − (arg[g1] + arg[h1]),

. . . , rn + ϕs − (arg[gM ] + arg[hM ])) , (2)

where rn is the message combined with the phase that is used
for the phase-based adaptive modulation scheme. Hence, the
resultant signal at Alice can be rewritten as

yA1 =
√
LS

(
γ̃d + γ̃r

M∑
m=1

ωmejrn

)
ejϕsx1 + n, (3)

where ωm = |gm||hm|αm. The optimal received SNR is
obtained as

γA
1 =

LS

∣∣∣γ̃d + γ̃r
∑M

m=1 ωmejrn
∣∣∣2

N0
. (4)

2) Analysis of x2 for Alice: Message x2 can be decoded
after finding θreq defined as the summation of rn and ϕs as

θreq = rn + ϕs. (5)

Then, with the assumption of successfully decoding the signal
yA1 , the received signal can be rewritten as

yA2 =yA1 e
−jx̂1π =

√
LS γ̃de

jϕs

+
√
LS γ̃r

M∑
m=1

ωmejrnejϕs + ne−jx̂1π. (6)

Further, to extract rn for further decision making, yA2 can be
expanded as

yA2 =
√
LS

(
γ̃d + γ̃r

M∑
m=1

ωmejrn

)
+ ne−jx̂1πe−jϕs . (7)

Next, we can express SNR of yA2 as follows

γA
2 =

LS

∣∣∣γ̃r∑M
m=1 ωmejrn

∣∣∣2
LSd

−τd
su |βs|2 +N0

=
X1

X2 +N0
, (8)

where X1 = LS

∣∣∣γ̃r∑M
m=1 ωmejrn

∣∣∣2 and X2 = LSd
−τd
su |βs|2.

3) Analysis of x1 for Eve: Since we assume that Eve
does not have information on the proposed scheme with the
adaptive modulation, decoding x2 becomes impossible for the
eavesdropper. As a result, we assume that Eve is forced to
choose a random modulation scheme for decoding the first
message stream. Nevertheless, we will consider the case, where
Eve perfectly knows the next modulation type to show its
dependence on the LIS’s constructive signal accumulation.
Since Eve is considered to be located at a close distance to
Alice, we assume that eavesdropper’s channels are correlated
to the legitimate user’s channel links. The channel correlation
is described with the correlation parameter ρ [23], and the
channels gEs and gEm are expressed as

gEs = ρgs +
√
1− ρh0, (9)

gEm = ρgm +
√
1− ρg0, (10)



Table I. System Parameters.

Parameter Value
Reflection coefficient αm = 1
Distance between BS and LIS dsr = 300 m
Distance between LIS and end-user dru = dre = 300 m
Distance between BS and end-user dsu = dse = 500 m
Path-loss exponents τd = 3.5, τr = 2.2 [25]
Nakagami m parameter m = {1, 2, 3}
Noise power N0 = −80 dBm [26]
Correlation parameter ρ = {0.2, 0.5, 0.8}

where h0 and g0 are the Nakagami-m channel coefficients.
Further, the received signal is found as

yE1 =
√
LS

(
γ̃E
d + γ̃E

r

M∑
m=1

gE
mhmαmejθ

opt
m

)
x1 + n, (11)

where γ̃E
d = d

− τd
2

se gEs ; γ̃E
r = d

− τr
2

sr d
− τr

2
re . Finally, the received

SNR of yE1 can be expressed as

γE
1 =

LS

∣∣∣γ̃E
d + γ̃E

r

∑M
m=1 g

E
mhmαmejθ

opt
m

∣∣∣2
N0

. (12)

III. BIT ERROR PROBABILITY

In general, BER is described as one of the performance
metrics used for defining the ratio of average received bit errors
to the given number of bits transmitted. In this section, BER of
x1 for the scenario of a BPSK modulation is analyzed. Using
[24, Eq. (6.4)], BER for BPSK can be expressed as

Pb = Q

(
dmin√
2N0

)
, (13)

where Q(·) indicates the Gaussian Q-function, dmin is the
distance between two constellation points. For the given system
model, dmin for the legitimate user can be defined as

dmin = 2LS

∣∣∣∣∣γ̃d + γ̃r

M∑
m=1

ωmejrn

∣∣∣∣∣
2

. (14)

Thus, we can rewrite (13) for defining BER of Alice as

PA
1 = Q


∣∣∣γ̃d + γ̃r

∑M
m=1 ωmejrn

∣∣∣2
ζb

 , (15)

where ζb =
√
2N0

2LS
. In further discussions, the simulated BER

for x1, x2, and Xt of the legitimate user and eavesdropper are
labeled as PA

x1
, PA

x2
, PA

Xt
PE
x1

, PE
x2

, and PA
Xt

, respectively.

IV. NUMERICAL RESULTS AND DISCUSSION

This section presents the performance results for the LIS-
assisted cooperative network. For the simulation purposes,
unless stated otherwise, the Monte Carlo simulation parameters
provided in Table I are considered.

Fig. 3 illustrates the BER performance for M = 256 con-
sidering two scenarios. In the perfect case scenario, we assume
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Fig. 3. BER vs. transmit SNR for M = 256.
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Fig. 4. BER of x1 vs. transmit SNR for Alice and Eve, with
M = 128 and m = 1.

that the receiver flawlessly estimates the next modulation type.
However, in practice, there are errors in the estimation of a
modulation type, leading to the significantly worsened BER
performance of a first message, until BER of PA

x2
gets close

to zero. Once it occurs, PA
x1

(practical) drops down and starts
following the perfect case scenario. It can also be seen that
the increase in m enhances BER; although, when it comes to
m = 3 and m = 4, the difference is almost imperceptible.

The impact of a correlation parameter ρ on the BER per-
formance of x1 at Eve is shown in Fig. 4. With m = 1,
the curves follow a Rayleigh fading model. It can be seen
that even with the perfect knowledge of the next modulation
type, the eavesdropper’s performance strongly depends on
the correlation parameter. There is a significant performance
improvement once Eve’s channels follow a strong correlation
(ρ = 0.8) compared to the low one (ρ = 0.2). The Eve’s
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Fig. 5. BER of x1 vs. transmit SNR for different M and m.
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Fig. 6. BER of x1 vs. transmit SNR while considering different
modulations, with for M = 256 and m = 3.

performance dependence on the correlation parameter is mainly
described with LIS’s signal quality enahncement process. Since
the LIS’s phase parameter optimization by canceling out the
phase shifts of the cascaded and direct links are designated to
the legitimate user, any other user with a different channel link
will not gain a signal enhancement. In general, the correlation
parameter, in this case, defines the portion of the LIS’s signal
maximization Eve receives. It is also worthwhile noting that the
mentioned eavesdropper’s curves describe the scenario when
a great advantage is given to Eve, by providing the perfect
knowledge on the next modulation type. Otherwise, the BER
performance is significantly worsened, as can be seen with an
example of PE

x1
. Without the information of a next modulation

type, it is assumed that Eve tries to guess the modulation type
amongst the four considered ones, leading to the critical number
of bit errors.
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Fig. 7. BER of Xt vs transmit SNR for Alice and Eve, with
M = 256 and m = 3.

Fig. 5 depicts the first message stream’s BER performance of
the legitimate user built versus the transmit SNR for different
numbers of reflecting elements M and various shape param-
eter values m. The increasing M greatly improves the BER
performance, i.e., for m = 1, M = {64, 128, 256} result in the
transmit SNR of 15, 9, and 3 dBm required to achieve 10−3.
In the considered scenario, the increase of reflective elements
enhances the BER performance in a linear nature. Bigger m
corresponds to the better system performance; although, the
improvement is almost negligible, except the transition from
m = 1 to m = 3 for M = 64.

The scenario with different modulation types is shown in
Fig. 6. BER of x1, where the modulation type is defined by
the second message stream x2, is compared to the cases when
one modulation type is followed. According to the results,
the proposed adaptive modulation scheme is characterized by
the performance that almost matches the one of a 16-PSK
modulation scenario with a difference of about 2 dBm. Even
though PA

x1
loses in the spectrum efficiency to the conventional

16-PSK, it gives a considerable advantage in the transmission
confidentiality as will be presented in further discussion.

Fig. 7 illustrates the BER performance of the total message
Xt, where the different modulation schemes are taken into
account. For this case, to follow the scenario where only one
modulation type is chosen for every transmission, the two bits
of x2 are repeated, e.g., for BPSK-‘00’, QPSK-‘01’, 8-PSK-
‘10’, 16-PSK-‘11’. Eve is given perfect knowledge of the next
modultaion type. Thus, the eavesdropper can decode x1 with
the only dependence on the correlation parameter, which is
set as ρ = 0.5. Eve also tries to decode the second message
stream by randomly choosing between the four available two-
bit patterns. As a result, with the given advantage of possessing
the perfect knowledge of the next modulation type, the BER
performance of Eve saturates and provides a secure data trans-
mission to the legitimate user.



V. CONCLUSION

The present work investigated the PLS of the considered
LIS-enabled system in terms of the BER metric considering
the proposed phase-based adaptive modulation scheme. The
primary purpose of the presented approach is to secure the
message transmission against eavesdroppers. Confidentiality
is achieved by continuously altering the transmitted signal’s
modulation type, which relies on the LIS’s phase optimization
technique. The supplementary data security is achieved by the
phase of a direct link phase, which is used in the second
message decoding process. The results showed that, since
both messages are inter-dependable during each transmission,
the legitimate user gains a considerable advantage in secrecy.
Eve’s BER performance results in huge errors due to the bits
shift of x1, having no information on the virtual constellation
diagram of x2. Even given an advantage, the eavesdropper’s
BER performance depends on the correlation parameter since
LIS is programmed for signal maximization of the legitimate
user, thus with low channel correlation, the signal cancellation
is encountered. In general, the impact of the fading parameter
m was shown, which improves the system BER performance.
Finally, the system performance can be sufficiently enhanced
with the number of elements deployed.
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