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a b s t r a c t

Precise electric load forecasting at different time horizons is an essential aspect for electricity producers
and consumers who participate in energy markets in order to maximize their economic efficiency.
Moreover, accurate prediction of the electric load contributes toward robust and resilient power
grids due to the error minimization of generators scheduling schemes. The accuracy of the existing
electric load forecasting methods relies on data quality due to noisy real-world environments, and
data integrity due to malicious cyber-attacks. This paper proposes a cyber-secure deep learning
framework that accurately predicts electric load in power grids for a time horizon spanning from
an hour to a week. The proposed deep learning framework systematically integrates Autoencoder
(AE), Convolutional Neural Network (CNN), and Long Short-Term Memory (LSTM) models (AE-CLSTM).
The feasibility of the proposed solution is validated by using realistic grid data acquired from the
distribution network of Tabriz, Iran. Compared to other load forecasting methods, the proposed method
shows the highest accuracy in both a normal case with real-world noise and a stealthy False Data
Injection Attack (FDIA). The proposed load forecasting method is practical and suitable for mitigating
noise in real-world data and integrity attacks.

© 2022 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Load forecasting is an intelligent and efficient method for pre-
dicting future electricity demand (Bashir et al., 2022; Al Mamun
et al., 2020). Accurate electrical load forecasting helps formu-
late the scheduling and operational strategies of power genera-
tion, transmission and distribution systems, and allows service
providers to predict the amount of electrical energy required by
the grid users (Bian et al., 2022). However, any error in forecasting
that can be caused by a variety of cyber-attacks such as false data
injection attack (FDIA) can have additional costs in the power
system. According to reports (Cerne et al., 2018; Haq and Ni,
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2019), the cost of the electric utility operator is reduced by 10
million pounds by reducing the load forecasting error by 1%.

Load forecasting mainly depends on two factors: forecast time
horizon and forecasting model. As Fig. 1 shows, the forecasting
time horizon is divided into four categories: ultra-short-term,
short-term, medium-term, and long-term (Azeem et al., 2021).
Each of these time horizons offers unique applications for net-
work operators and consumers. An ultra-short-term time horizon
is related to load forecasting in the period of one minute to
one hour. Given that this type of forecast is for the near future,
time and meteorological parameters are mainly used to forecast
future load values (Dagdougui et al., 2019). Short-term forecasts
are for a range of few minutes, hours, and days. This type of
forecasting is important in the context of energy management
systems (Zhao et al., 2022). The medium-term forecasting horizon
is one month to one year, which is usually effective for plans
related to electricity pricing and grid maintenance (Azeem et al.,
2021; Mohammadpourfard et al., 2020). Finally, long-term time
horizons are known for performing load forecasts over more than
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Fig. 1. Types of load forecasting models based on different time horizons.

one year. The benefits of this type of load forecasting include
demand planning for multiple power systems, increasing future
network reliability, and providing an understanding of the system
and adequacy for reliable power supply operations and meeting
future demands (Mohammadpourfard et al., 2020).

Load forecasting over short-term time horizons significantly
reduces the financial costs and operational risks of the power
system and it is considered important in a competitive energy
market. Therefore, accurate real-time and day-ahead load fore-
casting can reduce operating costs for the distribution company
and provide sustainable energy to consumers. Accordingly, pre-
cise short-term load forecasting is of paramount significance for
energy generators, operators, and consumers (Al Mamun et al.,
2020; Azeem et al., 2021; Moradzadeh et al., 2020).

1.1. Literature review

Short-term electric load forecasting has been studied exten-
sively in the literature, either using traditional statistical models
or artificial intelligence (AI)-based models (Haq and Ni, 2019; Shi
et al., 2021). Conventional statistical models operate using linear
regression functions, in which case the short-term load forecast-
ing problem can be seen as a time series prediction problem.
These models include various algorithms such as multiple linear
regression (Charytoniuk and Chen, 1998; Selvi and Mishra, 2020),
linear Quantile regression (Zhao et al., 2019), autoregressive in-
tegrated moving normal (ARIMA) (Jagait et al., 2021), Kalman
filter (Zhao et al., 2016), and exponential smoothing (Christiaanse,
1971). Regression-based statistical models are effective for fore-
casting stationary time series. However, load demand modeling
cannot be approached as stationary, and it also has nonlinear
features. Therefore, these models are often not able to model the
time series features of the data in the short-term. To mitigate
the problems related to statistical models, AI-based models were
proposed for short-term electric load forecasting. Such models are
used in a variety of forms, such as artificial neural network (ANN)
algorithms (Baek, 2019; Zheng et al., 2020; Li et al., 2022a; Jiao
et al., 2021; Zhang et al., 2021), machine learning applications (Li
et al., 2020; Jawad others, 2020; Bo et al., 2020; Li et al., 2022b;
Aflaki et al., 2022), and deep learning models (Farsi et al., 2021;
Deng et al., 2019; Rafi et al., 2021; Mohammadpourfard et al.,
2022a; Moradzadeh et al., 2021, 2022a).

In Baek (2019), one of the AI-based models called recurrent
ANN has been introduced to forecast the medium-term daily peak
load. The proposed model has been able to model well the sudden
increase of electric load during heat waves. In Zheng et al. (2020),
short-term load forecasting has been performed based on various

models of ANN such as back-propagation neural network (BPNN)
and Elman neural network (ENN). This study mainly focuses on
optimizing the structure of neural networks and increasing the
convergence rate to increase the accuracy of forecasting results.
An ANN-based multi-step forecasting model with a deep feedfor-
ward architecture called ForecastNet has been proposed in Li et al.
(2022a). In this study, the uncertainty assessment was improved
based on the output of the Gaussian distribution. The long-term
load forecasting in Jiao et al. (2021) developed a cyber-resilient
forecasting model based on an adaptive robust regression (ARR)
model. The forecasting process was performed under the condi-
tion that the input data has been corrupted under cyber-attacks
and the results confirmed the acceptable performance of the
proposed model. In Zhang et al. (2021), the power consumption
in distribution feeders has been forecasted by presenting a double
neural network that adjusts weights online. In this study, the
forecasting problem was also considered by considering impor-
tant issues such as voltage regulation in distribution feeders. In
another valuable study (Zhang et al., 2022), a predictive voltage
hierarchical controller has been developed to improve power and
voltage sharing of distributed generations and also to stabilize
network consumption load.

In Li et al. (2020), a hybrid model (CEEMDAN-SE-VMDPSR-
WOA-SVR) of machine learning applications including complete
ensemble empirical mode decomposition with adaptive noise,
sample entropy, variational mode decomposition, phase space
reconstruction, support vector regression (SVR), and whale op-
timization algorithm, has been suggested for short-term load
forecasting. The structure of the proposed model is such that the
input data, after several pre-processing steps, are used to forecast
the electrical charge as the optimized SVR input. Short-term load
forecasting based on meteorological parameters has been done
in Jawad others (2020) using different machine learning models
including AdaBoost, multiple linear regression (MLR), Random
Forest (RF), support vector machine (SVM), and k-nearest neigh-
bor (k-NN). In Bo et al. (2020), a hybrid forecasting approach
consisting of BPNN, SVM, generalized regression neural network
(GRNN), and ARIMA algorithms have been developed for short-
term electrical load forecasting. In this study, in order to increase
the forecasting accuracy, a new hybrid pre-processing model is
applied to the input data. In Li et al. (2022b), an improved SVM
model has been developed for medium-term load forecasting.
In this study, an improved sparrow search algorithm (ISSA) was
used to select the most optimal SVM hyperparameter. The results
of evaluations in this study show that the proposed ISSA-SVM
model offers more accurate performance than other conventional
models such as the conventional SVM, BPNN, and multiple linear
regression.

In Aflaki et al. (2022), short-term load forecasting under an
intelligent data integrity attack called Civil attack has been per-
formed using two machine learning-based methods called Gaus-
sian Process Regression (GPR) and Random Forest Regression
(RFR). In this study, a performance evaluation of the proposed
methods in comparison with other conventional methods is per-
formed. The results emphasize the high accuracy of GPR and RFR
methods in forecasting the electric load under cyber-attacks. In
Farsi et al. (2021), a hybrid model based on deep learning appli-
cations, consisting of long short-term memory network (LSTM)
and convolutional neural network (CNN) models, has been de-
veloped for short-term load forecasting. The effectiveness of the
proposed LSTM-CNN model was evaluated by applying it to two
real-world datasets, namely ‘‘hourly power electric consumption
of Malaysia’’ and ‘‘daily load consumption of Germany’’. In Deng
et al. (2019), the electric load forecasting has been performed by
introducing a hybrid model based on deep learning called multi-
scale CNN with time-cognition (TCMS-CNN). In the proposed
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model architecture, a deep CNN model based on multi-scale
convolutions was used to extract the feature from the input
data, and then load forecasting was performed using the TCMS-
CNN model. In Rafi et al. (2021), a hybrid model based on the
integration of CNN and LSTM has been introduced for short-
term electric load forecasting in the Bangladesh power system.
In this study, other conventional models such as LSTM, radial
basis function network, and extreme gradient boosting algorithm
were employed to forecast the load to achieve the effectiveness
of the proposed model based on evaluation and comparison of
the results. A hybrid model of deep learning applications that
integrates autoencoder (AE) models in the form of denoising con-
volutional AE (DCAE) with the LSTM network has been proposed
for load forecasting in Mohammadpourfard et al. (2022a). The
performance process of the proposed model was performed in
two stages feature extraction by the DCAE and load forecasting
based on the LSTM model. In Moradzadeh et al. (2021), the
short-term electric load forecasting of a rural microgrid in Sub-
Saharan Africa has been performed based on a time series model
based on deep learning applications called bidirectional LSTM.
The suggested model forecasts the total network load over time
by modeling household and commercial loads. In Moradzadeh
et al. (2022a), the authors introduced a novel hybrid method
based on deep learning applications. The layer-to-layer structure
of the proposed model is based on variational AE, and Bi-LSTM
algorithms that is called VAEBiLSTM. A technical comparison be-
tween the relevant review literature and the developed approach
in this study is performed in Table 1 based on four influential
features in the forecasting process. These features include the
ability of forecasting models used in pre-processing, time-series
data modeling, generalizability to different time horizons, and
resilience against cyber-attacks.

1.2. Motivation

A review of the literature shows the wide applications of AI-
based models in different types of load forecasting. However, as
can be seen in Table 1, each of these methods has limitations
that can affect forecasting results. As stated in the literature,
the electric load is highly dependent on weather conditions at
different time horizons that follow a specific time-series pattern.
Accordingly, the introduced forecasting models should be able
to process large volumes of data measured over time and be
able to model the time-series state of this data. Meanwhile,
traditional machine learning-based models are not able to extract
features from the input data and also cannot able to model the
time-series state of the data. On the other hand, deep learning
techniques as developed algorithms of machine learning appli-
cations, have solved the problems associated with processing
large volumes of data, and only some of these models have been
able to model the time-series state of data and changes related
to their behavioral patterns over time. Another important point
is to protect the cyber-security of data and provide a cyber-
resilient forecasting model against cyber-attacks. However, this
issue has not been addressed in any of the recent studies and
the performance of forecasting models against cyber-attacks has
not been evaluated. Accordingly, the above-mentioned problems
and providing a practical solution to solve them is considered a
motivation to develop a comprehensive and cyber-secure electric
load forecasting model with high-performance accuracy.

1.3. Contribution

In this paper, to address the aforementioned problems and
improve the process of electric load forecasting in various time
horizons, a hybrid cyber-secure forecasting model based on deep

learning applications is proposed. The developed model is a com-
bination of AE, CNN, and LSTM models which is called AE-CLSTM.
The architecture of the suggested AE-CLSTM model is designed
to be able to easily pre-process and extract features from data in
the shortest possible time, and ultimately, forecast electric load
in the ultra-short-term and short-term time horizons. The ability
to remove noise from input data, process large volumes of data,
time-series modeling of electric load data and most importantly
acceptable performance against cyber-attacks are prominent fea-
tures of the developed AE-CLSTM model. In this structure, the AE
receives the input data and, during a pre-processing process, re-
moves their noise and prepares it as the next layer input. The next
layer is a CNN model that is used to extract features and identify
the behavioral pattern from the input data. In order to avoid
the problems of overfitting and modeling the time-series state of
the input data, an LSTM network in the CNN structure replaced
the fully-connected layers. The developed structure easily elimi-
nates the problems related to overfitting and processing of large
volumes of data in the CNN model, and allows the behavioral
pattern of meteorological data and electric load to be extracted
and identified in the various time horizons. In addition, the struc-
ture of the proposed model is such that it provides acceptable
performance in forecasting electric load against cyber-attacks and
maintains the cybersecurity of the network. For this purpose, the
False Data Injection Attack (FDIA) is applied in the form of a
scaling attack on the input data to perform the forecasting process
with the false data. Finally, electric load forecasting is performed
with various conventional models such as CNN, and LSTM so that
the presented results indicate the effectiveness of the proposed
AE-CLSTM model compared to other conventional models. The
performance of the proposed forecast model is performed by
applying on weather data and load data of the power network
of Tabriz, Iran, from the years of 2017 to 2019.

In general, the novelty and contribution of the paper and
proposed model are listed and summarized as follows:

• Presenting a cutting-edge hybrid forecasting model of deep
learning applications built on the combination of the AE,
CNN, and LSTM models. The CNN model was cleverly cre-
ated to recognize the patterns in how meteorological data
behave and how electricity is used. For the first time in the
CNN structure, an LSTM model took the role of the fully-
connected layer in order to model time-series data variables
for predicting electric demand and to get rid of overfitting
issues in CNN training.

• The cybersecurity of electric load forecasting and proposed
models is analyzed, and the robustness of recommended
forecasting models under the FDIA is tested in a systematic
manner. FDIA modeling is carried out in the form of a
scaling attack in such a manner that, although perturbing
the parameters associated with the input variables, it does
not change the data patterns and just averages them until it
is deemed a fully intelligent attack.

• It is worth noting that the AE approach is designed to pre-
process data and eliminate noise or attack effects so that the
electric load forecasting process is based on clean real-world
data. The suggested load forecasting model is generalizable
to various time horizons, including ultra-short-term and
short-term.

1.4. Paper organization

The rest of this paper is organized as follows: Modeling the
FDIA is described in Section 2. Section 3 introduces the method-
ologies used. Section 4 presents the results of electric load fore-
casting. Finally, Section 5 concludes the paper.
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Table 1
Technical comparison of forecasting models used in recent studies and the proposed model in this study.
Ref. Year Technique Time horizons Pre-processing De-noising Time-series

modeling
Cybersecurity

Baek
(2019)

2019 Recurrent ANN Medium-term

Zheng
et al.
(2020)

2020 BPNN, ENN, and LSTM Short-term

Li et al.
(2022a)

2022 ForecastNet Short-term

Jiao et al.
(2021)

2021 ARR Long-term

Li et al.
(2020)

2020 CEEMDAN-SE-VMDPSR-
WOA-SVR

Short-term

Jawad oth-
ers
(2020)

2020 AdaBoost, MLR, RF, SVR,
and k-NN

Short-term

Bo et al.
(2020)

2020 BPNN, SVM, GRNN, and
ARIMA

Short-term

Li et al.
(2022b)

2022 ISSA-SVM Medium-term

Aflaki et al.
(2022)

2022 GPR, RFR Short-term

Farsi et al.
(2021)

2021 LSTM-CNN Short-term

Deng et al.
(2019)

2019 TCMS-CNN Short-term

Moham-
madpour-
fard et al.
(2022a)

2020 DCAE-LSTM Short-term

Moradzadeh
et al.
(2021)

2021 Bi-LSTM Short-term

Moradzadeh
et al.
(2022a)

2022 VAEBiLSTM Short-term

Proposed
model

2022 AE-CLSTM Ultra-short-term
and Short-term

2. False Data Injection Attack (FDIA) modeling

Data integrity attacks are considered malicious cyber-attacks
that aim to modify actual measurements of the system and desta-
bilize the system by exogenous false data injection. The conse-
quences of such attacks include economic losses, unstable system
conditions, and even voltage collapse, and other measurements
related to power systems (Ruan et al.; Mohammadpourfard et al.,
2022b). Accordingly, identifying and preventing such attacks is of
great importance in order to maintain the security and stability
of power systems. Modeling this type of attack is usually done
by mixing the original data vector with a malicious vector as
follows (Mohammadpourfard et al., 2021):

Z = α ∗ W + Z0 (1)

where Z represents the data vector under attack and is utilized
by the system, Z0 is the actual measurement or clean data, W
is the data vector that was attacked and can be determined
independently or with Z0, and finally, the multiplicative factor
that determines the weight of the attack, is displayed with α.

The modeling of data integrity attacks in this work is per-
formed via FDIA on forecasting data in order to evaluate the
performance of electric load forecasting models (Moayyed et al.,
2022). FDIA modeling on forecast data can be done in various
forms such as pulse attack, scaling attack, ramping attack, and
random attack (Cui et al., 2019; Konstantinou and Anubi, 2022).
The scaling attack maintains the data behavior pattern and the
average of the parameters, despite changing the parameters re-
lated to the data and injecting false values. Accordingly, in this
study, FDIA attack modeling on load forecasting input parameters

is performed in the form of a scaling attack. Modeling this attack
is possible based on the following equation (Konstantinou and
Anubi, 2022; Lakshminarayana et al.):

Qt = (1 + λS) × Qt for ts < t < te (2)

where Qt is the manipulated dataset with the cyber-attack, Qt
represent the original dataset or clean data. λS denote the scal-
ing attack parameter. ts and te are the start and end times of
cyber-attack, respectively.

Among the input variables related to electric load forecasting,
air temperature is a factor that has a significant effect on de-
termining the amount of electric load. Thus, air temperature is
also considered a time-series factor in modeling the correlation
between input variables and forecasted electrical load. Accord-
ingly, in this study, the scaling attack is applied to the air tem-
perature variable for evaluating the performance of forecasting
models against this attack. The modeling of scaling attack is done
with an average scaling coefficient of 5% (decrease and increase
air temperature parameters) while maintaining the average and
behavioral pattern of the data.

3. Methodologies

In this study, the electric load forecasting is performed based
on the AE-CLSTM procedure, a novel hybrid model of deep learn-
ing applications. The developed model is based on the integration
of AE, CNN, and LSTM models. In addition, some conventional
intelligent methods such as CNN and LSTM models are used
for electric load forecasting to evaluate the performance of the
proposed model and compare the results. The continuation of this
section introduces each of the mentioned models by describing
them in detail and dealing with their mathematical modeling.
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Fig. 2. Schematic diagram of autoencoder (AE).

3.1. Autoencoder (AE)

AE is one of the applications of deep learning that is mainly
used for data reconstruction, de-noising, and dimensional reduc-
tion applications. As can be seen in Fig. 2, an AE consists of two
parts, the encoder and the decoder, which generally form an input
layer, a hidden layer, and an output layer (Shefaei et al., 2021;
Shrestha and Mahmood, 2019). In this structure, the encoder is
responsible for mapping an input (x) to a hidden representation
(z), and this process is based on a nonlinear transformation.
The decoder also maps the hidden representation (z) by another
nonlinear transformation to the reconstructed (x̂) data. Data re-
construction during this mapping is done in such a way that the
maximum information about the input data is preserved by the
hidden layers. The mathematical modeling of this mapping is as
follows (Chiang et al., 2019; Jia et al., 2021):

z = f (Wx + b) (3)

x̂ = g(Ŵz + b̂) (4)

where W and b demonstrate the weight and bias parameters
related to the encoder, respectively. Ŵ and b̂ are the weight and
bias parameters associated with the decoder, respectively. f and
g represent the selected non-linear activation functions.

Various functions such as rectified linear function (ReLU), sig-
moid function, and hyperbolic tangent can be chosen as alter-
natives to f and g. Determination of parameters is done via
optimizing the following objective function (Chiang et al., 2019):

L (θ) =

∑
i

x − x̂
2
2 (5)

where θ =

{
W , b, Ŵ , b̂

}
represent the set of parameters.

The de-noising AE version was introduced as a stochastic
extension to the classic AE in 2008 by Vincent et al. (2008).
This version of AE is trying to reconstruct a clean input from
its corrupted version. Thus, the network is trained once with
clean data and then when tested with damaged or noisy data,
by applying the de-noising process, it presents data very close to
clean data as output.

3.2. Convolutional Neural Network (CNN)

CNN is a special type of deep learning model that is mainly
used for classification, pattern recognition, forecasting, and re-
gression applications (Shefaei et al., 2021). As Fig. 3 shows, the

CNN architecture consists of convolutional layers, activation func-
tions, max-pooling layers, a fully-connected layer, and finally
the classification layer. CNN’s layer-to-layer structure has in-
creased the network’s ability to extract features from input data
compared to other deep learning models.

Each layer in this structure pursues a unique function
(Moradzadeh et al., 2022d). Convolutional layers consist of a set
of filters that extract feature maps to identify and describe the
features of the input data. Feature maps at each convolution layer
are extracted using different filters applied to the input data. The
l-layer convolved feature maps in the CNN structure are extracted
as follows (Zografopoulos et al., 2021):

yconvl,j =

k∑
i

wl
i,jy

pool
l−1,i + blj (6)

yReLUl,j = f
(
yconvl,j

)
= max

[
0, yconvl−1,j

]
(7)

where yconvl,j is the output and wl
i,j represent the convolutional

kernel of lth layer. k and blj represent the number of kernels
and bias, respectively. f (·) demonstrates the activation function.
In each convolutional layer, an activation function is utilized to
perform the activation process. In this study, a Rectifier Linear
Unit (ReLU) is considered to do this.

The pooling layer in the CNN structure is responsible for
collecting features. However, in each convolutional layer, a pool-
ing layer is used to collect the features extracted from each
feature map. The pooling operation can be performed in two
modes of average pooling (includes the average of the extracted
features), and Max-pooling (including the maximum extracted
features) (Shefaei et al., 2021). In this study, Max-pooling was
used to collect features in each convolutional layer. It should be
noted that the output of each pooling layer is considered the
input of the next convolutional layer. Mathematical modeling of
pooling operations is as follows (Moradzadeh et al., 2022d):

ypooll,j = maxM×N
(
p(S1, S2)yReLUl−1,j

)
(8)

where p(S1, S2) represents the window function implemented to
the input data, S1 and S2 represent the window size, and finally,
the output size of the l-layer feature map is denoted byM×N . The
fully-connected layers in the CNN structure act as a feed-forward
neural network to determine the weight and bias of the data. The
last feature map extracted in the last pooling layer is considered
the input of the fully-connected layers. After performing the
training process in this layer, the final output of the network is
determined by the last layer in the CNN structure, which is the
SoftMax layer (Moradzadeh et al., 2022d).

3.3. Long Short-Term Memory (LSTM)

Among deep learning models, LSTM was introduced to im-
prove the performance of RNN networks. Thus, this model was
able to solve the problems related to the gradient vanishing
and exploding gradient in RNN models. Estimation, regression,
nonlinear data modeling, and categorization are prominent ap-
plications of LSTM (Shefaei et al., 2021; Shrestha and Mahmood,
2019). Like the architecture shown in Fig. 4, the LSTM structure
consists of three inputs (it ), forget (ft ), and output (ot ) gates and
a memory cell. In this architecture, the memory cell determines
the possibility of updating the input gate, and the forget gate
controls whether to keep or delete the memory cell. The output
gate is used to control the input, output, and cell history state
information (Moradzadeh et al., 2022c). The activation process
in the LSTM structure is performed using the sigmoid activation
function. The mathematical modeling of LSTM is based on the
following formulations (Shrestha and Mahmood, 2019):

it = σ (Wi [ht−1, xt ] + bi) (9)
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Fig. 3. Layer-to-layer structure of CNN.

Fig. 4. The principal structure of an LSTM unit.

ft = σ
(
Wf [ht−1, xt ] + bf

)
(10)

ot = σ (Wo [ht−1, xt ] + bo) (11)

ĉt = tan (Wc [ht−1, xt ] + bc) (12)

ct = ft ∗ ct−1 + it ∗ ĉt (13)

ht = ot ∗ tanh(ct ) (14)

where the weight matrix for each gate is denoted by Wi,Wf ,Wo,

and Wc respectively. bi, bf , bo, and bc show the bias values corre-
sponding to each gate, respectively, and the activation function is
set to σ . ht−1 indicates the hidden state in the previous time step
and xt indicate the input parameter at time t. ct is the current
memory cell and ht represents the hidden state.

3.4. Developed Autoencoder Convolutional Long Short-Term Memory
(AE-CLSTM)

3.4.1. Model architecture
Nowadays, the idea of combining models has found a special

place in applications based on AI. Thus, users combine models
based on specific logics depending on their application so that
the hybrid model can eliminate many of the shortcomings of
conventional models (Moradzadeh et al., 2022c). Accordingly, in
this study, a hybrid model of deep learning applications for load
forecasting is presented. As stated in the literature, the developed
model consists of AE, CNN, and LSTM algorithms called AE-CLSTM.
The proposed AE-CLSTM load forecasting model is a combination
of AE, CNN, and LSTM techniques. Each of the AE, CNN, and LSTM
networks are well-known models of deep learning applications,
each with its strengths and limitations. Combining such models
provides a better fit for specific applications than conventional
methods and increases the accuracy of forecasting (Moradzadeh
et al., 2022b). As Fig. 5 shows the architecture of the developed
AE-CLSTM model, the first layer of this structure is the AE. Then, a
CNN architecture is used. The developed model is incorporated in

such a way that the fully-connected layers in the CNN structure
are removed and replaced by an LSTM network. Lack of time-
series state modeling of data and overfitting problems were the
main problems of fully-connected layers in the CNN structure,
which in the proposed hybrid model, these problems are elim-
inated based on the high capabilities of LSTM. In the first step,
the input data enters the AE network to perform the process of
pre-processing and de-noising. The output of the AE is then used
as the input of the CNN network to start the feature extraction
process from the first convolutional layer. This process continues
until the last convolutional layer is reached, and the last feature
map extracted from the input data is used as the input of the
LSTM layer. The training process and determining the weight and
bias of the data is done using the LSTM network and the final
output of the amount of electric load is determined based on the
training process performed by the LSTM model.

3.4.2. Parameters tuning
In the process of using AI-based applications, especially the

use of deep learning models, determining the number of layers,
tuning hyper-parameters, and achieving optimal hyper-parame-
ters, is a very time-consuming task that is often not possible. To
forecast the electric load in this study, meteorological parameters
were considered as model inputs. The CNN structure used in the
proposed model consists of 3 convolutional layers and 3 max-
pooling layers. The size of the kernels used in each convolutional
layer is the main factor for extracting the features of the input
data. The kernel size should be chosen in such a way that it
does not lead to data loss or increase the computational cost by
setting a large value. Another factor in the structure of CNN is
the size of the max-pooling layer, in this model, each layer has a
window size of 2 × 2. The next layer in the developed model is
an LSTM network that replaces the fully-connected layers in the
CNN structure. Thus, the last feature map extracted in the CNN
structure is considered the input of the LSTM model.

After determining the input data, the number of hidden layers
is one of the most important parameters that must be con-
sidered in modeling an LSTM network. Experience gained in
various modeling models that deal with uncertainty related to
meteorological parameters, the choice of 3 or 4 hidden layers
is ideal. The modeled LSTM network consists of 20 directional
layers. In this structure, the activation process in the directional
layers is performed based on the Hyperbolic Tangent activation
function. It should be noted that the Dropout and Sequence
length parameters are also significantly important in setting the
performance of the LSTM network. Each of these parameters has a
specific behavior in network performance and somehow controls
its accuracy. Dropout is used as a regulatory solution to prevent
overfitting problems. The value of this parameter can normally
be set between 0 and 1, which in this study is considered to
be 0.3 for the designed network. Sequence length determines
the number of previous samples that must be observed when
importing current samples into the network. Usually, the value
of this parameter can be obtained in several experiments. In
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Fig. 5. The architecture of the proposed AE-CLSTM model.

Table 2
AE-CLSTM model parameters.
Model Layer (type) Parameter

CNN No. filters in first convolutional layer 3
No. filters in second convolutional layer 16
No. filters in third convolutional layer 20
Filter size in first convolutional layer 4 × 4
Filter size in second convolutional layer 3 × 3
Filter size in third convolutional layer 3 × 3
Stride in convolutional layers 1
Window size in each max-pooling layer 2 × 2
Stride in max pooling layers 2

LSTM Ddirectional_1 20
Dropout_1 (Dropout) 0.3
Flatten_1 (Flatten) 20
Dense_1 (Dense) 12
Sequence length 1
Hidden layer 4
Hidden unit 100

this study, after selecting different values, the value of 1 was
determined as the most appropriate parameter. Table 2 presents
the adjusted parameters for the developed AE-CLSTM model in
this paper.

4. Electric load forecasting results

In this study, electric load forecasting in the ultra-short-term
and short-term is done based on a novel developed hybrid cyber-
resilient model (AE-CLSTM). In addition, in order to express the
performance of the proposed model compared to conventional
models, other traditional models such as CNN and LSTM were
used to forecast the load in the study region. The cyber-security
of the developed AE-CLSTM model is also verified by evaluating
its performance against FDIA. The effectiveness of the proposed
model is investigated by applying it to meteorological data and
historical electric load data related to a distribution network in
Tabriz, Iran in the time period 2017 to 2019. Meteorological data
include the variables of average temperature, relative humidity,
pressure, wind speed, and wind direction, which have been mea-
sured in one-hour intervals at the meteorological station of Tabriz
city.

Electric load forecasting based on the models introduced in
this study, which are based on learning models, requires an input
dataset. As stated in the literature, the electric load consumed
is highly influenced by meteorological variables and historical
information. Accordingly, the input dataset in this study consists
of meteorological variables (i.e., average temperature, relative
humidity, pressure, wind speed, and wind direction), the number
of days in months (1 to 30), days of the week (1 to 7), day
type (workday or holiday), and the hour of the day (1 to 24).
Achieving the objectives of this study is done in two different
scenarios. The first scenario forecasts the electric load related to
the distribution network studied in Tabriz, Iran with the models

of CNN, LSTM, and AE-CLSTM. In the second scenario, the FDIA is
applied in the form of the scaling attack on the input data, and the
electric load is forecasted based on the false data. This scenario
evaluates the performance of forecasting models against cyber-
attacks. The results of each scenario are presented separately in
the continuation of this section.

4.1. First scenario: Electric load forecasting based on clean data

In this scenario, the ultra-short-term and short-term electric
load forecasting are done using AE-CLSTM, CNN, and LSTM meth-
ods. Each of the forecast models is trained using meteorological
and historical data related to the years 2017 and 2018 to forecast
the electric load of the distribution network of Tabriz for 2019.
The ultra-short-term electric load forecasting is done for each
hour and short-term forecasting is performed for one-week time
intervals. Load forecasting in 2019 is done separately for each
season of the year to evaluate the performance of the proposed
model in modeling the time-series state of data and its ability
to identify the behavioral pattern of electric load consumption
in different seasons. The results of training and test processes
related to the performance of each model are evaluated based
on various performance evaluation metrics. Correlation coeffi-
cient (R), mean squared error (MSE), mean absolute error (MAE),
and root mean squared error (RMSE) make this assessment. The
computational formulation of each of the mentioned metrics for
n number of data samples is expressed as follows (Moradzadeh
et al., 2022b):

R =

∑n
i=1(xi − x)(yi − y)√∑n

i=1(xi − x)2
∑n

i=1(yi − y)2
(15)

MSE =
1
n

n∑
i=1

(yi − xi)2 (16)

MAE =
1
n

n∑
i=1

|yi − xi| (17)

RMSE =

√∑n
i=1(yi − xi)2

n
(18)

where xi and yi are the actual and forecasted electric load values,
respectively. x and y represents the average of actual values and
forecasted values, respectively. The performance results of each
forecasting model in the training phase are evaluated in Table 3.

The results presented in Table 3 show that each of the fore-
casting models is based on their ability to identify the behavioral
pattern of the input data and implement the training process. As
can be seen, the accuracy of the models presented in the train-
ing of behavioral patterns related to ultra-short-term data was
higher than short-term data. In addition, the results presented
in this process show the high capability of the developed AE-
CLSTM model in identifying the behavioral pattern of electric load
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Table 3
Evaluate the performance of each electric load forecasting model in the training phase based on clean data.

Ultra-short term (1-hour time horizon) Short-term (1-week intervals time horizon)

Season Method R (%) MSE MAE RMSE R (%) MSE MAE RMSE

Spring

CNN 99.58 92.589 7.458 9.622 99.43 125.437 10.008 11.199
LSTM 99.76 70.526 6.897 8.397 99.58 99.463 8.752 9.973
AE-CNN 99.85 42.568 4.256 6.524 99.68 60.425 6.0158 7.773
AE-CLSTM 99.91 30.585 3.059 5.530 99.72 48.224 5.078 6.944

Summer

CNN 99.28 208.451 11.025 14.437 99.08 244.515 13.589 15.636
LSTM 99.36 156.521 9.756 12.510 99.18 195.323 10.677 13.975
AE-CNN 99.63 85.365 7.002 9.239 99.42 138.526 7.359 11.769
AE-CLSTM 99.74 54.158 4.568 7.359 99.55 90.086 6.018 9.491

Autumn

CNN 99.37 158.963 8.56 12.608 99.08 190.044 9.689 13.785
LSTM 99.46 130.580 6.589 11.427 99.28 164.390 8.745 12.821
AE-CNN 99.67 77.569 3.705 8.807 99.44 110.425 5.489 10.508
AE-CLSTM 99.78 50.589 2.458 7.112 99.53 84.925 4.022 9.215

Winter

CNN 99.69 69.542 6.412 8.339 99.48 105.422 8.059 10.267
LSTM 99.77 47.526 5.203 6.893 99.53 73.731 6.489 8.586
AE-CNN 99.89 28.489 2.989 5.337 99.70 48.002 3.425 6.928
AE-CLSTM 99.94 17.569 1.890 4.191 99.82 30.540 2.478 5.526

Table 4
Evaluate the performance of each electric load forecasting model in the test phase based on clean data.

Ultra-short term (1-hour time horizon) Short-term (1-week intervals time horizon)

Season Method R (%) MSE MAE RMSE R (%) MSE MAE RMSE

Spring

CNN 99.43 132.189 10.172 11.527 99.28 158.285 12.582 12.581
LSTM 99.60 111.567 9.003 10.562 99.41 128.401 11.025 11.331
AE-CNN 99.72 67.852 6.596 8.237 99.49 80.258 8.406 8.958
AE-CLSTM 99.80 45.605 5.164 6.753 99.54 65.855 7.498 8.115

Summer

CNN 99.10 288.289 14.099 16.979 98.89 300.580 17.058 17.337
LSTM 99.13 258.600 12.586 16.081 99.01 274.125 11.598 16.556
AE-CNN 99.41 170.265 9.005 13.048 99.24 180.495 9.121 13.434
AE-CLSTM 99.58 126.042 7.125 11.226 99.37 150.014 8.986 12.248

Autumn

CNN 99.01 224.745 10.745 14.991 98.79 241.125 12.498 15.528
LSTM 99.15 199.775 9.327 14.134 99.10 218.201 11.475 14.771
AE-CNN 99.32 146.052 6.101 12.085 99.21 161.523 8.798 12.709
AE-CLSTM 99.43 120.769 4.896 10.989 99.28 139.258 6.986 11.800

Winter

CNN 99.54 110.486 8.958 10.511 99.27 140.589 11.560 11.857
LSTM 99.64 104.052 7.919 10.200 99.30 119.896 10.689 10.949
AE-CNN 99.81 49.858 4.137 7.061 99.59 70.465 6.408 8.394
AE-CLSTM 99.90 23.006 2.835 4.796 99.71 47.512 3.796 6.896

consumption in each season, compared to other CNN and LSTM
models. It should be noted that the LSTM model, due to its ability
to model time-series states, has been able to pass the training
stage with high accuracy compared to the CNN model. After com-
pleting the training process and identifying the behavioral pattern
of electric load consumption in different seasons of the year, each
of the forecasting models is saved as a toolbox containing the
features extracted from the data. Saved models will be utilized to
perform the test process and forecast the electric load in real-time
and day-ahead.

Given that the training process of all forecasting models was
based on data from the years 2017 and 2018, now the test process
and ultra-short-term and short-term electrical load forecasting
by data related to the years 2019. For example, Fig. 6 shows the
results of ultra-short-term electric load forecasting for all seasons
of 2019 via the proposed AE-CLSTM model. Fig. 7 also shows
the high-resolution results presented in Fig. 6, which include
forecasts for a day (24 h). The results presented in Figs. 6 and
7 show a high correlation between the actual electric load data
and the values forecasted by the developed AE-CLSTM model. It
can be seen that in each season of the year, the proposed model
has been able to forecast the amount of electric load with high
accuracy.

Most forecasting models suffer from consumption pattern
modeling problems in forecasting load consumption during peak
hours. However, the results presented in Fig. 7 show that the AE-
CLSTM model has been able to model and forecast the pattern

of electric load consumption during peak hours. Comparison and
evaluation of the performance related to the proposed model
compared to other conventional models used in the test stage and
electric load forecasting in both ultra-short-term and short-term
time horizons are presented separately in Table 4.

The results presented in Table 4 emphasize the high perfor-
mance of the AE-CLSTM model in ultra-short-term and short-
term electric load forecasting compared to each of the models
CNN and LSTM. It can be seen that the developed model has been
able to forecast the electric load in each of the seasons with the
highest accuracy and the lowest error values compared to any of
the conventional models. Among the conventional models, as in
the training phase, the LSTM model has higher accuracy than the
CNN model and has been able to forecast the electric load with a
lower error rate than the CNN model. As can be seen in Table 4,
the forecasting accuracy of each of the models used in the ultra-
short-term time horizon is higher than the short-term horizon,
and this trend is influenced by the amount of data used. As stated
in the literature, in this part of the results it was also observed
that ultra-short-term time horizons provide more accurate results
than the short-term time horizon.

4.2. Second scenario: Modeling FDIA on the input data and forecast-
ing electric load based on false data

In this scenario, the performance of forecasting models against
FDIA, which is one of the most common cyber-attacks in power
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Fig. 6. Comparison of real electric load values and ultra-short-term electric load forecasting results by the AE-CLSTM model.

systems, is evaluated. Thus, the FDIA attack is applied to the input
data in the form of a scaling attack, like the model described in
Section 2 of the paper. As air temperature is one of the most basic
parameters in estimating the electric load consumed and has a
high correlation, the air temperature variable was targeted for
the FDIA. The scaling attack with a factor of 5% was applied to
the air temperature parameters in each of the datasets of all four
seasons related to the year 2019. The modeled attack reduces and

increases the temperature parameter by 5% by maintaining the
average and behavioral pattern of air temperature at any hour
of the day. Fig. 8 shows an example of the implemented scaling
attack on temperature data in each season of the 2019 year. As
can be seen in Fig. 8, the FDIA in the form of the scaling version
was able to intelligently change the numerical parameters of the
air temperature without changing the behavior pattern of the
data.
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Fig. 7. Examples of real electric load values and results of ultra-short-term electric load forecasting via AE-CLSTM model with high-resolution (24-h).

Fig. 8. An example of the implemented FDIA on air temperature parameters related to all seasons of the 2019 year.

The manipulated data is considered as the input of each fore-
casting model to forecast the electric load using the false data. In
this scenario, as in the previous scenario, the test and forecasting
phase is performed using saved networks that were trained based
on the 2017- and 2018-years data. Table 5 presents the results of
electric load forecasting in ultra-short-term and short-term time
horizons in all four seasons of 2019 using false data.

The performance evaluation of each of the forecasting models
against cyber-attack is performed in Table 5. The results pre-
sented in this table show that the proposed AE-CLSTM model

was able to forecast the electric load despite injecting false data
on the air temperature parameters with acceptable accuracy and
close to the results presented in the previous scenario. Both CNN
and LSTM models also provide results of load forecasting, but
the prediction values contain large amounts of forecasting error,
which reduces the accuracy of the model.

According to the results presented in Table 5, it is under-
standable that the AE layer used in the developed model can
well eliminate the effects of FDIA in the pre-processing stage
and perform data reconstruction. Accordingly, the electric load
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Table 5
Performance evaluation of each electric load forecasting model under FDIA.

Ultra-short term (1-hour time horizon) Short-term (1-week intervals time horizon)

Attack model Season Method R (%) MSE MAE RMSE R (%) MSE MAE RMSE

Decrease 5%
temperature

Spring CNN 93.86 510.256 40.568 22.588 93.72 530.237 41.998 23.026
LSTM 94.53 467.458 36.875 21.620 94.37 481.846 38.305 21.950
AE-CNN 96.59 378.956 25.698 19.466 95.96 390.568 29.586 19.762
AE-CLSTM 98.69 263.429 13.022 16.230 98.56 279.521 14.152 16.710

Summer CNN 93.60 524.580 42.251 22.903 93.42 544.531 43.743 23.335
LSTM 94.19 488.059 39.008 22.092 94.04 500.158 40.208 22.364
AE-CNN 95.86 400.589 30.156 20.014 95.74 423.596 31.956 20.581
AE-CLSTM 97.88 287.380 13.959 16.952 97.75 307.534 15.059 17.536

Autumn CNN 93.32 542.591 44.306 23.239 93.18 559.359 46.116 23.650
LSTM 93.91 501.149 40.025 22.386 93.69 519.420 41.235 22.790
AE-CNN 95.07 451.256 30.568 21.242 94.91 469.523 32.508 21.668
AE-CLSTM 97.31 370.208 16.785 19.240 97.18 381.562 17.485 19.533

Winter CNN 94.07 451.325 40.002 21.244 93.87 468.501 41.246 21.644
LSTM 94.76 446.523 33.659 21.131 94.51 461.208 34.949 21.475
AE-CNN 95.98 368.523 25.735 19.196 95.74 381.233 27.129 19.525
AE-CLSTM 98.85 211.282 11.814 14.535 98.74 223.062 10.704 14.935

Increase 5%
temperature

Spring CNN 94.09 499.852 39.896 22.357 93.84 517.522 41.008 22.749
LSTM 94.62 458.956 35.986 21.423 94.46 471.622 37.111 21.716
AE-CNN 96.09 379.523 24.998 19.481 95.91 391.268 26.411 19.780
AE-CLSTM 98.91 226.908 12.004 15.063 98.82 238.942 12.978 15.457

Summer CNN 93.79 518.523 41.026 22.771 93.60 531.384 42.161 23.051
LSTM 94.28 479.458 37.756 21.896 94.09 490.001 39.109 22.135
AE-CNN 95.79 398.526 26.089 19.963 95.53 409.456 27.968 20.235
AE-CLSTM 98.03 280.146 13.917 16.737 97.96 299.456 14.991 15.147

Autumn CNN 93.51 534.279 43.008 23.114 93.38 555.111 44.220 23.560
LSTM 94.04 493.895 39.568 22.223 93.84 514.753 40.989 22.688
AE-CNN 95.49 409.562 28.965 20.237 95.31 421.569 30.109 20.532
AE-CLSTM 97.70 322.104 15.793 17.947 97.65 334.148 16.759 18.279

Winter CNN 94.20 489.956 39.159 22.134 94.02 502.433 40.429 22.415
LSTM 94.88 437.042 32.895 20.905 94.61 454.218 34.058 21.312
AE-CNN 96.97 316.854 20.989 17.800 96.78 337.567 22.356 18.372
AE-CLSTM 99.02 208.256 11.120 14.431 98.91 219.528 12.015 14.816

forecasting is done with data very close to the clean state data and
the results presented by the AE-CLSTM model have acceptable
accuracy and emphasize the security of the developed model
against cyber-attacks. A comparison of the results related to both
ultra-short-term and short-term time horizons shows that in
this scenario, the forecasting made for the ultra-short-term time
horizon was more accurate than for the short-term horizon.

5. Conclusion

This paper develops a cyber-secure hybrid electric load fore-
casting model based on deep learning models for electric load
forecasting in the ultra-short-term and short-term time horizons.
The proposed model is a combination of AE, CNN, and LSTM mod-
els called AE-CLSTM. In this architecture, the first layer is an AE
network that was used for pre-processing and de-noising of data.
The next layer is a CNN model that was used to extract features
and identify behavioral patterns from the data. An LSTM model
replaced the fully-connected layers in the CNN model structure
to implement the training and forecasting process. In addition to
the developed model, conventional CNN and LSTM models were
also used to forecast the load to compare the results to evaluate
the performance of the proposed hybrid model compared to
conventional models.

Electric load forecasting in this study was performed for a
distribution network in Tabriz, Iran to evaluate the performance
of the proposed model in an experimental study. Meteorologi-
cal variables, including average temperature, relative humidity,
pressure, wind speed, wind direction, and historical information
for the years 2017 and 2018, formed the input datasets of each
network to forecast the electric load in all four seasons of 2019
year as the network target. Load forecasting was performed for

two ultra-short-term (1-h intervals) and short-term (one-week
intervals) time horizons. The results of forecasting models were
evaluated based on various performance evaluation metrics. The
results presented for the ultra-short-term and short-term fore-
cast of electric load in all four seasons of 2019, emphasized
the high performance of the AE-CLSTM model compared to the
conventional CNN and LSTM models. In another scenario, the
performance of forecasting models against cyber-attack was eval-
uated. In this scenario, the FDIA attack was carried out in the
form of a scaling attack on air temperature parameters in all four
seasons of 2019. The attack was modeled in such a way that by
maintaining the average data, it reduced and increased the air
temperature parameters by 5%. Manipulated data was considered
as the input of each forecasting model. The results of this scenario
also emphasized the resiliency of the AE-CLSTM model against
FDIA. As the results of this scenario showed, the developed AE-
CLSTM model was able to eliminate the effects of the FDIA attack
and reconstruct the data by relying on the intelligent structure, so
that the forecasting process was very accurate and the obtained
results were close to the actual load parameters. It should be
noted that the proposed model can be utilized as a practical
and secure model in all forecasting applications related to power
systems.
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