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Abstract 

Advanced data encryption requires the use of true random number generators (TRNGs) 

to produce unpredictable sequences of bits. TRNG circuits with high degree of randomness 

and low power consumption may be fabricated by using the random telegraph noise (RTN) 

current signals produced by polarized metal/insulator/metal (MIM) devices as entropy source. 

However, the RTN signals produced by MIM devices made of traditional insulators, i.e., 

transition metal oxides like HfO2 and Al2O3, are not stable enough due to the formation and 

lateral expansion of defect clusters, resulting in undesired current fluctuations and the 

disappearance of the RTN effect. Here, the fabrication of highly stable TRNG circuits with low 

power consumption, high degree of randomness (even for a long string of 224 - 1 bits), and high 

throughput of 1 Mbit s−1 by using MIM devices made of multilayer hexagonal boron nitride 

(h-BN) is shown. Their application is also demonstrated to produce one-time passwords, which 

is ideal for the internet-of-everything. The superior stability of the h-BN-based TRNG is related 

to the presence of few-atoms-wide defects embedded within the layered and crystalline 

structure of the h-BN stack, which produces a confinement effect that avoids their lateral 

expansion and results in stable operation. 

 

Introduction 

 

The exponential increase of electronic data generation, transmission, and storage has 

created unprecedented progress in modern societies, but at the same time protecting the 

information from espionage and sabotage is more and more complex.[1] The most sophisticated 

cryptographic systems depend on the generation of unpredictable quantities produced via 

hardware, which should be able to emulate true random number generators (TRNG) and 

physical unclonable functions (PUF).[2] These two systems utilize the intrinsic variations of an 



     

 

entropy source at the input to generate a string of random bits at its output, and the most 

employed sources in high-density microelectronic circuits are the thermal noise from diodes or 

resistors, the charge stored in a capacitor during a fixed period of time, and the frequency 

instability of oscillator circuits.[3] 

In the past few years, two-terminal metal/insulator/metal (MIM) nanocells have raised 

as advanced entropy sources for TRNG and PUF due to their intrinsic stochastic functioning, 

which provokes a high degree of randomness in multiple of its parameters.[4] Moreover, the 

fabrication of MIM-like memristors is very simple, and they can be miniaturized down to the 

nanometer range (i.e., 10 nm × 10 nm) to ensure high integration density.[5,6] Given these 

advantages, TRNG and PUF systems have been constructed by employing the random 

variations of the switching voltage, switching time, conductance after a switching event, and 

current fluctuations over the time in a single MIM nanocell.[7] Among all of them, the 

employment of random telegraph noise (RTN) current signals driven by a polarized MIM 

nanocell as an entropy source in TRNG and PUF systems is especially interesting because no 

formation and rupture of a conductive nanofilament (CNF) across the insulator is needed, 

which represents an important reduction of the power consumption. 

However, the poor stability of the RTN current signals driven by MIM nanocells made 

of traditional materials (i.e., Au, Pt, Ti, Cu, Ag metals and HfO2, TiO2, Al2O3, TaOX 

insulators[8]) is still hindering their use as a reliable entropy source in TRNG and PUF systems. 

The main problem is that the current flow across the MIM nanocell during operational 

conditions contributes to the generation of new defects in the microstructure of the insulator 

(i.e., oxygen vacancies,[9] penetration of metallic ions[10]), normally in the vicinity of existing 

ones,[11] producing progressive lateral expansion of defective clusters[12] and resulting in 

undesired current fluctuations and disappearance of the RTN effect.[13] Here we show that 

native defects in multilayer hexagonal boron nitride (h-BN) drive out-of-plane RTN current 



     

 

signals with outstanding stability because they cannot propagate laterally, as they are 

surrounded by highly stable 2D layered h-BN. We take advantage of this local material 

property to design TRNG with outstanding degree of randomness, and confirm its use for 

advanced encryption of digital information at the system level. 

 

Highly-stable RTN current signals 

We grow large-area multilayer h-BN stacks with thicknesses ranging between ≈3 and 

≈18 layers by chemical vapor deposition (CVD) on Cu foils at three different laboratories using 

different recipes. We use the h-BN to fabricate arrays of crosspoint metal/h-BN/metal devices, 

using Ni as top electrode and Au as a bottom electrode (see Figure 1a, and Figure S1, 

Supporting Information and Experimental Section). We also fabricate similar devices using 

mechanically exfoliated h-BN with thickness of ≈6 nm (i.e., ≈18 layers), which are used as 

reference (see Figure S2d in the Supporting Information). Both types of devices are exposed to 

constant voltage stresses (CVS) using a semiconductor parameter analyzer (SPA) connected to 

a probe station. The devices made of CVD h-BN exhibit highly stable RTN current signals 

when polarized at 0.1 V (see Figure 1b and Figure S3, Supporting Information), and the current 

fluctuates between two discrete levels of ≈200.7 nA and ≈203.8 nA during long periods (see 

Figure 1c). This behavior has been readily observed for different device sizes, h-BN 

thicknesses and electrodes employed (see Figure S4 in the Supporting Information), and we 

achieved the highest reproducibility and stability in Ni/h-BN/Au samples with thickness of ≈6 

nm and lateral size of 5 µm × 5 µm. It is known that, in this kind of vertical MIM-like devices, 

these type of RTN signals are produced by the capture and emission of electrons at the local 

defects within the microstructure of the insulator[14–16] (see Figure 1d). It is also worth noting 

that at these current levels thermal effects are negligible (see Figure S5 in the Supporting 

Information), meaning that thermal heat during operation is not a reliability concern. 



     

 

Furthermore, we never observed drift phenomenon (i.e., the progressive change of the 

background DC component of the RTN signal), which is a reliability problem often observed 

in similar devices using transition metal oxides (TMO) as an insulator (see Figure S6, 

Supporting Information) that eventually results in the disappearance of the RTN effect.[13] 

By statistically analyzing the current versus time (I–t) plots collected (Figure 1b), we 

determine that the average capture time (τc) and emission time (τe) are 17 and 61 ms, 

respectively (see Figure 1e,f). On the contrary, the devices made of exfoliated h-BN do not 

exhibit RTN for any voltage, and only when higher voltages >6 V are applied the devices start 

to exhibit some tunneling current with random fluctuations (see Figure S2 in the Supporting 

Information). Multiple studies have demonstrated that CVD-grown 2D materials host many 

more native defects than exfoliated ones;[17] therefore, the observation of RTN in CVD-grown 

h-BN and the absence of RTN in exfoliated h-BN should be related to the presence of native 

defects in the CVD-grown samples.  

It should be highlighted that the fact that our prototype is operated at a low voltage of 

≈0.1 V (which is positive to reduce the power consumption) does not represent a threat in terms 

of stability. Although small voltages might be affected by voltage fluctuations more than higher 

voltages, this potential issue could be easily mitigated (if needed) by adopting thermally 

compensated bandgap-reference precision voltage source circuits typically used to fabricate 

very stable voltages for ultralow power digital circuits (than run with less than 0.5 V power 

supply).[18] Such circuits are already used in precision lab equipment (e.g., SPA) to perform 

current–voltage measurements and can be easily implemented in the circuit solution we 

proposed to fabricate the voltage driving the memristor. Since our memristor requires a DC 

driving voltage to be operated, the design of such voltage source circuits is rather simple, as 

compared to the case in which a very stable AC source with small amplitude is required. 

 



     

 

Out-of-plane current confinement 

 

 We statistically analyze the atomic structure of the h-BN stacks by collecting >50 

consecutive TEM images with a sub-nanometer resolution for each h-BN sample, i.e., the 

CVD-grown samples from three different laboratories plus one mechanically exfoliated sample 

(see Figure 2a–d and Figures S7 and S8, Supporting Information). In CVD-grown samples, we 

find many few-atoms-wide regions in which the B and N atoms seem to be disordered (nearly 

amorphous), not following a 2D layered pattern (see Figure 2e–g)—from now on we will refer 

to them as lattice defects—which sometimes propagate out-of-plane across the entire h-BN 

stack. This type of lattice defects is not observed in the mechanically exfoliated sample (Figure 

2d,h, and Figure S8, Supporting Information), meaning that they are not related to the sample 

preparation process (i.e., focused ion beam, metal deposition). The mechanically exfoliated 

samples show much better layered structure (as expected) than CVD ones, and sporadically 

exhibit twin boundaries (TBs), seen as bifurcations of an h-BN layer (Figure 2h).[19] For further 

comparison, we prepared a multilayer h-BN sample via liquid-phase exfoliation (LPE), and 

obtained additional cross-sectional TEM images (Figure 2i). The sample fabricated via LPE 

shows nearly perfect layered structure without any type of defect, due to the low amount of 

mechanical strain introduced during the sonication process. 

We next make a statistical analysis of the density and size of the lattice defects observed 

in the TEM images. In the CVD-grown h-BN samples, the density of defects increases with 

the stack thickness, and ranges from ≈125 µm–1 in ≈3 layers thick stacks up to ≈225 µm–1 in 

≈18 layers thick stacks (see Figure 2j). The defect size ranges between ≈0.5 and ≈5 nm2 in the 

≈3 layers thick stacks, and between ≈5 and ≈25 nm2 for samples with thicknesses up to ≈18 

layers (see Figure 2l). In mechanically exfoliated h-BN samples, the density of defects and the 

defect size are lower than the CVD samples of similar thicknesses, and they do not follow any 



     

 

clear relationship with the h-BN stack thickness (see Figure S9, Supporting Information). The 

CVD-grown h-BN stacks have been stressed by applying sequences of ramped voltage stresses 

(RVS) with opposed polarities, which triggered and recovered the dielectric breakdown of the 

h-BN in each cycle (see Figure S10, Supporting Information). Cross-sectional TEM images 

collected in stressed samples indicate that the density of lattice defects and their size remains 

unchanged for all CVD-grown h-BN thicknesses (see Figure 2k,m), indicating that the 

electrical stress does not create additional lattice defects in the multilayer h-BN stacks. 

Therefore, the dielectric breakdown is triggered at one/few of the native defective locations, at 

energies that are too low to create new defects in the crystalline 2D layered h-BN stack. 

When the surface of the CVD-grown h-BN samples is scanned with the tip of the 

CAFM by applying a constant voltage, we observe that some locations are much more 

conductive than others (see Figure 3a), and that the average diameter of the conductive spots 

is ≈7.5 nm (see Figure 3b). The electrical properties of the conductive spots in the h-BN stacks 

(Figure 3a) are analyzed by recording the current signal over the time (I–t characteristics) when 

a CVS is applied. When the tip is located (static) on an insulating region of the h-BN stack (i.e., 

blue areas in Figure 3a) the current registered (≈1 pA) is just the noise level of the CAFM (see 

Figure 3c). On the contrary, when the CVS is applied on a conductive spot (i.e., red spots in 

Figure 3a), surprisingly stable current fluctuations between two levels are readily detected (see 

Figure 3d–h). These current fluctuations follow the typical shape of RTN, with τc = 0.65 ms 

and τe = 2.67 ms (see Figure 3g,h), indicating abundant electrical charge trapping and 

detrapping. 

The stability of these conductive spots is analyzed as the stress proceeds by collecting 

sequences of CAFM current maps. We observe that the radii and currents driven by the spots 

in CVD-grown h-BN experience a moderate and progressive increase, until reaching a stable 

state with radii of ≈10 nm and currents of <500 pA (see Figure 3i–k and Figures S11 and S12, 



     

 

Supporting Information). On the contrary, when similar experiments are performed in thin 

HfO2 films deposited by atomic layer deposition (ALD)—the standard insulator employed by 

the industry in multiple devices, including transistors and memristors—the radii and currents 

driven by the spots always change dramatically within four scans, either showing an abrupt 

current increase to the saturation level of the CAFM (i.e., ±10 nA) and aggressive lateral 

expansion (spot area >1000 nm2), typical of the dielectric breakdown (Figure 3l,m),[20] or 

nearly complete fading due to charge trapping effect.[21] It is worth noting that the sudden 

current increases in HfO2 spots always correlate with lateral expansion (see Figure 3n), which 

is a normal phenomenon taking place in transition metal oxides and SiO2 due to the generation 

of avalanche currents and thermal heat when the dielectric breakdown is triggered.[20] 

Surprisingly, this does not happen in the h-BN spots, indicating that the currents flow across 

the confined volume of the few-atoms-wide disordered/amorphous regions, which cannot 

expand laterally due to the superior stability and lateral thermal conductivity of the layered h-

BN surrounding them. 

 

Simulation of vertical defects in 2D layered materials 

 

We measure the optical band gap (EG) and the work function () of the CVD-grown h-

BN stacks at 29.5 ºC using ultraviolet-visible (UV-Vis) spectroscopy and ultraviolet 

photoelectron spectroscopy (UPS) respectively, and determine that their values are ≈5.22 eV 

and ≈3.96 eV respectively (see Figures S13 and S14, Supporting Information), consistent with 

the previous literature[22,23]. This allows us to calculate the position of the valence band (EV) 

and conduction band (EC), which are -6.84 eV and -1.62 eV, respectively. The validity of these 

values has been confirmed by other groups using density functional theory (DFT) 

simulations[24], which also reveal that the value of EG, EV and EC do not remarkably change for 

thicknesses ≥3 layers. We measure the value of EG and  at different temperatures up to 150 ºC, 



     

 

and observe small differences below ±0.02 eV (see Figures S14–S17 and Table S1, Supporting 

Information), indicating that the energy bands structure of the multilayer h-BN stacks remain 

stable at the typical working temperatures of electronic circuits. 

In order to address the role of native defects in the formation of conductive channels 

upon electric stress, we perform atomistic calculations on multilayer h-BN by means of 

classical molecular dynamics (MD) and DFT. Specifically, we employ MD to generate 

atomistic samples of 5 layers thick h-BN slabs separated by few-atoms-wide 

disordered/amorphous regions (see Figure 4a). Next, we calculate the formation energies of 

vacancies in both the crystalline and amorphous regions. Since in h-BN boron vacancies 

activate at much lower energies than nitrogen vacancies,[25] here only boron removal is 

considered. The details of the computational protocols adopted are given in the Experimental 

Section. Our calculations indicate that the energy for boron vacancies formation (𝐸𝑣𝑎𝑐
𝐵 ) in the 

crystalline regions is always above ≈10 eV (see Figure 4d red symbols, and Figure S18, 

Supporting Information), and this value reduces to 7.29 eV and 3.55 eV for the second and 

third neighbouring vacancies (see Figure 4d, black and blue symbols, respectively). On the 

other hand, the value of 𝐸𝑣𝑎𝑐
𝐵  in the amorphous regions shows a much wider stochastic 

distribution around 4.91 eV and it can reach values down to 0.1 eV (see Figure 4e and Figures 

S19 and S20, Supporting Information). These energies are in very good agreement with the 

corresponding values of 10.91 eV and 4.61 eV obtained from DFT calculations on bulk 

crystalline and amorphous BN structures (see Supplementary Figure 21). The formation of 

boron vacancies is consequently energetically more favourable in disordered BN than in 

crystalline h-BN. This finding remains true also for second and third vacancies (see Figure 

4f,g): the corresponding formation energies are lower for amorphous BN and almost 

independent on the distance from prior vacancies. Therefore, the few-atoms-wide disordered 

regions in the CVD-grown h-BN represent atomistic loci where electric stress can possibly lead 



     

 

to dielectric breakdown with the consequent creation of conductive channels, in agreement 

with CAFM results. As RTN and bipolar RS are weakest-link phenomena[26], they will be 

always triggered at the amorphous regions of the h-BN stack when applying device level 

stresses (i.e. to areas of the order of few square micrometres). 

 

Advanced data encryption 

 

The RTN current signals produced by Ni/h-BN/Au devices polarized at 0.1V (i.e. 

Figure 1b) can be employed as entropy source to fabricate TRNG with outstanding stability 

and degree of randomness. Figure 5a shows the schematic of an h-BN based TRNG circuit 

implemented in Cadence Virtuoso software, which includes a high-pass filter, a comparator, a 

toggle flip-flop and a sample-and-hold module (Figure 5b, blocks inside the dashed rectangle). 

This circuit generates a bit at its output that depends on the value of current flowing at each 

specific instant across the Ni/h-BN/Au device (Figure 5c).  

The randomness of the value generated at the output (of the circuit inside the dashed 

rectangle in Figure 5a) is analysed by performing the set of experiments in the National Institute 

of Standards and Technology (NIST) randomness test suite[27]. The designed circuit passed all 

the randomness tests performed (see Figure S22 and Table S2, Supporting Information), which 

validates its use as TRNG. The h-BN based TRNG constitutes a building block that can be 

employed for data encryption in different applications. Here we demonstrate its correct use to 

generate one time passwords (OTP) for the internet-of-everything (IoE); OTP are often used to 

authenticate mobile payments. For instance, when a user wants to perform a transaction, the 

application sends a request to the gateway centre server, which stores valuable information of 

the user (e.g. mobile phone number, email address). In the gateway centre server, a TRNG 

generates an OTP and sends it to the user, who then inputs it into the application to authenticate 



     

 

the transaction (see Figure 5d). This specific application requires TRNGs with high throughput 

to handle a large number of authentication requests. In general, RTN signals displayed by 

nanoelectronics devices are relatively slow, with capture (τc) and emission (τe) times in the 

range from few milliseconds up to seconds[28]. This is true also for the Ni/h-BN/Au devices 

(see Figure1e,f), and results in TRNGs with low throughput (i.e. 10 bit s-1). Nevertheless, it is 

possible to increase the output throughput by using a nonlinear feedback shift register 

(NLFSR)[29] (see Figure 5a and Figure S23, Supporting Information). The NLFSR is a low-

power and small-area pseudo random number generator (PRNG) with high randomness, the 

throughput of which can be adjusted by changing its input clock (CLKHS, see Figure 5a) 

frequency. A PRNG is a deterministic algorithm that generates an output stream that is 

determined by its initial state (i.e. seed), and that is periodic in nature. By periodically 

reinitializing the seed of the NLFSR with a truly random source (i.e., the h-BN based TRNG) 

it is possible to overcome these limitations and to extend the randomness of the generated high 

throughput sequence beyond the PRNG period. The quality of the generated seed is critical for 

ensuring the randomness of the high throughput output sequence. In our study, this is 

guaranteed by the superior RTN stability demonstrated by h-BN devices, but would be 

otherwise compromised by the instabilities in the RTN signals shown by other metal-oxide-

based memristors. 

It should be highlighted that the TRNG circuit used in this work (Figure 5a,b) has been 

designed to take into account two important challenges. The first one is the small separation 

between the two current levels of the RTN signal (≈200.7 and ≈203.8 nA in Figure 1b). 

Keeping the current across the memristor small is important to reduce the power consumption 

of the device; however, if the current signal is too small, distinguishing the two current levels 

might be challenging. The occurrence of this potential issue is taken into account at the circuit 

design level, in that we propose a readout circuit that combines a trans-impedance amplifier 



     

 

(I/V converter) with a high-pass filter (see Figure 5a,b), virtually eliminating the problem. 

Indeed, by choosing a low-noise amplifier, large bandwidth (several tens of kHz) at large V/I 

gain (on the order of 1 GΩ) is easily attainable; this guarantees a large voltage span at the 

output of the I/V converter even when the input RTN current amplitude is rather small, as 

confirmed by the results of our circuit simulations. The second challenge is the potential 

occurrence of the drift phenomenon, i.e., progressive change of the background DC component 

of the RTN signal (see Figure S6, Supporting Information)—so far the h-BN memristors did 

not exhibit this problem, but we considered it at the device level for an overall enhanced 

reliability. This potential issue is solved by the high-pass filter, as it removes the slowly varying 

DC component, along with its drift. Furthermore, as the circuit design includes an NLFSR, 

even in the presence of some modest drift and/or RTN current overshoots/ undershoots 

localized in time, the overall randomness of the high-throughput output will not be affected. 

Indeed, the potential issue outlined above will only affect for very short (and randomly placed) 

times the output of the low-throughput output. However, the latter is still affected in a random 

way, which will not affect the randomness of the NLFSR output. These two features make the 

circuit very robust, and represent an important advantage compared to previous studies in this 

field.[30] 

 We verified the randomness performance of the complete TRNG circuit in Figure 5a 

through circuit simulations, in which a NLFSR consisting of 24 flip-flops (see Figure S23, 

Supporting Information) and a CLKLS and CLKHS of 10 and 106 Hz (respectively) were 

employed, leading to a 1Mbit/s output throughput. The h-BN based TRNG circuit achieves 

high randomness performance and passes all the NIST randomness tests (see Figure 5e) even 

when the generated high throughput output sequence is longer than the maximum NLFSR 

period, i.e., 224-1 bits (see Figure S24, Supporting Information). Similar performance could be 

achieved by using a linear feedback shift register instead of the NLFSR. Nevertheless, the use 



     

 

of an NLFSR results in improved security, leading to TRNGs that are more robust to 

cryptographic attacks. The flexibility of h-BN memristors together with the low power 

consumption of this h-BN based TRNG and OTP makes it ideal for self-powered applications 

within the IoE, especially where high-security is required, such as bank transactions and 

wearable devices for smart medicine applications. 

It is worth noting that the circuit design of our TRNG (see Figure 5) would not suffer 

from noise attacks, due to its design (see Note S1, Supporting Information). Indeed, any noise 

injected into the system would be initially high-pass filtered (which removes the information 

about its average value) and then fed to the comparator. Even in the case of very strong noise 

power, the output of the comparator would keep on fluctuating between 0 and 1 as the noise 

present at its input fluctuates around ground. As long as the injected noise is random, so the 

output of the circuit will be. This limits the complexity that is required to the peripheral circuit 

to distinguish the two states. However, this scenario is potentially a threat for any TRNG circuit, 

and for this reason such circuits are indeed typically enclosed in metal cases to shield them 

from external electric field and prevent such attacks. Since our design allows low-power 

operation, the whole circuit may be easily batterypowered, physically preventing this kind of 

attack, as in this case the circuit lines would not be available from the outside.  

The use of memristors exhibiting RTN to construct TRNGs is still in an embryonic 

stage, does not matter the materials used and the company or group that constructs them. This 

study does not present a prototype 100% reliable and ready for commercialization, but it 

presents a significant advancement in stateof- the-art memristive devices for RTN-based 

TRNGs. Future challenges to solve before a prototype is ready for mass production and 

commercialization are those related to increasing the technology readiness level (TRL) of this 

product. Specifically, the main challenges that we expect to face in the short-term are not 

strictly related to the h-BN dielectric stack (that we demonstrated to be superior as compared 



     

 

to other materials systems when it comes to RTN properties). Rather, they are related to the 

possible mismatches between simulations and physical circuit realization, including possible 

effects of circuit nonideal features. However, some of the latter are already included in our 

simulations, which minimizes the associated risks. In addition, we envision in the mid-term the 

implementation of auxiliary (although standard) circuitry to prevent or handle power failure 

scenarios and increase robustness against known attacks (even though the proposed circuit 

implementation is already hardened- by-design against some of them). 

 

Conclusions 

 

We have observed that the out-of-plane current signals driven by Ni/h-BN/Au devices 

polarized at 0.1V exhibit stochastic fluctuations between two stable levels, also known as 

random telegraph noise. The stability of the RTN current signals across CVD-grown h-BN 

stacks appears to be much better than that in metal-oxides. By using a wide range of 

experimental and computational methods, we demonstrate that the enhanced stability of RTN 

in CVD-grown h-BN is related to the fact that native defects in h-BN (which are responsible 

for the leakage current) are surrounded by 2D layered h-BN material, which is very stable and 

avoids the lateral expansion of defect clusters. We have employed the Ni/h-BN/Au devices to 

build a high-performance true random number generator, and have employed it to generate one 

time passwords for advanced data encryption. 

We have observed that the out-of-plane current signals driven by Ni/h-BN/Au devices 

polarized at 0.1 V exhibit stochastic fluctuations between two stable levels, also known as 

random telegraph noise. The stability of the RTN current signals across CVD-grown h-BN 

stacks appears to be much better than that in metal oxides. By using a wide range of 

experimental and computational methods, we demonstrate that the enhanced stability of RTN 

in CVD-grown h-BN is related to the fact that native defects in h-BN (which are responsible 



     

 

for the leakage current) are surrounded by 2D layered h-BN material, which is very stable and 

avoids the lateral expansion of defect clusters. We have employed the Ni/h-BN/Au devices to 

build a high-performance true random number generator, and have employed it to generate one 

time passwords for advanced data encryption. 

 

Experimental Section 

 

Material preparation: Multilayer h-BN stacks were grown on metallic foils via CVD method 

at three different laboratories. The h-BN from the first laboratory (Stanford University[31], 

namely CVD-1) was deposited using ammonia borane as precursor on 18 µm thick copper foils 

at 1000 ºC for 45 min at a pressure of 509 mTorr,[32] the h-BN from the second laboratory 

(ShanghaiTech[33], namely CVD-2) was deposited using ammonia borane as precursor on 25 

µm thick Ni-doped Cu foils at 1050 ºC for 120 min at a pressure of 7.5 mTorr, and the h-BN 

from the third laboratory (namely CVD-3) comes from the company Graphene Supermarket[34], 

which did not want to facilitate technical information about the growth process. The exfoliated 

h-BN flakes (namely ME) were obtained using scotch tape to detach thin flakes from bulk h-

BN crystal powder, and placed on 10 nm Ti coated n++ Si substrates (with native SiOX etched 

and reswastivity of ≈0.003 Ω cm). The metallic thin films were deposited using an electron 

beam evaporator (PVD75, Kurt J. Lesker company). The LPE sample was fabricated by 

treating bulk h-BN crystal powder (Goodfellow company) using a microfluidizer (M-110P, 

Microfluidics company) under a constant pressure (≈2068 bar) through a microchannel with a 

diameter of 75 µm, and the process was repeated up to 100 cycles (2h). The resulting ink, which 

contains multilayer h-BN flakes with lengths <10 μm, was deposited on Pt/SiO2 wafers using 

an inkjet printer (Dimatix Materials Printer DMP 2831, Fujifilm company). The sample was 

annealed at 150 ºC for 60 minutes under vacuum atmosphere, and an Ag film was deposited 

on top using the same inkjet printer. 



     

 

Physical Characterization: Current maps with nanoscale lateral resolution were obtained using 

a Park NX-Hivac AFM working at high vacuum conditions (≈10–6 Torr) provided with solid 

Pt probes from Rocky Mountain Nanotechnology (Model RMN-25PT300B). Crosssectional 

TEM images were collected on fresh and stressed Au/Ti/CVD grown h-BN/Cu samples, and 

also on fresh exfoliated Au/Ti/h-BN/Ti/ n++ Si samples. All the h-BN samples were coated with 

Pt and C layers before being cut and thinned using a FIB (model: HELIOS NANOLAB 450S 

from FEI). The FIB-cut thin lamellas were placed on TEM grids under optical microscope and 

then characterized in vacuum using a high-resolution TEM (JEM-2100) working at 200 KV. 

 

Device fabrication and characterization: The stress of h-BN samples before TEM inspection 

(Figure 2k,m and Figure S10, Supporting Information) was performed by depositing 100 µm 

× 100 µm electrodes (consisting on 20 nm Ti and 40 nm Au) on as-grown h-BN/Cu samples 

using an electron beam evaporator (no transfer was needed). Matrixes of cross-point Ni/h-

BN/Au devices were fabricated via electron beam lithography (EBL, for sizes below 3 µm × 3 

µm) or photolithography (for sizes above 3 µm × 3 µm) and electron beam evaporator (wet 

transfer was needed). The size of the devices measured in this study ranges between 750 nm × 

750 nm and 50 µm × 50 µm. The devices were measured in Cascade probe stations (models: 

Summitt 119718 and M150), each of them connected to a 4200-SCS Keithley semiconductor 

parameter analyzer. This equipment allowed reading 4096 current data points in a single trace 

(i.e., click); in order to observe the fast transitions of the RTN current signal, the time between 

two points was 4.4 ms, which allowed a maximum read time in a single trace of 18 s. 

 

Classical Molecular Dynamics calculations: An atomistic structure consisting of h-BN and a-

BN regions was generated as shown in Figure 4a. Each crystalline region was made of five 

layers, each one given by a 21 × 21 replica of the h-BN unit cell along the x and y in-plane 



     

 

directions. Each nanosheet had a size of a = b = 5.28 nm, where a and b are the principal 

directions of the h-BN forming an angle γ = 120°. All the calculations were performed with 

LAMMPS package.[35] The geometry of the multilayer structure was relaxed using the extended 

Tersoff potential reported in ref. [36] for intralayer interactions, and the registry-dependent 

interlayer potential[37] for interlayer ones. The amorphous regions were subsequently generated 

starting from the layered system through a multistep melt-quenching process performed at 

constant volume with a time step of 0.5 fs. Specifically, the five crystalline layers were heated 

up to 6300 K until the system was found in a melt state. The heating was made in a number of 

steps; in each step, the temperature was raised by 200 K for 2 × 105 MD steps with an NVT 

integration followed by an equilibrium at constant energy using an NVE integration. 

 In the next stage, we cool down the melt to 4300 K to then increase its density to 2.28 g cm-3 

by shrinking the simulation box in each direction while keeping constant the 120 degrees of 

the  angle. The change was made at a lower temperature to avoid spurious atomic overlapping 

as thermal vibrations were significantly reduced. Hence, the cross-section of the amorphous 

and crystalline blocks will match while the density of the disordered section matches the 

experimental value reported in 600 nm films.[38] The denser liquid was then quenched to 300 

K and merged the amorphous block with the crystalline and add a 2 nm vacuum gap in the z-

axis to form the monolayer. Finally, the geometry of the whole amorphous/crystalline slab was 

optimized, from which replicated view is illustrated in Figure 4a. I In classical MD simulations 

the formation energy Evac of a vacancy in a system composed of N atoms is calculated as: 

 

𝐸𝑣𝑎𝑐 = 𝐸𝑡𝑜𝑡𝑎𝑙
𝑓𝑖𝑛𝑎𝑙

− 𝐸𝑡𝑜𝑡𝑎𝑙
𝑖𝑛𝑖𝑡𝑖𝑎𝑙 (

𝑁−1

𝑁
)      (1) 

 

where 𝐸𝑡𝑜𝑡𝑎𝑙
𝑓𝑖𝑛𝑎𝑙

 is the system’s total energy after the atom is removed and 𝐸𝑡𝑜𝑡𝑎𝑙
𝑖𝑛𝑖𝑡𝑖𝑎𝑙 is the energy 

before the atom subtraction. 



     

 

First-principles calculations: The vacancy formation energies determined with MD were 

validated with those calculated using first-principles calculations from amorphous and 

crystalline slabs. Since first-principles calculations based on DFT were several orders of 

magnitude more expensive than their MD counterparts, vacancy formation energies were 

computed with the former separately from smaller amorphous and crystalline systems. The 

crystalline system is composed of 250 atoms arranged in five layers, each one made of them 

by replicating the h-BN unit cell 5 × 5 times. The positions and cell parameters of these 

crystalline h-BN layers were relaxed with the Vienna Ab initio Package (VASP).[39–41] 

Reciprocal space integrations in VASP are made using a mesh of 2 × 2 × 1 k-points centred at 

 in the Brillouin zone. The geometry relaxation was carried out setting thresholds of 0.1 eV 

nm-1 for the forces and 1 × 10-5 eV for the self-consistency solution of the wavefunction. GGA 

was used for the exchange-correlation potential in the Perdew–Burke–Ernzerhof (PBE)[42] 

parameterization and the projector augmented wave method (PAW).[43] The valence orbitals 

were expanded with a plane wave basis with an energy cut-off of 350 eV after a convergence 

test of the total energy. Long-range van der Waals forces were included using the zero-damping 

Grimme’s DFT-D3 scheme.[44] This scheme was chosen because it gave a better agreement 

with bulk lattice parameters with respect to other descriptions of the van der Waals forces 

available in VASP. It is remarked that all the results presented remain valid under variation of 

the computational details employed. Indeed, calculations performed with other DFT codes and 

on systems generated following different protocols showed not to affect the main conclusions 

and results. 

 The amorphous slab was built using the following procedure based on ab initio 

molecular dynamics (AIMD) employed to generate liquid structures for other materials with 

high melting points such as silicon carbide.[45] First, the five honeycomb nanosheets were 

melted up to 4300 K in 20 000 AIMD steps at constant volume. The simulation box was then 



     

 

adjusted to match the experimental density of 2.28 g cm–3 of amorphous boron nitride (a-BN). 

The molten was then quenched to 300 K with 26 000 AIMD steps, each one with a length of 

0.5 × 10–3 ps. Finally, a vacuum gap of 1.2 nm was added in the z-direction to create two 

surfaces followed by a geometry relaxation of the positions at constant volume during which 

atoms in the surface rearrange.  

The formation energy of a defect X in charge state q is defined as:[46] 

 

Ef [Xq] = Etot [Xq] – Etot [bulk] −  ni i + q(EVBM + EF + V),  (2) 

 

where Etot [Xq] is the total energy derived from a supercell calculation containing the defect X, 

Etot [bulk] is the total energy for the perfect crystal using an equivalent supercell. The integer 

ni indicates the number of atoms of type i (host atoms or impurity atoms) that have been added 

to (ni > 0) or removed from (ni < 0) the supercell to form the defect, i is the corresponding 

chemical potentials of these species, i.e. for a boron vacancy B is the total energy per atom of 

borophene (-2.812 eV).  EVBM is the valence band maximum energy of the perfect system with 

respect to the vacuum level, EF is the Fermi energy level with respect to VBM, which coincides 

with EVBM for h-BN, and ΔV is the correction to the total energy due to electrostatic potential 

alignment for nanosheet with and without vacancy. Note that as we are interested in comparing 

DFT with MD energies, we only need to calculate formation energies of a neutral B vacancies, 

which are then defined as: 

 

 Ef [Xq] = Etot [Xq] - Etot [bulk] - B.      (3) 

 

Circuital simulations: The TRNG circuit shown in Figure 5a and the NLFSR circuit in Figure 

S23 (Supporting Information) were analyzed by performing transient simulations using the 



     

 

Cadence Virtuoso software. To simulate h-BN memristors, current generators were used that 

replicate the current experimentally measured on real devices (e.g., see Figure 1b). A maximum 

period NLFSR was implemented by using the nonlinear feedback function from ref. [47]. The 

number of shift registers in the NLFSR must be higher than log2 (
𝑓𝐶𝐿𝐾𝐻𝑆

𝑓𝐶𝐿𝐾𝐿𝑆

+ 1), so that the 

TRNG updates the NLFSR internal state by inserting a new random bit before the output 

sequence starts repeating. 

 The randomness tests from the NIST test suite were performed using the software 

available in ref. [48], both on the low throughput TRNG sequence generated with different 

sampling frequencies (see Table S2, Supporting Information), and on the high throughput 

output sequence (see Figure 5d). Each randomness test was considered passed when the p-

value was greater than the significance level of 0.01. 
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Figure 1. Construction of a TRNG using Ni/h-BN/Au memristors. a) Topographic AFM 

map of a cross-point Ni/h-BN/Au memristor fabricated using CVD-grown h-BN. The image is 

15 μm × 15 μm. B) I–t curve measured when applying 0.1 V to the Ni electrode, which shows 

clear RTN behavior. c,e,f) Statistical analysis of the currents in each level, capture time and 

emission time for the RTN signal in (b) (respectively). d) Schematic of the charge trapping and 

de-trapping of electrons in native defects of the h-BN producing RTN, where q1 and q2 

represent two equilibrium positions at two different states of a defect, which is neutral in state 

1 and positively charged in state 2, E represents the total energy of each charge state, εR12 and 

εR21 represent the relaxation energies at state 1 and 2, E1 and E2 represent the minimum potential 

energy in states 1 and 2 respectively, q represents the reaction coordinate with the local 

equilibrium position, and c1 and c2 equal to 1/2 Mw1
2
 and 1/2 Mw2

2, respectively, with M 

representing the effective mass of the ‘defect molecule’, w1 and w2 representing the minimum 

vibrational frequencies in states 1 and 2. 

 

 

 



     

 

 
 

Figure 2. Statistical analysis of the atomic structure of multilayer h-BN. a–c) Cross-

sectional TEM images of metal/h-BN/metal samples fabricated by CVD at laboratories 1, 2, 

and 3 (respectively). d,h) Cross sectional TEM images of a metal/h-BN/metal sample 

fabricated by mechanical exfoliation (ME). Two twin boundaries (TBs), highlighted with 

yellow dashed circles, are shown in (h). e) Zoomed image of a metal/h-BN/metal sample 

fabricated by CVD in laboratory 2, showing an amorphous region (AR) and a layered region 

(LR). f,g) Diffraction patterns of the amorphous and layered region highlighted with yellow 

dashed rectangles in (e). i) Cross-sectional TEM image of a metal/h-BN/metal sample 

fabricated by LPE. Scale bars: 2 nm in (a–c) and i), 4 nm in (d), 0.8 nm in (e), and 0.6 nm in 

(h). j–m) Statistical analysis of the defect density (j,k) and defect size (l,m) observed in the 

CVD samples before (j,l) and after (k,m) applying current-limited ramped voltage stresses 

driving bipolar RS (see Figure S10, Supporting Information). The units in (j,k) are µm–1 

because we only consider one defect per vertical line. The reasons are: 1) the h-BN stack is 

very thin (only ≈6 nm), and 2) defects tend to propagate vertically, meaning that two defects 

on the same vertical line are considered to be the same one (i.e., they have the same origin).  

 

 

 



     

 

 

 
Figure 3. CAFM analysis of CVD-grown multilayer h-BN. a) Current map collected when 

scanning the surface of a multilayer h-BN stack at a constant bias. Scale bar 250 nm, current 

scale: blue = 0 nm, red = 2 pA. b) Statistical analysis of the diameter of the conductive (red) 

spots in (a). c,d) I–t characteristics measured with the tip of the CAFM at a blue and red location 

in (a) (respectively). c,d) The insulating region (c) (blue in (a)) shows currents at the noise level 

of the CAFM, and the conductive spot (d) (red in a) shows two-level RTN. e,f) Statistical 

analysis of the currents registered in (d), showing clear current confinement at two levels. g,h) 

Statistical analysis of the emission time (τe) and capture time (τc) observed in a two-level RTN 

signal collected with the top of the CAFM at a conductive spot, i.e., similar to (d). i) 1st, 4th, 

7th, and 10th current maps showing the evolution of the current across a local defect in h-BN. 

Scale bar: 10 nm, current scale: blue = 0 pA, red = 40 pA. The entire sequence is shown in 

Figure S11, Supporting Information. j,k) Evolution of spot radius and mean current versus scan 

number for two different local defects in h-BN ((j) corresponds to (i)) and Figure S11 

(Supporting Information), and (k) corresponds to Figure S12 (Supporting Information)). The 

sudden current increase across h-BN conductive spots does not produce lateral expansion. l) 

1st, 2nd, 3rd and 4th current maps showing the evolution of the current across a local defect in 

ALD-grown HfO2. Scale bar: 10 nm, current scale: blue = 0 pA, red = 40 pA. m) Evolution of 

the current versus scan number for six different spots in HfO2. The maximum current displayed 

for the spots is 10 nA, as that is the saturation level of the CAFM. n) Evolution of the spot area 

and mean current versus scan number for a single spot, showing that the sudden current increase 

correlates with lateral expansion. The sudden current increase produces lateral expansion.  

 



     

 

 

 
Figure 4. Molecular dynamics simulation of the energy for boron vacancies formation 

(𝐸𝑣𝑎𝑐
𝐵 ) at the crystalline and few-atoms-wide disordered regions in the CVD-grown h-BN 

stacks. a) Three-dimensional illustration of the atomic structure of the h-BN stack. Red and 

blue spheres represent boron and nitrogen atoms, respectively. b) Top-view illustration of one 

layer in the crystalline region of the h-BN, in which one (left), two (centre) and three (right) 

vacancies are generated. The second vacancy (black dashed circle) is neighboring the first one 

(red dashed circle), and the third one (blue dashed circle) is neighboring the first and second 

one. c) Top-view illustration of one amorphous region in the h-BN. d) Calculation of the 

vacancy formation energy 𝐸𝑣𝑎𝑐
𝐵  for the first, second and third boron vacancy at six different 

positions of each layer (i.e. the error bars contain six data points). Independently on which layer 

and position the boron vacancy is induced, the value of the first vacancy is always >10 eV, and 

this value decreases for the next vacancies. e) Calculation of 𝐸𝑣𝑎𝑐
𝐵  for all boron atoms found in 



     

 

six different amorphous regions (P1, P2, P3, P4, P5 and P6) in the CVD-grown sample. Each 

region had a cylindrical shape with a diameter of 1.5 nm and a height of 1.3 nm. f, g) Formation 

energy of second and third vacancies in crystalline and amorphous BN as a function of the 

distance from the prior defects. In the case of third vacancies, the maximum distance from the 

two prior vacancies is used. Shadowed areas denote the standard deviation of the corresponding 

distributions. 

 

 

 

 
 

Figure 5. Construction of a TRNG and OTP generator system using Ni/h-BN/Au 

memristors. a) Electrical circuit of the TRNG employed in this study, in which the input signal 

is produced by the Ni/h-BN/Au device. VREAD is the read voltage applied to the h-BN 

memristor, R and C are resistors, VDD is the voltage supply, CLK is the clock signal (the 

suffixes LS and HS mean low sampling and high sampling, respectively) and NLFSR means 

nonlinear feedback shift register. b) Block diagram of the TRNG circuit in (a). This circuit is 

capable to generate a truly random string of 17598025 bits (see Figure S24, Supporting 

Information), with a rate of 1 Mbit s−1. c) Low throughput TRNG output bit stream for a clock 

frequency of 5 Hz, which has passed all the randomness tests to which it has been subjected 

e

a

VREAD

-
+

-
+

VDD
T   Q

CLKLS

S/H

CLKHS

C

R

NLFSR
(24 shift registers)

1MHz

Test p-Value Result
Frequency Test 0.174 PASSED
Frequency Test within a Block 0.965 PASSED
Run Test 0.285 PASSED
Longest Run of Ones in a Block 0.269 PASSED
Binary Matrix Rank Test 0.722 PASSED
DFT Test 0.557 PASSED
Non-Overlapping Template Matching Test 0.880 PASSED
Overlapping Template Matching Test 0.159 PASSED
Maurer's Universal Statistical test 0.165 PASSED
Linear Complexity Test 0.365 PASSED
Serial test 1.000 PASSED
Approximate Entropy Test 0.9997 PASSED
Cumulative Sums (forward/backwards) > 0.208 PASSED
Random Excursions Test > 0.025 PASSED
Random Excursions Variant Test > 0.027 PASSED

d

Enter

Mobile 

Gateway 

Center Server

Enter

OTP

SMS
OTP

EMAIL
OTP

VOICE
OTP

Processing

Successful Transaction

Low throughput h-BN based TRNG
Low throughput 

output

High throughput 

output

1Mbit/s

VOUT

b

hBN

RRAM

I/V 

Converter

High-Pass 

Filter
Comparator Toggle FF

Sample & 

Hold
NLFSR

Low throughput h-BN based TRNG

c



     

 

(see Table S2, Supporting Information for more details). d) Block diagram of the OTP 

generation system for mobile phone payments. e) Table indicating the correct functioning of 

the OTP system when subjected to different NIST tests. 
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Figure S1. Array of cross-point Ni/CVD h-BN/Au devices. Optical microscope image of 

devices with sizes ranging from 5 µm × 5 µm to 25 µm × 25 µm. The devices, fabricated using 

CVD-grown h-BN, are made of squared pads with sizes of 100 µm × 100 µm connected to 

wires with lengths of 150 µm and widths ranging from 5 µm to 50 µm. The top and bottom 

electrodes have identical shapes but rotated 90 degrees, and the cross-point area between the 

two electrodes delimitates the size of the devices.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

Figure S2. Presence of RTN in CVD-grown h-BN and absence of RTN in mechanically 

exfoliated h-BN. Optical microscope images (a,d), I-V curves (b,e) and I-t curves (c,f) of 

metal/h-BN/metal devices, fabricated using CVD (a-c) and mechanical exfoliation (d-f) 

method. In both cases, the lateral size of the devices is 5 µm × 5 µm and the thickness of the 

h-BN stacks is ≈ 6 nm. The constant voltage stress applied in panels c and f are 0.1 V and 6 V, 

respectively. The experiments demonstrate that in CVD-grown h-BN devices the leakage 

current is higher and exhibit RTN, while in exfoliated h-BN devices the leakage current is 

much lower and it does not exhibit RTN. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

Figure S3: Additional I-t curves measured in Ni/h-BN/Au devices. These plots have been 

collected with different resolutions in order to investigate the maximum switching speed of the 

devices.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S4. RTN current signal measured in a Ti/CVD h-BN/Cu with h-BN thickness of ≈ 

3 nm and lateral size of 50 µm × 50 µm. The device, fabricated using CVD-grown h-BN, also 

exhibits RTN signal when a potential difference is applied between the two electrodes, 

indicating that this behaviour is related to the h-BN film, and observed for different sizes and 

metallic electrodes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

Figure S5. Three-dimensional thermal simulation. The simulator used is described 

extensively in reference [S1], and it describes the charge conduction and the 3D temperature 

distribution (by solving the heat equation). The grid mesh distance was 0.13 nm. The simulation 

domain considered includes the h-BN dielectric and the 50 nm thick Ni and bottom Au 

electrodes, and takes into account a current path (CP) flowing across the dielectric. The thermal 

conductivities (k) of the different materials considered are taken from the literature as follows:  

kth(Ni) = 90 WK-1m-1 [S2], kth(Au) = 315 WK-1m-1 [S2]; kth(CP) = 5 WK-1m-1 [S3]; kth.X-Y(h-

BN) = 390 WK-1m-1  and kth.Z = 2 WK-1m-1 [S4]. The value of the electrical conductivity (σCP) 

is 106 Ω-1m-1 [S5]. The plot shows the maximum temperature of the CP across the dielectric 

versus the current driven by the device. As it can be observed, the temperature of the device 

only increases when the current surpasses 10 A. As the current across the device in RTN 

mode in Figure 1 of the main text is in the order of ≈ 200 nA (see vertical dashed line in this 

figure) it can be concluded that thermal heat does not represent a reliability concern. This 

observation is similar to that done in the past for other memristors made of transition metal 

oxides (TMO) [S6-S7]. If the thermal heat is not a concern in TMO-based memristors when 

RTN signals below 1 A are observed, in similar ones made of h-BN the concern would be 

even less, as the lateral thermal conductivity of h-BN is much higher (e.g. 390 WK-1m-1 in h-

BN vs. 1 WK-1m-1 in HfO2, for example). 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

 
 

Figure S6. Drift observed in the RTN current signals measured in metal-oxide memristors. 

The plot here presented has been measured in a Ti/TiO2/Au device. The device has a lateral 

size of 50 µm × 50 µm, the TiO2 was deposited by atomic layer deposition and it has a thickness 

of 10 nm, and the Ti and Au electrodes were deposited via electron beam evaporator. The 

device had a cross/point structure patterned by photolithography. The voltage applied during 

this test was 0.25 V. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S7. Consecutive cross-sectional TEM images of CVD-grown h-BN. The h-BN was 

grown by CVD from laboratory 3. The cross-sectional TEM images in (a-d) show a continuous 

h-BN layer of around 1 µm.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S8. Cross-sectional TEM image of mechanically exfoliated h-BN. This type of h-

BN does not show RTN current signals when polarized, probably to the better layered structure 

and lower amount of native defects. The scale bar is 2 nm.  

 

 

  

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S9. Defect density and size in exfoliated h-BN samples. Statistical analysis of the 

defect density (left) and defect size (right) observed in fresh h-BN samples obtained by 

mechanical exfoliation. The units in the left panel are m-1 because we only consider one defect 

per vertical line. The reasons are: i) the h-BN stack is very thin (only 6 nm), and ii) defects 

tend to propagate vertically, meaning that two defects on the same vertical line are considered 

to be the same one (i.e. they have the same origin).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S10. Typical electrical test on the Au/Ti/CVD h-BN/Cu devices. The devices 

normally show a soft dielectric breakdown behaviour at a voltage below -1 V to reach a low 

resistive state (LRS), which is controlled by the current compliance (ICC) of 100 µA (in this 

case). This process is called set process. It is worth to note that the devices don’t need a forming 

process to reach this dielectric breakdown. The LRS of the devices can switch back to the high 

resistive state (HRS) while voltages with opposite polarity are applied, which is called reset 

process. Cycles of set and reset process are performed for the devices. The set and reset voltages 

of the devices are relatively low. The switching mechanism, which is irrelevant for this paper 

because RTN-based TRNGs are not operated via filament formation/disruption, is related to 

the migration of boron species and Ti species, as discussed in depth in our previous publications 

[S8-S9]. 
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Figure S11. Stability of conductive spots in h-BN. Sequence of 10 current maps collected 

with the tip of the CAFM at a constant voltage of 4.3 V on the same conductive spot (i.e. 

disordered/amorphous region) of a CVD-grown h-BN stack. The voltage applied is the 

minimum to observe current above the noise level for this spot. The scale bar is 15 nm for all 

the images, and the colour (current) scale is: blue = 0 pA, red = 5 pA. The current increases 

very gently without any abrupt lateral expansion, confirming the superior stability of these 

defective locations when exposed to electrical stresses. This sequence corresponds to that 

shown in Figures 2i-j of the main text. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

 
 

Figure S12. Stability of conductive spots in h-BN. Sequence of 14 current maps collected 

with the tip of the CAFM on the same conductive spot (i.e. disordered/amorphous region) of a 

CVD-grown h-BN stack. The top-left scan (which serves as reference) has been collected 

without bias, and the rest at 4.3 V (which is the minimum to observe current above the noise 

level for this spot). The scale bar is 15 nm for all the images, the colour (current) scale is: blue 

= 0 pA, red = 5 pA. The evolution of the radius and mean current of this spot is shown in panel 

2k of the main text.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S13. Characterization of band gap (Eg) in CVD-grown multilayer h-BN stacks. (a) 

UV-vis absorption spectra of multilayer h-BN in 303 K, 333 K, 363 K, 393 K and 423 K, 

respectively. (b) (h)1/2 versus h curve of multilayer h-BN in 303 K. The dashed line is the 

tangent of the curve. The intersection value is the band gap. The optical band gap of h-BN at 

303K can be estimated from the UV-vis spectrum using the Tauc plot, i.e. the curve (h)1/r 

versus h, in which  is the absorption coefficient, h is the Planck constant, and  is the photon 

frequency. The parameter r is defined as the power factor of the transition mode, and is 

dependent on the nature of the materials (i.e. whether it is crystalline or amorphous). For direct 

band gap materials r = 1/2, and in the case of indirect band gap materials r = 2. [S10-S11] In 

the case of h-BN, studies [S12] and [S13] confirm that its band structure is compatible with an 

indirect band gap, so r = 2. From panel (b), Eg is determined as the h value of the intersection 

between the tangent line (red dashed line) to the x-axis of the (h)1/2 curve. This gives Eg = 

5.22 eV at 303K. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

 
 

 

Figure S14. UPS spectra of multilayer CVD-grown h-BN measured in 303 K. Left panel 

is the intensity versus kinetic energy curve. The dashed red lines mark the baseline and the 

tangent of the curve. The intersection of the tangent with the baseline is the value of work 

function (). Right panel is the intensity versus Binding energy curve. The dashed red lines 

mark the baseline and the tangents of the curve. The intersection value is EF – EV, which is the 

energy difference between Fermi level and valence band. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

 
 

 

Figure S15. Band gap calculation of CVD-grown multilayer h-BN at different 

temperatures through Tauc plot. (a-d) (h)1/2 versus h curve of multilayer h-BN in 333 K, 

363 K, 393 K and 423 K, respectively. The dashed line is the tangent of the curve. Eg is 

determined as the h value of the intersection between the tangent line (red dashed line) to the 

x-axis of the (h)1/2 curve. The intersection value in each image is the calculated band gap. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 

 

Figure S16. Band gap of CVD-grown multilayer h-BN at different temperatures using 

direct band gap calculation. (h)2 versus h curve of multilayer h-BN at 303K, 333 K, 363 

K, 393 K and 423 K, respectively. The dashed lines are the tangents of the curves. The 

intersection values are the band gap. In our work, we also obtained direct band gap of h-BN 

according to direct band gap calculation. The direct band gap we calculated at room 

temperature is around 5.73 eV, which is close to the value (≈ 5.9 eV) in the ref. [S14-S15] 

which consider h-BN as direct band gap material. Furthermore, we calculated direct band gap 

of h-BN at different temperatures, which also shows weak relationship with the temperature. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 
 

 

 

Figure S17. UPS spectra of multilayer h-BN measured at different temperatures during 

the temperature rising from 303K to 423K. (a-b) Intensity versus Binding energy and 

Kinetic (Kin.) energy curves. The dashed lines mark the baseline and the tangents of the curves. 

The intersections are the value of work function and EF – EV, respectively. In our work, we also 

measured the UPS spectra during the temperature rising process which is from 303K to 423K 

and each step is 30K. As it can be observed, although the work function is lower at 303K and 

333K, it decreases with the temperature increasing from 363K to 423K. This should be 

attributed to the removal of impurities on the h-BN surface. Besides, the energy difference 

between Fermi level and valence band, referred as EF - EV, also decreases as the temperature 

rises. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

Temperature (K) 303K 333K 363K 393K 423K 

Eg (eV) 5.22 5.23 5.21 5.22 5.23 

 (eV) 3.96 3.96 3.98 4.00 4.15 

EC (eV) -1.62 -1.58 -1.65 -1.58 -1.68 

EV (eV) -6.84 -6.81 -6.86 -6.80 -6.91 

EF-EV (eV) 2.88 2.85 2.88 2.80 2.76 

EC-EF (eV) 2.34 2.38 2.33 2.42 2.47 
 

 

Table S1. Calculated Eg, , EC, EV, EF-EV and EC-EF of CVD-grown multilayer h-BN at 

different temperatures. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 
 
 

Figure S18. Energy of one boron vacancy formation 𝑬𝒗𝒂𝒄
𝑩  at 18 different locations in the 

non-defective (crystalline) region of the h-BN stacks. The average 𝐸𝑣𝑎𝑐
𝐵  is around 10.53 (± 

0.36) eV for removing the boron atom at the locations far from the defective (amorphous, blue 

rectangles) regions. When the boron atom is near the amorphous regions, the formation energy 

of the boron vacancy drops a lot.  

 

  



     

 

 

 

 

 

 

 

 
 
 

Figure S19. Calculation of 𝑬𝒗𝒂𝒄
𝑩  at amorphous regions in the CVD-grown h-BN stacks via 

MD simulations. a, MD simulated defective region in h-BN stacks. b, 𝐸𝑣𝑎𝑐
𝐵  of 50 consecutive 

boron vacancy at position 1 (C1) in a. The boron atom in C1 is removed one by one 

continuously. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

 

 

 

 

 
 

Figure S20. Calculation of 𝑬𝒗𝒂𝒄
𝑩  at amorphous and crystalline regions in the CVD-grown 

h-BN stacks via DFT simulations. a, b, Illustration of the amorphous and crystalline 

structures generated (respectively). c, Statistical distribution of single (boron) vacancy 

formation energy in amorphous and crystalline h-BN.  

 

 

 

 



     

 

 

 

 

 

 

 

 

 

 

 
Figure S21. Calculation of 𝑬𝒗𝒂𝒄

𝑩  at amorphous regions in the CVD-grown h-BN stacks via 

DFT simulations. a, DFT simulated defective region in h-BN stacks. b, 𝐸𝑣𝑎𝑐
𝐵  of 15 

independent boron vacancy in a. In both cases, the vacancy formation energy is lower for the 

amorphous region and independent of the number vacancies.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



     

 

 

 

 

 

 

 

Table S2. Randomness test results. Analysis of the signal at the output of the low throughput 

TRNG shown in Figure 5a of the main text, giving at the input RTN signals collected when 

applying 0.1 V to the Ni/h-BN/Au cross-point devices shown in Figure 1 of the main text. 4/15 

tests from the NIST randomness test suite require longer input sequences and thus could not be 

performed due to limitations in the experimental measurement setup. All the remaining tests 

are successfully passed. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure S22. Output Bit Streams for two additional clock frequencies. Top, 4 Hz. Bottom, 

3 Hz. 
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Figure S23. NLFSR circuit. A multiplexer is used to select between the bit from the nonlinear 

feedback or from the h-BN TRNG. 

 

 

 

 

 

 
Figure S24. Bitmap generated by the TRNG. This image contains 4195x4195 pixels, that is, 

17,598,025 bits. As it can be observed, no pattern can be distinguished, confirming the truly 

random nature of the bits generated. 



     

 

Note S1 

 

Our TRNG would not suffer from noise attacks, due to its design (see Figure 5). We would like 

to emphasize that wireless attacks (e.g., by means of external electromagnetic interference) can 

be easily blocked by enclosing the circuit in a metal case, which will provide electromagnetic 

shielding. Wired attacks, instead, may be delivered to the circuit. However, the only possible 

line that would be available to an attacker would be the VDD bias line (indeed, also VREAD can 

be derived from VDD). From this perspective, a DC stabilizer (for instance, a simple Zener 

regulator) together with a broadband filter for the DC bias line can be easily and cheaply 

implemented (a good low pass filter with small enough cut-off frequency will do the job). 

However, as mentioned in the main text, even in the case of very strong noise power injection, 

the output of the comparator would keep on fluctuating between 0 and 1 as the noise present at 

its input fluctuates around ground. As long as the injected noise is random, so the output of the 

circuit will be. On the other hand, attacks at specific frequencies can be suppressed easily with 

the aforementioned filtering strategy (that is frequently employed also in CMOS circuitry to 

prevent such attacks). Finally, since our design allows low-power operation, the whole circuit 

may be easily battery-powered, physically preventing this kind of attack, as in this case the 

VDD line would not be available from the outside. 
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