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Abstract: In this paper, we investigate the physical layer security for an asymmetric
dual-hop radio frequency-free space optical (RF-FSO) communication system, in which a
source transmits information to a multi-aperture destination (D) through a best relay under
the wiretapping of a multi-aperture eavesdropper (E). The best relay is selected by a partial
relay selection scheme in terms of maximum instantaneous channel gain for the RF link.
Moreover, equal gain combining scheme is also used to process the multiple copies of
receiving signal at D and E. Assuming all the RF channels are subject to independent
and identical distributed (i.i.d.) Nakagami-m fading and all the FSO channels are modeled
by i.i.d. Gamma-Gamma process, the secrecy performance in terms of secrecy outage
probability and the probability of strictly positive secrecy capacity are studied, and the
accuracy of the analytical results is verified by Monte-Carlo simulations.

Index Terms: Multi-aperture, partial relay selection, physical layer security, radio frequency-
free space optical (RF-FSO), secrecy outage probability.

1. Introduction
With the growing demand of huge capacity and high data transfer rate of communication networks,
free space optical (FSO), which shows several superior characteristics like high data rate, large
system capacity, unlicensed spectrum and immunity to electromagnetic interference, has drawn
increasingly attention in the past few years [1]. However, the performance of the FSO systems may
decrease severely due to the inherent impairments like atmospheric turbulence and pointing errors
[2].

To overcome the aforementioned shortage and to extend the application of FSO systems, an
asymmetry hybrid RF-FSO system has been proposed in the open literature, as it can take the full
advantages of both RF and FSO techniques simultaneously, such as long transmission distance
and large capacity [3]–[6]. The authors in [3] proposed a parallel hybrid FSO-RF communication
system, in which the information signal was transmitted to a destination simultaneously through
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both FSO and RF links, and a selection combining scheme was employed at the receiver to process
those signals. In addition, the unified performance, i.e., bit error rate (BER), outage probability (OP),
and ergodic capacity (EC), was evaluated. Such performance was also analyzed when taking into
account the effects of pointing errors strength, detection techniques, and both fixed and variable
gain relay schemes in [4]. In [5], the authors studied the EC for a multi-hop FSO system with an
additional RF link, where the RF link was selected to transmit information when the instantaneous
signal-to-noise ratio (SNR) of the FSO link is below a pre-defined threshold. Based on the feedback
of channel state information (CSI), a switching system between a primary FSO link and a secondary
two-hop RF-FSO link were investigated in [6].

On the other hand, the multi-relaying scheme, which has been considered as an effective way
to enhance the stability and reliability of wireless network, has been extensively studied in hybrid
RF-FSO communication systems [7]–[10]. The authors in [7] investigated the OP, BER, and EC
for a multi-relaying RF-FSO system by taking co-channel interference into account. The effects of
outdated CSI on the OP and BER performance for RF-FSO systems with a partial relay selection
(PRS) scheme were analyzed in [8]. In [9], the authors considered an asymmetric cognitive
RF-FSO network with an additional RF link between a source and a destination, and studied the
outage performance under both cognitive and non-cognitive radio scenarios with a PRS strategy.
Considering the features of high rate for FSO systems, the authors in [10] considered both ideal
and non-ideal hardware cases with a PRS scheme in hybrid RF-FSO systems.

Multi-aperture scheme is usually recognized as a viable technique to migrate the effect of
atmospheric turbulence in FSO systems [11]–[14]. In [11], the average capacity for a multiple-input
multiple-output (MIMO) FSO system over Gamma-Gamma (��) channel was studied, in which
the sum of several independent and identical distributed (i.i.d.) �� random variables (RVs) was
approximated by another �� RV. Milosevic et al in [12] studied the average BER for a FSO system
with a multi-aperture receiver over Málaga (M)-distributed fading channel with pointing errors.
The transmission laser selection and repetition coding schemes for a MIMO FSO system were
evaluated in [13]. To reduce the impacts of turbulence-induced correlated channel, a polar-coded
scheme with and without spatially correlated fading was proposed in [14].

In order to enhance the wireless security, the issue of physical-layer security, which is to utilize the
inherent randomness of wireless channel to guarantee the security in physical layer, has attracted
increasingly attention from both academia and industry [15], [16], and several works in literature
introduced this issue into hybrid RF-FSO systems [17]–[22]. Under Nakagami-m - �� fading chan-
nels, the secrecy performance in terms of secrecy outage probability (SOP) and average secrecy
capacity (ASC) were analyzed in [17]. In [18], the intercept probability for a multiuser SIMO mixed
RF-FSO system with multi-antenna relaying and multi-eavesdropping was studied. Adopting a best
relay selection scheme and considering the underlay cognitive radio scenario, secrecy performance
for a RF-FSO system was investigated in [19]. However, all of aforementioned works, i.e., [17]–[19],
just consider the scenario that the RF link is wiretapped because of the high-security of FSO link.
Due to the inherent impairments of FSO systems, i.e., the random optical irradiance fluctuations
and laser-beam divergence, the FSO link may be also wiretapped and only a few works considered
this issue [20]–[22]. The authors in [20] studied the probability of strictly positive secrecy capacity
(SPSC) for a FSO system under two intercept scenarios, i.e., the eavesdropper near the transmitter
and near the receiver. The closed-form expressions for the ASC, SOP, and the probability of SPSC
for a FSO system were derived over M turbulence fading channel in [21]. Assuming the FSO
link was wiretapped, the secrecy performance for a dual hop hybrid RF-FSO system was studied
in [22].

Observed from above literature, adopting the multi-relaying and multi-aperture schemes can
effectively reduce the turbulence-induced fading and improve the system performance, and these
advantages can be integrated by a multi-relaying RF-FSO system with a multi-aperture receiver.
Moreover, it is also interesting and promising to take account the physical-layer security issue into
this system to enhance the secrecy performance. To the author’s best knowledge, such issue has
not been investigated in the existing literature.
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Fig. 1. System model.

Motivated by the aforementioned observations, in this paper, we evaluate the secrecy perfor-
mance of a multi-relaying mixed RF-FSO system with a multi-aperture receiver in the presence of
an eavesdropper. In particular, the physical-layer security of the considered system is studied in
terms of SOP and probability of SPSC, while considering the PRS scheme at the relays and the
equal gain combining (EGC) scheme at the receiver. Note that EGC is used to process multiple
copies of received signal, as it has a good trade-off between performance gain and implementation
complexity [23]. The main contributions of this paper are described as follows:

1) We have investigated the physical-layer security performance of a multi-relaying mixed RF-
FSO system with a multi-aperture receiver over Nakagami-m - �� fading channels, where the FSO
link is eavesdropped, as the eavesdropper may be located in the region of laser-beam divergences
of the legitimate node.

2) The probability density functions (PDFs) and cumulative distribution functions (CDFs) of the
instantaneous SNRs with PRS at the relays and EGC at the receiver have been derived. Utilizing
those statistic distributions, we have derived the closed-form expressions for the lower bound of
SOP and the probability of SPSC.

3) The accuracy of the analytical results have been verified by Monte-Carlo simulations, and the
effects of the number of the relays and apertures as well as atmospheric turbulence on the system
performance have been also analyzed.

2. System and Channel Model
2.1 System Model

Fig. 1 shows an asymmetric multi-relaying RF-FSO system, which consists a single-antenna
source (S), M parallel single-antenna and single-aperture relays Rm, (m ∈ {1, 2, ..., M}), a N-aperture
destination (D) and a N-aperture eavesdropper (E). The whole communication process can be
separated into two equal time slots. In the first time slot, S broadcasts the confidential information
to all the M relays though RF links, and a best relay, selected by the PRS strategy in terms of the
maximum instantaneous channel gain for the RF link, is used to assist the transmission from S to
D base on a decode-and-forward (DF) protocol. In the second time slot, the selected relay converts
the decoded signal to an optical signal, and forwards it to D over FSO channel by using On-Off
keying modulation scheme. We assume that all the RF channels are experience i.i.d. Nakagami-m
fading and all the FSO channels are subject to i.i.d. �� process. It is also assumed that there is
no misalignment between the relays and D for the FSO links, meaning the effect of pointing errors
is not taking into account. Moreover, the EGC scheme is used to process the multiple copies of
the received signals at D and E. It is also assumed that the FSO link is wiretapped by E, as it
is located in the region of laser beam divergences of D [20], [22]. We further assume that the
received irradiance among all the receiving apertures are uncorrelated as the spatial separation of
the photodetectors are greater than the spatial coherence distance of irradiance [12].
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In the first time slot, the received signal at m-th relay, Rm, can be written as

ym =
√

PshSRm x + nm, (1)

where Ps is the transmission power at S, hSRm is the channel coefficient between S and Rm, x is the
transmitted confidential information, and nm is the additive white Gaussian noise (AWGN) with zero
mean and a variance of N0. The instantaneous SNR at Rm can be expressed as

γRm = Ps|hSRm |2/N0 = μγ |hSRm |2, (2)

where μγ = Ps/N0 is the average SNR. Due to the PRS strategy, the relay with a best instantaneous
channel gain of RF link is selected

R∗
m = arg max

m∈{1,...,M}
|hSRm |2. (3)

Therefore, the instantaneous SNR at the best relay, R∗
m, is

γR∗
m

= μγ max
m∈{1,...,M}

|hSRm |2. (4)

Since all of the RF links are assumed to be i.i.d., the CDF and PDF of γR∗
m

can be given by

FγR∗
m
(x ) = [FγRm

(x )]M, (5)

and

fγR∗
m
(x ) = M[FγRm

(x )]M−1fγRm
(x ), (6)

where Fγ (·) and fγ (·) denote the CDF and PDF of γ , respectively.
In the second time slot, D converts the received optical signal to the electrical one, and the

received electrical signal at the output of the n-th photodetector is given by

rnk = xR∗
m
ζ Ink

N
+ znk , (7)

where xR∗
m

∈ {0, 1} represents the information forwarded by R∗
m, ζ is the optical-to-electrical conver-

sion coefficient, Ink denotes the normalized received irradiance between R∗
m and n-th aperture of

link k, k ∈ {D, E }, znk is the AWGN with zero mean and a variance of N0. For a fair comparison, the
factor N is used to ensure the receiver aperture areas is same between single-input single-output
and SIMO scenarios [11]. The instantaneous electrical SNR at the n-th aperture can be written as

γnk = ζ 2I2nk/N0 = γ̄nk I2nk , (8)

where γ̄nk is the average SNR. The output signal at the EGC receiver is

rk = xR∗
m
ζ

N

N∑

n=1

Ink + ξk , (9)

where ξk is the total receiving noise at k. We have the instantaneous electrical SNR at k as

γk = ζ 2I2k
N2N0

= γ̄k Ik
2, (10)

where Ik = ∑N
n=1 Ink denotes the combined irradiance of the receiver, and γ̄k = ζ 2

NN0
denotes the

average SNR.

2.2 Fading Channel Model

In this paper, all the RF channels are assumed to experience i.i.d. quasi-static Nakagami-m fading
with fading parameter m. Thus, the channel power gain, |hSRm |2, follows the i.i.d. gamma distributed
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with parameter m. Hence, the PDF and CDF of |hSRm |2 can be expressed as

f|hSRm |2 (x ) = xm−1

�(m)

( m
�

)m
e−( m

� )x , (11)

and

F|hSRm |2 (x ) = 1 − �(m, m
�

x )

�(m)
= 1 − e− m

�
x

m−1∑

n=0

( m
�

)n

n!
xn, (12)

respectively, where � is normalized average power, �(·) is the Gamma function defined by (8.310.1)
in [24], and �(a, x ) = ∫ ∞

x e−t t a−1dt is the upper incomplete Gamma function defined by (8.350.2) in
[24].

From (2), (11) and (12), we can re-express (5) and (6) as [25]

FγR∗
m
(γ ) =

M∑

p=o

(m−1)p∑

q=0

(
M
p

)
(−1)pap,m

q (γ
m
μγ

)qe−pγ m
μγ , (13)

and

fγR∗
m
(γ ) = M

M−1∑

p=o

(m−1)p∑

q=0

(
M − 1

p

)
(−1)pap,m

q

(
m
μγ

)q+m
γ q+m−1

�(m)
e−(p+1)γ m

μγ , (14)

respectively.
Due to the FSO link is modeled by a �� fading, the PDF of the irradiance, Ink , is given by

fIn (x ) = 2(αβ )(α+β )/2

�(α)�(β )
In

(α+β )/2−1Kα−β (2
√

αβ In ), (15)

where Kv (·) is the modified Bessel function of the second kind of order α − β, and α and β are the
PDF parameters that describes the turbulence induced by waves, and in the case of zero-inner
scale [26], they are given by

α=
{

exp

[
0.49σ 2

(
1 + 0.18χ2 + 0.56σ 12/5

)7/6

]

− 1

}−1

, β =
{

exp

[
0.51σ 2

(
1 + 0.9χ2 + 0.62σ 12/5

)5/6

]

− 1

}−1

,

(16)

where σ 2 = 1.23C2
n k7/6L11/6 is the Rytov variance, L is link distance, k = 2π/λ is the optical wave

number with χ = (σ2/4L)1/2,  is the diameter of receiver aperture, and C2
n is the turbulence

strength factor [27].
Next, we re-write Kv (·) into the form of Meijers G-function, which is defined by (9.34.3) in [24], as

fIn (x ) = αβ

�(α)�(β )
G2,0

0,2

[
αβx

∣∣∣∣α − 1, β − 1

]
. (17)

Therefore, the corresponding CDF can be expressed as

FIn (x ) = 1
�(α)�(β )

G2,1
1,3

[
αβ

√
x

∣∣∣∣
1

α, β, 0

]
. (18)

Since all the FSO channels are modeled as i.i.d. �� fading, the sum of received irradiance, Ik ,
can be approximated by another �� RV, Is, as

Ik ≈ Is ∼ ��(αs, βs,�s ) (19)

where αs and βs are given as

αs = Nα + ε (20)
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and

βs = Nβ, (21)

in which ε is an adjustment parameter, which is used to improve the accuracy of the proposed
approximation [28], and it can be given as

ε = (N − 1)
−0.127 − 0.95α − 0.0058β

1 + 0.00124α + 0.98β
. (22)

Using (10), (17), (18), and (19), the PDF and CDF of γk can be derived as

fγk (γk ) = ( αsβs
N )2

2�(αs )�(βs )γ̄k
G2,0

0,2

[
αsβs

N

√
γk

γ̄k

∣∣∣∣αs − 2, βs − 2

]
(23)

and

Fγk (γk ) = 1
�(αs )�(βs )

G2,1
1,3

[
αsβs

N

√
γk

γ̄k

∣∣∣∣
1

αs, βs, 0

]
, (24)

respectively.

3. Secrecy Performance Analysis
In the content of physical-layer security, ASC, SOP, and the probability of SPSC are commonly
used performance metrics to study the secrecy in fading channels. Due to fact that the closed-form
expression of ASC is mathematically intractable for our considered system, therefore, we only focus
on SOP and the probability of SPSC in this section.

3.1 SOP

As defined in [29], the instantaneous secrecy capacity (SC) of the system using DF relaying
scheme is

Cs = min(CSR∗
m
,CR∗

mD ), (25)

where CSR∗
m

and CR∗
mD are the SC of S-R∗

m and R∗
m-D links, respectively, which can be expressed as

CSR∗
m

= 1
2

log2(1 + γR∗
m
), (26)

and

CR∗
mD =

{
1
2

(log2(1 + γD ) − log2(1 + γE ))
}+

, (27)

where {x}+=max{x, 0}. Secrecy outage occurs when the instantaneous SC falls below a target SC,
Ct h (Ct h ≥ 0). Thus, SOP is defined as a probability that the instantaneous SC is smaller than Ct h

[30]. Therefore, we have

PSOP = Pr{Cs < Ct h} = 1 − Pr{CSR∗
m

≥ Ct h}Pr{CR∗
mD ≥ Ct h}. (28)

Substituting (13), (23) and (24) into (28), SOP can be re-expressed as

PSOP = 1 −
[
1 − FγR∗

m
(� − 1)

] [
1 −

∫ ∞

0
FγD (�γE + � − 1)fγE (γE )dγE

]
, (29)

where � = 22Ct h . Note that the exact closed-form expression for SOP as show in (29) is mathemat-
ically difficult to be obtained. Alternatively, we evaluate the lower bound of SOP. For the case when
γE → ∞, the lower bound of SOP can be given by

PSOP ≥ PSOPL


= 1 −
[
1 − FγR∗

m
(� − 1)

] [
1 −

∫ ∞

0
FγD (�γE )fγE (γE )dγE

]
. (30)
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Making use of (07.34.21.0011.01) in [31], we have

PSOPL =
M∑

p=o

(m−1)p∑

q=0

(
M
p

)
(−1)pap,m

q

(
(� − 1)m

μγ

)q

e−p(�−1) m
μγ +

(
1 −

M∑

p=o

(m−1)p∑

q=0

(
M
p

)
(−1)p

×ap,m
q

(
(� − 1)m

μγ

)q

e−p(�−1) m
μγ

)
1

�2(αs )�2(βs )
γ̄D

�γ̄E
G3,2

3,3

[√
γ̄D

�γ̄E

∣∣∣∣
−1 − αs,−1 − βs,−1

αs − 2, βs − 2,−2

]

. (31)

3.2 Probability of SPSC

Furthermore, the SPSC is another essential criterion for physical-layer security, which is used to
emphasize the existence of SC, and the probability of SPSC is defined as a probability that SC is
greater than zero. Therefore, we have

PSPSC = Pr{Cs > 0}
= Pr{min(CSR∗

m
,CR∗

mD ) > 0}
= Pr{CSR∗

m
> 0}Pr{CR∗

mD > 0} (32)

where

Pr{CSR∗
m

> 0} = Pr
{

1
2

log2(1 + γR∗
m
) > 0

}

= Pr{γR∗
m

> 0}

=
∫ ∞

0
fγR∗

m
(γ )dγ

= 1, (33)

and

Pr{CR∗
mD > 0} = Pr

{
1
2

(log2(1 + γD ) − log2(1 + γE )) > 0
}

= Pr {γD > γE }

= 1 −
∫ ∞

0
FγD (γE )fγE (γE )dγE

= 1 −
∫ ∞

0

1
�(αs )�(βs )

G2,1
1,3

[
αsβs

N

√
γE

γ̄D

∣∣∣∣
1

αs, βs, 0

]

× ( αsβs
N )2

2�(αs )�(βs )γ̄E
G2,0

0,2

[
αsβs

N

√
γE

γ̄E

∣∣∣∣αs − 2, βs − 2

]
dγE . (34)

Making use of (07.34.21.0011.01) in [31] and after some manipulations, it has

PSPSC = 1 − γ̄D

�2(αs )�2(βs )γ̄E
G3,2

3,3

[√
γ̄D

γ̄E

∣∣∣∣
−1 − αs,−1 − βs,−1

αs − 2, βs − 2,−2

]

. (35)

4. Numerical Results and Discussions
In this section, numerical and Monte-Carlo simulations results are presented. Similar to [17] and
[22], following combinations are used to represent three typical turbulence conditions: αD = αE

= 2.902, βD = βE = 2.510 (weak turbulence), αD = αE = 2.296, βD = βE = 1.822 (moderate
turbulence), and αD = αE = 2.064, βD = βE = 1.342 (strong turbulence). Without loss of generality,
we also set m = 3 and ζ = 1 in those results.

Vol. 12, No. 2, April 2020 7902011



IEEE Photonics Journal Secrecy Analysis for Multi-Relaying RF-FSO Systems

Fig. 2. SOP versus γ̄D with M = 2, μγ = −10 dB, γ̄E = −18 dB, and Ct h=0.01 bits/s/Hz.

Fig. 3. SOP versus μγ with M = 2, γ̄D = 10 dB, γ̄E = −18 dB, and Ct h=0.01 bits/s/Hz.

Fig. 2 shows the SOP versus γ̄D under different number of apertures and atmospheric turbulence
conditions. It is observed that the secrecy performance improves as γ̄D increases, as the channel
condition of R∗

m-D link is superior to that of R∗
m-E link. However, there is a flat area for the curve

in this figure, and the values of SOP remain unchanged when γ̄D is beyond a certain value, i.e.,
γ̄D > 30 dB when N = 3. This is because in the dual-hop DF-based relaying network, the system
performance is dominated by the worse hop, and when γ̄D is high, the system capacity is limited
by the first hop, which is not improved. In addition, we observe that the secrecy performance with
a higher N outperforms that with a lower one when γ̄D is in the low-to-medium range, due to the
advantage of employing multi-aperture scheme. However, when γ̄D is in the high range (i.e., γ̄D >

70 dB), all curves converge into one, as the system performance is dominated by the first hop and
the improvement of the channel condition in the second hop is insignificant. Moreover, the results
also shows that the system performance decreases as the turbulence gets severe.

In Fig. 3, the influence of μγ on the SOP performance with various number of apertures is
illustrated. It can be noticed that there is also a floor in this figure due to the fact that the second
hop is dominated when μγ is high.

Fig. 4 depicts the effect of the number of the relays on SOP performance. We can observe that
under the same turbulence condition, employing more relays leads to better SOP performance
when the channel of the first hop is comparably weak (i.e., μγ < −5 dB). However, when it gets
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Fig. 4. SOP versus μγ with N = 3, γ̄D = 10 dB, γ̄E = −18 dB, and Ct h=0.01 bits/s/Hz.

Fig. 5. SOP versus γ̄D with N = 3, μγ = −10 dB, γ̄E = −18 dB, and Ct h=0.01 bits/s/Hz.

Fig. 6. Probability of SPSC versus γ̄D with N = 1,2,3, γ̄E = −25 dB.
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better (i.e., μγ > 10 dB), employing different numbers of the relays results in the same SOP
performance. This is because the system performance is dominated by the second hop, and the
advantage of multi-relaying technique is insignificant when μγ is large.

As depicted in Fig. 5, the SOP versus γ̄D is presented. From this figure, the advantage of
using multi-relaying scheme is very obvious when γ̄D is large due to the first hop dominates the
performance.

Fig. 6 illustrates the effects of various apertures and turbulence conditions on the probability
of SPSC. We can observe that the system performance improves when γ̄D increases, as R∗

m-D
link gets better than R∗

m-E link. Moreover, the probability of SPSC increases as more apertures
are used under the same turbulence condition, which further demonstrates that multi-aperture
receiving strategy can enhance the secrecy performance.

Finally, we can observe that simulation results match well with the analytical ones in all consid-
ered cases, which validates our analytical expressions derived.

5. Conclusion
In this paper, we have studied the secrecy performance for an asymmetric RF-FSO communication
system, in which the FSO link is wiretapped. Moreover, the multi-relaying and multi-aperture
receiving schemes are also considered to enhance the system performance. Assuming all the RF
and FSO links experience i.i.d. fading, the exact expressions of the PDF and CDF for SNR have
been derived. Utilizing those statistic distributions, we have derived the expressions for the lower
bound of SOP and the probability of SPSC. Furthermore, the effects of atmospheric turbulence,
the number of the relays and apertures on the secrecy performance have been also studied. The
accuracy of our derivations are verified by Monte Carlo simulation, and the results shows that
employing more relays and apertures can greatly improve the secrecy performance when the first
and second hop dominates the system performance, respectively.
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