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ABSTRACT The concept of physical layer security builds on the pivotal idea of turning the channel’s
imperfections, such as noise and fading, into a source of security. This is established through appropriately
designed coding techniques and signal processing strategies. In this vein, it has been shown that fading
channels can enhance the transmission of confidential information and that a secure communication can be
achieved even when the channel to the eavesdropper is better than the main channel. However, to fully benefit
from what fading has to offer, the knowledge of the channel state information at the transmitter (CSIT) is
of primordial importance. In practical wireless communication systems, CSIT is usually obtained, prior to
data transmission, through CSI feedback sent by the receivers. The channel links over which this feedback
information is sent can be either noisy, rate-limited, or delayed, leading to CSIT uncertainty. In this paper,
we present a comprehensive review of recent and ongoing research works on physical layer security with
CSIT uncertainty.We focus on both information theoretic and signal processing approaches to the topic when
the uncertainty concerns the channel to the wiretapper or the channel to the legitimate receiver. Moreover,
we present a classification of the research works based on the considered channel uncertainty. Mainly, we
distinguish between the cases when the uncertainty comes from an estimation error of the CSIT, from a
CSI feedback link with limited capacity, or from an outdated CSI.

INDEX TERMS Physical layer security, fading channels, channel state information, estimation error,
rate-limited feedback, outdated CSI.

I. INTRODUCTION
The number of research works on physical layer security
has increased exponentially over the last few years. This
number is certainly to continue growing with the emergence
of decentralized networks and the deployment of 5G and
beyond wireless communication systems.What distinguishes
physical layer security compared to other high layers cryp-
tographic techniques is that it exploits the randomness and
the fluctuations of the wireless channel to achieve security
at a remarkably reduced computational complexity. Infor-
mation theoretic security dates back to Shannon’s pioneer
work [1], in 1949. Shannon’s model, called a cipher system,
considers the transmission of confidential information to a
legitimate receiver in the presence of a passive eavesdropper

intercepting the communication, cf. Figure 1. The model
also assumes that a random secret key is shared between the
transmitter and the legitimate receiver and that the key is
unknown to the eavesdropper. To guarantee perfect secrecy,
the entropy of the shared secret key should exceed the entropy
of the message. In other words, this requires the key to be at
least as long as the confidential message itself. Many years
later, Wyner’s work [2] came to shed some positive light on
information theoretic security. Wyner’s model, called a wire-
tap channel, takes advantage of the channel’s imperfections
to secure a transmission at the physical layer without the
need of a shared secret key. Since then, studies of the wiretap
channel have multiplied and have extended to more gen-
eral communication systems including broadcast channels,
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fading channels, multiuser networks, andmany other wireless
communication models.

FIGURE 1. Shannon’s cipher system.

To capture the enormous growth of research works on
physical layer security, multiple surveys, overview papers,
and books have been published in recent years. A gen-
eral detailed review of the theoretical foundations, coding
techniques, practical implementations, challenges and oppor-
tunities of physical layer security is presented in [3]–[7].
The work in [8] provides a comprehensive survey describ-
ing the evolution of information theoretic security from
point-to-point communication systems to multiple antenna
and multiuser networks. A brief summary of challenges fac-
ing physical layer security is presented in [9] and in [10]
for next generation networks. An overview of physical
layer security is also considered in [11] for cooperative
relay systems, in [12] for massive multiple-input-multiple-
output (MIMO) systems, and in [13] for cognitive radio
networks. The authors, in [14], present an earlier survey
on physical layer security under the imperfect channel state
information (CSI) assumption, with a particular focus on
relay channels, cognitive system, and large-scale decentral-
ized networks. The effect of outdated CSI at the transmit-
ter (CSIT) on information theoretic security is highlighted
in [15], and a synopsis of how different levels of CSIT impact
the system’s security is provided in [16].

The aim of this work is to present a detailed state-of-the-
art review of physical layer security with CSIT uncertainty.
We consider both cases when the eavesdropper’s CSI is avail-
able at the transmitter and when it is not. Besides, we catego-
rize the presented references based on the probable cause of
CSIT imperfection, namely when an estimation error of the
CSIT occurs, when the transmission of the CSI feedback is
performed over a finite rate link, or when obtaining a delayed
version of the CSIT. The case when only statistical CSI is
available at the transmitter is also examined.

The remainder of this article is organized as follows.
Section II presents a concise description of some fundamental
concepts of physical layer security, specifically the wiretap
channel, the transmission of artificial noise, and secrecy met-
rics. The case when the transmitter has perfect main CSI is
elaborated in Section III with a clear distinction between the
cases when the eavesdropper CSI is available at the transmit-
ter and when it is not. Section IV discusses CSIT uncertainty
when the imperfection is the result of an estimation error of
the CSIT, or when it is the consequence of a rate-limited or

a delayed CSI feedback link. The scenario when the transmit-
ter is only aware of statistical CSI is addressed in Section V.
Finally, Section VI concludes the paper.
Notations: Throughout the paper, we use the following

notational conventions. The entropy of a discrete random
variable X is denoted by H (X ), and the mutual infor-
mation between random variables X and Y is denoted
by I (X;Y ). A sequence of length n is denoted by Xn,
i.e., Xn={X (1),X (2), · · ·,X (n)}. We also use the notation
X∼CN (0, σ 2) to indicate that X is a circularly symmetric
complex-valued Gaussian random variable with zero-mean
and variance σ 2.

II. FUNDAMENTALS
This section provides the reader with an objective description
of some fundamental concepts associated with physical layer
security. First, we present the basic information theoretic
model introduced by Wyner in his seminal work [2], which
is colloquially known as the wiretap channel. We shed light
on how Wyner’s model take advantage of the channel’s nois-
iness to secure a transmission, and we briefly explain the
structure of the wiretap code. Then, we consider and discuss
the usefulness of transmitting artificial noise to ensure or
enhance the security of a wireless transmission. The last
part of this section presents two key secrecy metrics used
to evaluate and measure the performance of a system under
confidentiality constraints, namely the secrecy capacity and
the secrecy outage probability.

FIGURE 2. Wyner’s wiretap channel.

A. WIRETAP CHANNEL
Wyner’s channel model, also known as the wiretap channel,
represents a generalization of Shannon’s cipher system. The
originality of Wyner’s work comes straight from his pivotal
idea to take advantage of the imperfection of the communi-
cation medium to secure a transmission at the physical layer.
In Wyner’s model, illustrated in Figure 2, the transmit-
ter (Alice) tries to communicate a confidential messageW to
a legitimate receiver (Bob) in the presence of an eavesdrop-
per (Eve) over a noisy memoryless link. The model assumes
that Eve observes a degraded version of the signal obtained by
Bob. The channel between Alice and Bob is usually referred
to as the main channel while the channel between Alice and
Eve is known as the wiretap channel or the eavesdropper’s
channel. The message W is encoded into a codeword Xn

of length n and transmitted at a rate Rs. A (2nRs , n) code
consists of the following elements:
• Amessage setW =

{
1, 2, · · ·, 2nRs

}
with the messages

W ∈W independent and uniformly distributed overW;
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• A stochastic encoder f : W → X n that maps each
message w to a codeword xn ∈ X n;

• A decoder at the legitimate receiver g : Yn
→ W that

maps a received sequence ynR ∈ Yn to a message ŵ ∈W .
A rate Rs is an achievable secrecy rate if there exists a

sequence of (2nRs , n) code such that the reliability condition

lim
n→∞

1

2nRs

2nRs∑
w=1

Pr
[
W 6= Ŵ

∣∣W = w
]
= 0, (1)

and the secrecy condition

lim
n→∞

1
n
I
(
W ;Y nE

)
= 0, (2)

with YE representing the received signal at the eavesdropper,
are both satisfied.

The secrecy constraint in (2) is called the weak secrecy
condition. It requires only the information leaked rate to
vanish as n→∞. This condition is weaker than strong secrecy
which requires the absolute information I

(
W ;Y nE

)
to vanish

as n→∞ [17], [18], i.e. limn→∞ I
(
W ;Y nE

)
= 0.

The achieving secrecy code that guarantees both the reli-
ability and the security of the transmitted information is
called a wiretap code. It is a stochastic code having a nested
structure. As a matter of fact, instead of fixing the codeword
associated with each message W , the codeword is chosen
at random according to a local random number generator
W ′ ∈

{
1, · · ·, 2nRe

}
, withRe denoting the equivocation rate,

i.e.,Re=I
(
W ;Y nE

)
. The set of 2nRe codewords, correspond-

ing to each secret message, forms what we call a bin or a sub-
code of the wiretap code. To date, practical constructions of
wiretap codes are only possible for some particular channels.

Although Wyner’s model builds on the assumption of a
degraded wiretap channel where the signal at the eavesdrop-
per is a degraded version of the legitimate receiver’s signal,
it provides the essential elements required to understand
information theoretic security without the complexity of
a more general setup. Ulterior works generalized Wyner’s
work to the case of non-degraded channels [19], Gaussian
channels [20], and fading channels [21]–[25], to cite only
few. For more details about the wiretap channel, wiretap
coding or alternative coding techniques for secret commu-
nications, we invite the reader to consider the following
references [3], [5], [6], [26].

B. ARTIFICIAL NOISE TRANSMISSION
One of the effective signal processing approaches proposed
to provide security at the physical layer is the transmission
of jamming signals, also known as artificial noise. Goel and
Negi introduced the artificial noise technique in [27] and [28].
The main idea of the work is to exploit part of the avail-
able transmission power to send artificially generated noise.
The generated noise is designed such that only the wiretap
channel is degraded while the main channel is kept intact.
Consequently, Bob gets an advantage over Eve, and a secure
transmission can be achieved. The transmission of the jam-
ming signals is possible either by using multiple antennas

at the transmitter or with the assistance of relaying nodes.
The latter case is more challenging since the transmission of
all nodes must be synchronized, and Alice can not directly
control the jamming signals. However, in either case, the total
number of transmit antennas should exceed the number of
antennas at the eavesdropper. Also, in order to ensure that
the interfering noise will only affect the eavesdropper, the
jamming signal must be sent in the null space of the legitimate
receiver, hence, requiring the knowledge of the CSIT. Since
Goel and Negi’s work, research on physical layer security
with artificial noise transmission has multiplied. Themultiple
antenna case is examined, for instance, in [29]–[33] while the
jamming relays case is considered in [34]–[36].

C. SECRECY PERFORMANCE MEASURES
To evaluate the performance of a communication systemwith
a security constraint, the two most commonly used metrics
are the secrecy capacity and the secrecy outage probability.

1) SECRECY CAPACITY
The secrecy capacity Cs is defined as the maximum
achievable secrecy rate, i.e.,

Cs , supRs,

where the supremum is over all achievable secrecy rates.
It could be seen as the homologue of the traditional channel
capacity with a secrecy constraint.

For Wyner’s wiretap channel, the secrecy capacity is given
as the difference between a rate of reliable communication
and a rate of information leaked to the eavesdropper, i.e.,

Cs = max
U→X→YR→YE

(I (U;YR)− I (U;YE)) , (3)

whereU is an auxiliary randomvariable andU→X→YR→YE
forms a Markov chain. From (3), it is clear that the secrecy
capacity is positive as long as the transmitter and the legit-
imate receiver have an advantage over the eavesdropper at
the physical layer. This is the case for Wyner’s model since
YR is a degraded version of YE. For a general fading channel,
this could be viewed as transmitting only over the channel
instants where the main channel is better than the eaves-
dropper’s channel. This brings us back to the problematic of
having CSIT.

2) SECRECY OUTAGE PROBABILITY
In parallel with the definition of outage probability in a
communication system with no confidentiality constraints,
the secrecy outage probability is defined as the probability
that a target rate is unachievable. In other words, an outage
occurs if the secrecy capacity is smaller than a certain fixed
value. The expression of the secrecy outage probability can
hence be formulated as

Pout = Pr
[
Cs ≤ Rs

]
, (4)

where Cs is the secrecy capacity and Rs is the targeted fixed
rate. In the case when the secrecy capacity of the system in
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question is unknown, the achievable secrecy rate is consid-
ered instead.

3) OTHER METRICS
In a significant number of works on information theoretic
security, mainly considering fading channels, other metrics
based on signal processing methods are used to study the
performance of a wireless system with security constraints.
The aim of these works is mainly to design optimal trans-
mission schemes that maintain the bit error rate (BER) or the
signal-to-interference-plus-noise-ratio (SINR) at the desired
receiver or the eavesdropper to prespecified thresholds.
It must be emphasized that even though optimizing the com-
munication system by constraining the BER or the SINR
usually simplifies the system design, it satisfies neither the
weak nor the strong secrecy constraints.

FIGURE 3. Fading wiretap channel.

III. PHYSICAL LAYER SECURITY WITH PERFECT CSIT
In recent years, the fading wiretap channel has opened new
research directions for information theoretic security. What
is unique about the fading model is that it takes advantage
of the randomness of the channel gain fluctuations to secure
the transmission against potential eavesdroppers, at the phys-
ical layer itself. As a result, even if the eavesdropper has a
better average signal-to-noise ratio (SNR) than the legitimate
receiver, physical layer security can still be achieved over
fading channels without requiring the sharing of a secret
key [21]–[23]. Figure 3 illustrates the fading wiretap chan-
nel where the respective received signals at the legitimate
receiver and the eavesdropper, at time instant t , can be
represented as

YR(t) = hR(t)X (t)+ zR(t)

YE(t) = hE(t)X (t)+ zE(t), (5)

where X (t) is the transmitted signal, hR(t) and hE(t) are the
respective channel gains of Bob and Eve’s channels, and
zR(t) and zE(t) represent the additive white Gaussian noises
at the respective receivers. The fading coefficients hR and hE
are usually assumed mutually independent, and an average
transmit power is generally imposed at the transmitter.

To make the most of what the fading channel has to offer
to physical layer security, the knowledge of the CSIT is of
primordial importance. A vast majority of works assume
that the transmitter has a perfect knowledge of the CSI of
both the main and the eavesdropper channels or at least of

the main channel. In this section, we are interested in these
research works where the perfect CSI assumption is made.
We start by considering the case when both the main and the
eavesdropper channel gains are revealed to the transmitter.
Then, we look at the case when only the main CSI is perfectly
known at the transmitter.

4) BOTH THE MAIN AND THE EAVESDROPPER CSI ARE
PERFECTLY KNOWN AT THE TRANSMITTER
When the transmitter is perfectly aware of the legitimate
receiver’s and the eavesdropper’s CSI, the optimal transmis-
sion scheme is to send the confidential information only when
the main CSI is better than the eavesdropper’s CSI and adapt
the transmitted power according to the instantaneous values
of the channel gains. The block-fading wiretap channel is
considered in [22], where the ergodic secrecy capacity
is established in both cases, when the eavesdropper’s CSI is
available at the transmitter and when it is not. The effect of
correlation between the main and the wiretap block-fading
channels is investigated in [37] and [38], where the loss
engendered by the correlation is quantified in terms of the
secrecy capacity. The authors in [39] examine the case of
frequency-selective fading channels. The model of interest
is a broadcast channel with confidential message (BCC),
in which the source has a common message to transmit to
two receivers (Receiver 1 and 2) and a confidential mes-
sage to transmit to only one of the receivers (Receiver 1)
while keeping it secret from the other (Receiver 2). Figure 4
highlights the difference between the broadcast channel with
confidential information, the broadcast wiretap channel with
common message transmission, and the broadcast wiretap
channel with independent messages. The work in [39] pro-
poses a practical Vandermonde precoding to exploits the
zeros of Receiver 2’s channel to hide the secret information
in a similar way to spatial beamforming. The ergodic secrecy
capacity region of the BCC is established in [25]. Further
results on the BCC can be found in [40]–[42]. The frequency-
selective fading model is also considered in [43], where the
secure degrees of freedom of a K user interference channel
are analyzed.

In the last few years, multiple antenna wiretap channels
have become a compelling research topic. In [44] and [45],
the authors investigate the secrecy capacity of amulti-antenna
quasi-static fading wiretap channel and highlight the positive
impact of deploying multiple antennas on the confidentiality
of the system. The work in [46] considers the case of a
degraded single-input-multiple-output (SIMO) wiretap chan-
nel and shows that the secrecy diversity gain is proportional
to the number of receive antennas. The multiple-input-single-
output (MISO) case is studied in [47]–[49]. The secrecy
capacity of a multiple-input-multiple-output (MIMO) wire-
tap channel with a single antenna eavesdropper is examined
in [50], and the case of MIMO transmission with a multiple-
antenna eavesdropper is considered in [51]–[56] when the
channel gain matrices are fixed and known to all termi-
nals. Analysis on the secure degrees of freedom, the secrecy
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FIGURE 4. Two-user broadcast channel with confidential messages.
(a) Two-user broadcast wiretap channel with common message
transmission. (b) Two-user broadcast wiretap channel with
independent messages transmission. (c) Two-user broadcast
channel with secrecy constraints.

diversity gain, and the secrecymultiplexing gain can be found
in [57] and references therein.

Other works on physical layer security with full CSIT
include [58]–[63] where the security of cooperative systems
is investigated, [64]–[68] where cognitive systemswith confi-
dentiality constraints are considered, and [69]–[71] for secure
massive MIMO systems.

5) ONLY THE MAIN CSI IS PERFECTLY
KNOWN AT THE TRANSMITTER
In this case, it is generally assumed that the transmitter is
aware of the statistics of the eavesdropper’s CSI but not of its
instantaneous realizations. Baros and Rodrigues, [21], were
one of the first to emphasize the key role fading channels
play in enhancing the information theoretical security of
wireless communication systems. Their model consists of a
quasi-static Rayleigh fading channel where the channel gains
remain constant over all channel uses, and only the main CSI
is perfectly known to the transmitter. The work characterizes
the outage secrecy capacity of the system and interestingly

shows that secure transmission is possible even when the
average SNR of the eavesdropper is better than that of the
legitimate receiver. An extension of their work, considering
the case when an imperfect estimation of the eavesdropper’s
CSI is also available at the transmitter, is presented in [23].
The authors in [72] investigate the achievable secrecy rate of
a wiretap channel with a constant AWGN main channel and
a time varying Rayleigh fading eavesdropper’s channel. The
ergodic secrecy capacity and the optimal transmission power
for block-fading channels are examined in [22]. Block-fading
channels are also considered in [73], where the secrecy outage
probability of the system is evaluated under different secure
hybrid automatic retransmission request (HARQ) protocols.
The work in [24] and [74] analyses the ergodic secrecy capac-
ity of parallel channels and fast fading broadcast channels.
Both cases, when a common information is transmitted to all
the legitimate receivers, and when each receiver is interested
in an independent information, are considered. Research on
multiple antenna wiretap channels assuming perfect main
CSI and no eavesdropper’s CSI at the transmitter may be
found in [75]–[79] and in [27], [29], [31], and [80]–[82]
for artificial noise transmission. Another work, [83], study
the optimal beamforming design for a MISO system with
perfect main CSI and a noisy version of the eavesdropper’s
CSI available at the transmitter. Secure cooperation is tackled
in [84]–[86].

Although the assumption of perfect CSIT reduces the com-
plexity of the secrecy analysis and allows the characteriza-
tion of the full potential of the fading wiretap channel, it
does not capture the practicality of the transmission system.
On one hand, the knowledge of the eavesdropper’s CSIT
is far from possible in a real scenario as Eve is a passive
node who does not transmit and whose sole interest is to
intercept the communication between Alice and Bob. That
is, the eavesdropper has no interest in giving Alice its CSI.
This assumption is usually justified by considering that Eve
belongs to the same communication network as Alice and
Bob and that all users provide the transmitter with their CSI
prior to data transmission. However, as Eve is a malicious
node, nothing guarantees that it will give Alice its actual CSI.
On the other hand, in a practical communication system, only
partial main CSI can be obtained at the transmitter. We will
discuss this latter case in details in the following section.

IV. PHYSICAL LAYER SECURITY WITH
MAIN CSIT UNCERTAINTY
In a wireless communication system, the knowledge of the
CSI at the receiver (CSIR) is usually possible through training
signals sent by the transmitter. For wiretap channels, these
training signals can also be used by the eavesdropper who
gets to estimate its channel gain too. The estimation of the
CSI at the receiving nodes is generally very accurate thanks
to the receivers’ capability to deploy rapid channel tracking.
As for acquiring the CSIT, the receiver should feedback its
CSI to the transmitter constantly. This feedback process is
typically accompanied by the introduction of uncertainty into

VOLUME 4, 2016 6125



A. Hyadi et al.: Overview of Physical Layer Security in Wireless Communication Systems

the CSIT. Different phenomena can cause the CSIT to be
imperfect. Most commonly, the uncertainty comes from an
error of estimation at the transmitter who ends up with a
noisy version of the CSI, or from a feedback link with a
limited capacity which requires the transmission of quantized
CSI, or also from a delayed feedback causing outdated CSIT.
Considering these three main causes of CSI imperfection, we
present in what follows an exhaustive list of research works
on physical layer security withmain channel gain uncertainty.

FIGURE 5. Fading wiretap channel with perfect CSIR and noisy estimation
of the main CSIT.

A. ESTIMATION ERROR OF THE MAIN CSIT
Estimation error is one of the most common reasons behind
CSIT uncertainty. Research on physical layer security, with
an estimation error of the main CSIT, generally assumes that
the legitimate receiver sends its CSI to the transmitter through
a feedback link with infinite capacity, cf. Figure 5. The main
channel gain estimation model can be formulated as

hR(t) =
√
1− α ĥR(t)+

√
α h̃R(t), (6)

where hR(t) is the actual main CSI at time instant t ,
ĥR(t) is the noisy version of the CSI available at the trans-
mitter, h̃R(t) is the channel estimation error, and α is the esti-
mation error variance (α∈ [0, 1]). The case α=0 corresponds
to the perfect main CSIT scenario while α=1 corresponds
to the no main CSIT case. It is usually assumed that Bob
can perfectly estimate its CSI and that Alice is only aware of
the statistics of the wiretap channel. Besides, most research
works consider the worst case scenario where the eavesdrop-
per has a perfect knowledge of all channel gains.

One of the first works in this research area is [87] and its
journal version [88], where the ergodic secrecy capacity, of a
single-antenna single-user fast fading wiretap channel with a
noisy CSIT, is characterized by a lower and an upper bound.
The proposed achievable secrecy rate is based on a standard
wiretap code with a Gaussian input and a simple on-off power
transmission scheme while the upper bound is obtained using
an appropriate correlation between the main and the wiretap
channels. The authors show that even with a high estima-
tion error, the transmitter can still achieve a positive secrecy
rate, and that a simple constant rate on-off power scheme
is enough to establish a secure communication at a reduced
computational complexity. A concurrent work, presented
in [89] and [90], investigates the achievable secrecy rate

of ergodic and block-ergodic fading channels in the pres-
ence of imperfect CSIT about both the main channel and
the eavesdropper’s channel. The presented results suggest
that CSIT uncertainty does not necessarily preclude security
and that relatively little CSIT is required to take advantage
of fading. The problem of secure multiuser broadcasting
over fast fading channels with noisy CSIT is considered
in [91] and [92]. The work derives bounds on the ergodic
secrecy capacity when a common message is broadcasted
to all legitimate receivers and bounds on the ergodic
secrecy sum-capacity when multiple independent messages
are broadcasted. In both scenarios, common message and
independent messages broadcasting, the transmitted informa-
tion has to be kept secret from the eavesdropper. The scaling
law of the system, when transmitting to a large number of
legitimate receivers, is also analyzed.

Multiple antenna wiretap channels with an estimation error
of the main CSIT have raised considerable research inter-
set. The performance analyses of a multi-cell MISO down-
link system, where a multi-antenna base station transmits
confidential messages to its legitimate users with a passive
eavesdropper present in each cell, are approached in [93]
from a signal processing perspective. It is assumed that the
receivers only feedback the channel gain directions, required
to cancel out the inter-cell interference, and that an error of
estimation occurs at the base station. Closed-form expression
for the ergodic secrecy rate, the secrecy outage probability,
and the interception probability are presented for Rayleigh
fading channels. The ergodic secrecy capacity of MISO wire-
tap communication systems is characterized in [94] and the
achievable secrecy rate is evaluated in [95] and [96] using
transmit beamforming. The case when a noisy estimate of
the eavesdroppers channel is also available at the transmitter
is addressed in [96] and in [97] where different secrecy rate
optimization techniques are proposed for MISO channels.
An earlier work on MIMO wiretap channels with artificial
noise transmission is conducted in [98]. The focus of this
study is twofold. First, to maximize the amount of power
available to broadcast a jamming signal while maintaining
a predefined SINR at the desired receiver. Second, to assess
the resulting performance degradation due to the presence of
imperfect CSIT. Noisy estimation of the main CSIT is also
considered in [99] for massive MIMO system, in [100] for
cooperative wiretap channels, and in [101] for cognitive radio
networks.

B. LIMITED MAIN CSI FEEDBACK
Another cause of CSIT uncertainty is the transmission of
the feedback information over finite-rate links. As a matter
of fact, the process of procuring CSI is resource consum-
ing in time-varying fading channels, and the accuracy of
the obtained CSIT is highly correlated with the size of the
feedback overhead and the allocated power for feedback
transmission. In block-fading channels, the acquisition of
the CSIT during each coherence time takes place in three
stages: transmission of a pilot signal destined for the receiver
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FIGURE 6. CSI training and data transmission over one coherence block.

to estimates its channel gain, followed by CSI feedback to
the transmitter, then data transmission, cf. Figure 6. Clearly,
when more time is allocated to training, time for data transfer
is reduced and vice versa. The feedbacked information is used
to notify the transmitter about the forward link condition.
A broad look at the field of limited feedback in wireless
communication systems is provided in [102]. For works on
information theoretical security with limited feedback, it is
usually assumed that the receiver feedbacks the index of a
quantized version of the CSI, the index of the channel region
in which the CSI lies, or the index of the quantized channel
gain direction. It is also assumed, in most works, that the
quantization codebook is fixed and known to all terminals,
that the feedback link is error-free, and that both Bob and Eve
estimate their respective channel gains perfectly.

In [103] and [104], the ergodic secrecy capacity of
block-fading wiretap channels with limited-rate feedback is
investigated under both a short-term power constraint and
a long-term power constraint. The study establishes lower
and upper bounds on the secrecy capacity when the feedback
information is sent at the beginning of each coherence block
over an error-free public channel with finite capacity. The
proposed bounds coincide as the capacity of the feedback
link goes to infinity, hence, fully characterizing the secrecy
capacity in this case. It is also shown that a positive secrecy
rate can still be achievable even when only 1-bit ARQ feed-
back is sent to the transmitter at the end of each coherence
block. Multiuser block-fading broadcast channels, where the
transmission is intended for multiple legitimate receivers in
the presence of an eavesdropper, is examined in [105]. Here
too, the presented lower and upper bounds on the ergodic
secrecy capacity for the commonmessage case and lower and
upper bounds on the secrecy sum-rate for the independent
messages case are shown to coincide for the particular case
of infinite feedback. The ergodic secrecy capacity region of
the block-fading BCC in which the transmitter has common
information for two receivers and confidential information
intended for only one of them is tackled in [106]. Both cases
when the feedback link is error-free and when it is a binary
erasure channel (BEC) are analyzed. In the latter case, it

FIGURE 7. MIMO wiretap channel with limited CSI feedback.

is demonstrated that as long as the erasure event is not a
probability 1 event, Alice can still transmit the confidential
information with a positive secrecy rate.

The impact of having imperfect CSIT obtained via a lim-
ited rate feedback on the throughput of multiple antenna wire-
tap channels, cf. Figure 7, was elaborated first in [107]–[109].
The work considers both MISO and MIMO communication
systems with artificial noise transmission and investigates
the optimal power allocation strategy that maximizes the
secrecy rate. Assuming the transmitter is only aware of a
quantized version of the main channel gain direction, it is
shown that sending artificial noise does not only harm the
eavesdropper but can also leak into the legitimate receiver’s
channel and cause a significant rate loss in the secrecy rate.
The achievable secrecy rate ofMIMOwiretap channels is also
addressed in [110]–[112]. In [110], a transmission strategy
based on artificial noise and linear precoding is proposed to
overcomeCSIT imperfection in the presence of an adversarial
jammer. The main CSI feedback is quantized using Grass-
mannian quantization, [113], and sufficient conditions on the
feedback bit rate scaling are derived to guarantee the same
secure degrees of freedom (SDoF) as for the perfect CSIT
case. In [111], artificial noise assisted secure transmission
is considered in the context of frequency-division duplexed
MIMO wiretap channels. The work defines the achievable
effective ergodic secrecy rate (ESR) and evaluates the opti-
mal power allocation and training overhead that maximize it
when the channel direction information of the eavesdropper
is available at the transmitter. The transmission of artificial
noise is also adopted in [112] with random vector quanti-
zation (RVQ). The results show that a positive secrecy rate
can always be achieved when the number of feedback bits is
large, the artificial noise power is high, and a constraint on
the number of antennas at the eavesdropper is satisfied. A
characterization of the ergodic secrecy capacity in terms of
lower and upper bounds is presented in [114]. The work also
proposes an optimal framework for feedback and transmis-
sion which is based on the iterative Lloyd algorithm [115].
The ergodic secrecy sum-rate of multiuser multi-antenna
downlink systems with limited main channel direction feed-
back is discussed in [109] and [116]. On another note, the
authors in [117] assume that in addition to having a limited
rate feedback, a CSI estimation error occurs at the legiti-
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mate receiver. Under this assumption, an upper bound on the
secrecy rate loss is derived and used to design an optimal CSI
feedback strategy that maintains a predefined secrecy service
quality (QoS).

C. OUTDATED MAIN CSIT
Delay in feedback transmission is one of the common sources
of CSIT uncertainty. It causes the transmitter to base its
transmission strategy on a time-delayed channel coefficient
version of the current legitimate receiver’s CSI. Consider-
ing a time-varying wiretap channel, where the main channel
remains constant over a time slot and changes from one slot
to another, it is generally assumed that the feedback delay
is of the length of a time slot, i.e., at time instant t , Alice is
aware of hR(t−1). This particular scenario straightforwardly
generalizes to the case when the delay is of multiple time slots
length.

The impact of outdated CSIT on the secrecy outage per-
formance of MISO wiretap channels with transmit antenna
selection (TAS) is evaluated in [118]. The authors present
a closed-form expression for the secrecy outage probabil-
ity when the transmission is conveyed over Nakagami-m
fading channels, and show that a significant diversity loss
results from making use of the delayed CSI version to select
the optimal transmit antenna. The secrecy outage perfor-
mance with CSI feedback delay and TAS is also addressed
in [119] and [120], for MIMO wiretap channels. The work
in [119] proposes a new secure transmission scheme intended
to defeat the detrimental effect the outdated CSI have on
transmit antenna selection. The presented strategy requires
two feedback phases sent in different time slots, take spatial
correlation at the legitimate receiver into consideration, and
guarantees a better outage performance. The probability of
non-zero secrecy capacity is also investigated, and the loss
in terms of the secrecy diversity is assessed. In [120], a
general order TAS scheme is proposed to enhance the secrecy
performance of Nakagami-mMIMO fading wiretap channels
with outdated CSI. The work considers both cases when
Alice is aware of Eve’s instantaneous CSI and when it is not.
In the first scenario, the average secrecy capacity of the
system is analyzed while in the second scenario, the secrecy
outage probability and the probability of non-zero secrecy
capacity are derived.

Other research works on physical layer security with out-
dated main CSI analyze the repercussion of CSIT imperfec-
tion on the system’s secure degrees of freedom. In [121], the
SDoF of a two-user MIMO broadcast wiretap channel with
outdated CSI is characterized. The achieving scheme is based
on an aligned transmission of artificial noise along with the
confidential information. The case when the transmitter has
also access to a delayed version of the eavesdropper’s CSI
is also studied. Obviously, the secure performances in the
latter case are better compared to when Alice is only aware
of the outdated main CSI. The authors in [122] investigate
the sum SDoF region of a two-user MIMO X-channel under
secrecy constraints with a delayed CSIT sent over an asym-

metric feedback link. The work highlights the importance
of sending an asymmetric output feedback in conjunction
with the outdated CSI to improve the secrecy performance
of the system. Moreover, it shows that the sum SDoF region
of the adopted model is the same as the SDoF region of
a two-user MIMO broadcast channel with feedback delay.
Another work, presented in [123], examines the SDoF of a
single antenna wiretap channel with a friendly jammer and
an arbitrary number of eavesdroppers. Assuming that both the
transmitter and the jammer have access to outdated main CSI
and that linear coding transmission strategies are employed,
it is proven that a strictly positive SDoF is achievable irre-
spective of the number of eavesdroppers.

The effect of delayed feedback coupled with an estimation
error of the CSI at the transmitter is discussed in [124]. The
work investigates an optimal masked beamforming scheme
to enhance the secure performance of a multiuser MIMO
downlink wiretap channel with noisy and outdated CSIT.
The presented technique aims to maximize the transmission
power allocated to artificial noise while meeting individ-
ual minimum mean square error (MMSE) constraints of the
legitimate users. The obtained results show that the adopted
approach can significantly reduce the sensitivity of the system
to CSIT imperfections.

In most research works on physical layer security with
CSIT uncertainty, the CSIT is obtained through a feedback
link sent by the legitimate receiver before data transmission.
In such amodel, the eavesdropper is perfectly able to track the
feedback link and hence recover the feedback information.
Furthermore, the secrecy performances of fading wiretap
channels are usually investigated for the worst case scenario,
where the eavesdropper is perfectly aware of all channel
gains. Note though that to avoid leaking the main CSI to
the eavesdropper, the legitimate receiver can send a reverse
training signal to the transmitter to estimate the CSI. Assum-
ing that the eavesdropper has no other means to obtain the
legitimate receiver’s CSI, the main channel gain information
can be used as a source of secrecy.

V. PHYSICAL LAYER SECURITY WITH NO CSIT
As explained in the previous section, acquiring CSI at the
transmitter requires the receivers to feedback their measured
CSI throughout the communication. In certain cases, CSI
feedback is not feasible. In particular, this may happen when
the channel varies very quickly for the receivers to estimate
it and feedback it to the transmitter. Also, this can be the case
when the end nodes have no feedback capability as in some
sensor and ad-hoc wireless communication networks. In such
a situation, the transmitter has to base its transmission strat-
egy only on the knowledge of the statistics of the main and the
eavesdropper channels since the actual realizations can not
be obtained. However, to achieve some level of information
theoretic security, at least the statistics of the channels should
be available at the transmitter.

In [125], the authors consider a single antenna single user
transmission over a fast fading Rayleigh wiretap channel with
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no CSI available at neither the transmitter nor the receivers.
The work analyses the ergodic secrecy capacity of the system
under the no CSI assumption and derives an exact expression
for it. Furthermore, the authors show that the considered
channel is equivalent to a degraded wiretap channel and that
the optimal input distribution has a finite support. The ergodic
secrecy capacity of fast fading wiretap channels with no CSIT
is also investigated in [126] under different stochastic orders.
More specifically, it is proven that even with only statistical
CSI, it is still possible to compare the channel orders. The
presented numerical results illustrate the case of Nakagami-m
fading wiretap channels and show that the proposed achiev-
able scheme outperforms the Gaussian codebook in sev-
eral cases. The block-fading wiretap channel is considered
in [127], where two broadcast schemes are proposed to ensure
the confidentiality of the transmitted information without the
need of CSIT. The presented schemes are based on super-
position coding and embedded coding and guarantees that
the legitimate receiver decodes more information when its
channel is better than the eavesdropper. The secrecy rate of
the system when using each of the broadcast approaches is
derived, and the corresponding optimal power allocation over
the different layers is characterized. Besides, the work intro-
duces and study a notion of probabilistic secrecy to examine
the secrecy rate under stringent delay constraints.

Multiple antenna wiretap channels with only statistical
CSIT are addressed in [128] and [129]. In [128], the ergodic
secrecy capacity of fast Rayleigh fading MISO wiretap chan-
nels is established. The authors derive a new secrecy capacity
upper bound and prove that a Gaussian input is secrecy
capacity achieving without the use of prefixing. Moreover,
the presented results show that with only statistical CSIT, the
secrecy capacity can neither scale with the SNR, nor with
the number of transmit antennas. The case of block Rayleigh
fading MIMO wiretap channels is examined in [129] when
no CSI is available at any of the terminals. The work inves-
tigates the SDoF of the system when the channel coherence
time is of a moderate duration. A positive SDoF is shown
to be achievable by a constant norm channel input as long
as the eavesdropper has fewer antennas than the legitimate
entities. The cooperative multiple antenna wiretap scenario is
elaborated in [130], in terms of the secrecy outage probability,
when only the index of the selected antenna is available at
the transmitter. Another work on physical layer security with
no CSIT is addressed in [131] and [132] from a stochastic
geometry perspective.

It is clear that the knowledge of the CSIT is highly cor-
related with the secrecy rate that can be achieved. Indeed,
the more the transmitter knows, the better the secrecy rate
is. However, what is interesting to notice is that as long as
the transmitter has some knowledge of the CSI, a positive
secrecy rate can still be achieved. Note thought that at least
the statistics of the legitimate and the eavesdropper channels
should be known at the transmitter. Otherwise, it is not clear
how to achieve a secure transmission, and the secrecy rate is
equal to zero in this case.

VI. CONCLUSION
In the last few years, research on physical layer security
tends to consider practical communication scenarios. Indeed,
there has been more and more interest is studying the
impact of CSIT uncertainty on the secrecy performances of
wireless communication systems with security constraints.
In this paper, we presented a detailed overview of recent
and ongoing research works on physical layer security with
CSIT uncertainty. We focused on both information theoretic
and signal processing approaches to the topic and classified
the related references according to the cause of CSIT imper-
fection. In particular, we distinguished between the cases
when the uncertainty comes from an estimation error of the
CSIT, from a CSI feedback link with limited capacity, or
from an outdated CSI. The case when only statistical CSI is
available at transmitter was also considered. The lessons to
learn here is that even with a little knowledge of the CSIT,
a secure transmission can still be achieved and that the more
the transmitter knows about the CSI, the better the secrecy
performances are.

Certainly, there are still open challenges related to phys-
ical layer security with CSIT uncertainty. First, we can see
that, for most cases, the secrecy capacity of fading wiretap
channels with partial CSIT is not perfectly known and is
only characterized in terms of bounds. Also, we notice that a
certain level of CSI knowledge is required at the transmitter,
i.e., at least the statistics of the communicating channels
should be known at the transmitter. It would be of interest
to consider and study the case when even the statistics of the
eavesdropper’s channel can not be obtained at the transmitter.
The construction of practical wiretap codes is another open
issue facing physical layer security either with perfect or
partial CSIT.
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