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Achievable Rates of Secure Transmission in
Gaussian MISO Channel with Imperfect Main

Channel Estimation
Xinyu Zhou, Zouheir RezkiSenior Member, IEEE, Basel Alomair,Member, IEEE, Mohamed-Slim

Alouini, Fellow, IEEE

Abstract—A Gaussian multiple-input single-output (MISO)
fading channel is considered. We assume that the transmitter,
in addition to the statistics of all channel gains, is aware
instantaneously of a noisy version of the channel to the legit-
imate receiver. On the other hand, the legitimate receiver is
aware instantaneously of its channel to the transmitter, whereas
the eavesdropper instantaneously knows all channel gains. We
evaluate an achievable rate using a Gaussian input without
indexing an auxiliary random variable. A sufficient condition
for beamforming to be optimal is provided. When the number
of transmit antennas is large, beamforming also turns out to
be optimal. In this case, the maximum achievable rate can be
expressed in a simple closed form and scales with the logarithm of
the number of transmit antennas. Furthermore, in the case when
a noisy estimate of the eavesdropper’s channel is also available
at the transmitter, we introduce the SNR difference and the
SNR ratio criterions and derive the related optimal transmission
strategies and the corresponding achievable rates.

I. INTRODUCTION

A. Motivation and Related Work

The notion of information theoretic security was first in-
troduced by Shannon in [1]. According to the mathematical
structure of secrecy systems set in this paper, the intended
receiver and the eavesdropper (also called the “enemy”) have
direct access to the transmitted signal, and the system is
said “perfectly secure” if the enemy’s observation is inde-
pendent of the secret message. Unfortunately, in this setting,
“perfect secrecy” requires at least as many keys as secret
messages [1]. Later, another setting for information theoretic
security was proposed by Wyner in [2]. In the latter setting,
the intended receiver and the the eavesdropper observe the
transmitted signal, not directly as in [1], but via two discrete
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memoryless channels, with the channel to the eavesdropper
being a degraded version of the one to the legitimate receiver.
In particular, it was shown in [2] that “perfect secrecy” is
achievable. Since then, there has been an intermittent gain
of interest toward exploring information theoretical potentials
as a new paradigm to secure or complement existing secu-
rity mechanisms. For instance, [3] extended the information-
theoretic secrecy to the Gaussian wiretap channel. Also, in
[4] a setting that generalizes the wiretap channel is proposed.
Specifically, a common message is transmitted to two users
while a private message is transmitted to only one of them.
Users should be able to recover the common messages without
errors whereas the confidential message should be recovered
strictly by the legitimate receiver. Differently from [2], the
channel to the two receivers are not necessarily ordered.
Again, a full characterization of the rates-equivocation region
is provided.

Extensive efforts have been devoted to designing different
schemes to achieve secrecy through wireless channel. In [5],
artificial noise (AN), which can be canceled by the legitimate
receiver, is injected through the channel in order to degrade
the eavesdropper’s channel. Secure communications can be
guaranteed, regardless of the position of the eavesdropper,
even if the eavesdropper has access to perfect channel state
information (CSI). Similarly, another scheme with intended
ambiguity injected is proposed in [6]. On the other hand, in [7],
a helping interferer is used to assist the secrecy transmission.
The interferer, which does not know the confidential message,
can guarantee secrecy by sending independent interference
signals.

Multi-antenna system has gained great popularity since it
can provide both spatial multiplexing and diversity gains.
Channel state information at the transmitter (CSIT) is particu-
larly useful in improving the performance of multi-antenna
systems. Although perfect CSIT is often hard to acquire
because of the rapid time variations of the wireless channel,
it has been shown that even partial CSIT may provide a
substantial performance gain. For instance, in [8], the authors
consider two types of feedback: the mean feedback and the
covariance feedback. Optimal transmission strategies in both
cases are derived in [8]. In [9], the authors derive a necessary
and sufficient condition under which beamforming is the
optimal transmission strategy to achieve the Shannon capacity.
The result of [8] is extended to MIMO cases in [10] and
[11], where the optimal covariance matrix of the Gaussian
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input vector is derived. Furthermore, the effect of channel
uncertainty on the capacity is analyzed in [12], [13] and [14].

In the case of transmission with secrecy constraints, the
effect of fading together with the knowledge of channel
information at the transmitter has received a great deal of
attention recently. In [15], when the channel input is restricted
to be Gaussian, optimal transmission strategies are found for
different channel fading assumptions. In particular, both in
the case of a constant eavesdropper channel that is known
to all parties and in the case of a fading eavesdropper channel
that is unknown to the transmitter, the optimal transmission
strategy turns out to be beamforming. In [16], secrecy capacity
is characterized under the perfect CSI assumptions as well as
the case that only the CSI of the legitimate receiver is known
to the transmitter. The results show that coding over a large
number of fading blocks, has a positive effect on the secrecy
capacity and secure communication is possible even when the
average SNR of the legitimate receiver is smaller than that of
the eavesdropper. The secrecy outage with perfect main CSIT
and partial eavesdropper’s CSIT available at the transmitter is
investigated in [17].

Further results focusing on imperfect main CSIT have been
reported recently, e.g., [18]. In [19], the transmitter is provided
a noisy version of the main CSI and only the statistics of
the eavesdropper’s CSI. The authors give a lower bound and
an upper bound on the secrecy capacity under this setting.
Furthermore, the result is extended to the MISO case in [20].
In [21], several results are derived regarding the optimal input
covariance matrix when the eavesdropper and the legitimate
channels have nontrivial covariance. The authors also proved
that as long as perfect CSI of the legitimate channel is available
at the transmitter, a rank-one input covariance matrix is
optimal. Other fundamental results focusing more on quantized
or delayed main CSI feedback at the transmitter have been
reported in e.g., [22], [23] and [24].

B. Approach and Contributions

In this paper, we consider a fast fading MISO wiretap
channel. The maximum achievable rate using a Gaussian
input without an auxiliary random variable is considered.
While the maximization problem is not convex and thus not
straightforward to solve in general, we develop a sufficient
condition for beamforming to be optimal in the case where
the transmitter has only the eavesdropper’s channel statistics.
In the case of a large number of antennas at the transmitter,
we also find that beamforming is optimal and the maximum
achievable rate takes a simple closed form. Meanwhile, we
also find that the maximum achievable rate scales with the
logarithm of the number of transmit antennas.

In the general case, when the transmitter also has a noisy
version of the eavesdropper’s channel, we consider two im-
portant optimization problems related to the achievable rate:
the SNR difference criterion and the SNR ratio criterion.
The transmission strategies related to the maximization of the
previous performance metrics are derived. We also argue that if
the power constraint and the channel estimation errors satisfy
certain conditions, then these two SNR criterions can provide

achievable secrecy rates that are very close to the maximum
achievable rates using Gaussian input.

We note that our problem somewhat resembles to the mean
feedback problem treated in [8] and [9], but without secrecy
constraint. Furthermore, our framework is also related to [25].
However, the result in [25] cannot be applied to our problem
since perfect CSIT is not available. Our primary concern in
this paper is on how to design secure transmission strategies
leveraging CSIT.

We note that our work is quite different from [18]. Recall
that [18] deals essentially with perfect main CSI, it devotes one
section to highlight the effect of imperfect main CSI at both the
transmitter and the legitimate receiver. However, the approach
adopted therein is quite different from our framework. For
instance, while [18] provides an achievable secrecy rate based
on an AN scheme, our scheme does not rely on sending AN,
but rather utilizes a wiretap code based scheme adapted to fast
fading channel. Consequently, in its general form, our secrecy
rate is different from the one reported in [18].

It is worth mentioning that another transmission strategy
that may guarantee secrecy is the so-called AN aided beam-
forming (BF). Essentially, this strategy consists of transmitting
both the information bearing signal and the AN along all
directions and then maximize the rate by optimizing over
both the directions space and the power profiles subject to
a power constraint [26]–[28]. For a more comprehensive
treatment of communications with secrecy constraint including
transmission schemes, please refer to [29]. In our previous
work [20], we have adopted a particular case of AN-BF
transmission strategy and realized that it may not generally
allow gaining insights on design guidelines. The fact that the
transmitter has only noisy main CSI even worsen the situation.
Hence why in this paper, our focus is on BF without AN, albeit
we are aware that AN-BF performs better.

C. Outline of the Paper

The remainder of this paper is organized as follows: Section
II contains the system model and the problem statement.
Section III evaluates the achievable rate and gives the main
results. Section IV addresses a more general case and in-
troduces the SNR difference criterion and the SNR ratio
criterion. Numerical results are included in Section V. Section
VI concludes the paper.

Notation: CN (µ,K) denotes circularly symmetric com-
plex distribution with mean vectorµ and covarianceK.
N (µ,K) represents real Gaussian distribution with meanµ
and covarianceK. All logarithms are natural logarithm. For
two vector m, n, m � n meansm majorizesn. The
functionfx() andFx() denote the probability density function
(pdf) and the cumulative distribution function (cdf) of the
random variablex. More specifically,Φ(x) is the cumulative
distribution function of standard Gaussian distribution with
zero mean and unity variance,Φ(x) = 1√

2π

∫ x

−∞ e−
t2

2 dt.
tr(X) represents the trace of the matrixX . The Hermitian
transpose of a matrixX is denoted asXH . diag(X) represents
the vector containing the diagonal elements of the matrixX .
O(.) represents the big O notation. The vectors are bolded
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throughout the paper. For a random sequenceXn, Xn
a.s.→ X

means that the sequenceXn converges almost surely towards
X , i.e., P (limn→∞Xn = X) = 1. For a matrixU , U [i]
designates itsith column.

II. SYSTEM MODEL AND PROBLEM STATEMENT

We consider a fast fading multiple-input single-output
(MISO) channel where a transmitter is communicating to a
receiver in the presence of an eavesdropper. The transmitter
is equipped withNt antennas while each of the legitimate
receiver and the eavesdropper is equipped with only one
antenna. The channel gains to the legitimate receiver and the
eavesdropper can be represented as twoNt × 1 vectorsh
andg. The received signals at the legitimate receiver and the
eavesdropper can be written as,

{

yj = h
H
j xj + vj

zj = g
H
j xj + wj ,

(1)

wherexj is the transmitted signal at timej and vj , wj are
unit-variance complex circularly symmetric Gaussian random
variables. We assume that all random processes involved in (1)
are stationary and thus the time indexj will be omitted next
for convenience. The channel gainsh and g are assumed to
be independent, but not identically distributed. Specifically,
we assume without loss of generality thatg ∼ CN (0, I)
and h ∼ CN

(

0, σ2
hI
)

. This will allow us to capture the
cases where the main channel is better than the eavesdropper’s
channel on averageσ2

h > 1, the main channel is worse than
the eavesdropper’s channel on average (σ2

h < 1) and the main
channel is statistically similar to the eavesdropper’s channel
(σ2

h = 1). The transmitter is provided with a noisy version of
h which can be written as:

h =
√
1− αĥ+

√
αh̃, (2)

where ĥ is the estimate of the main channel,̂h fol-
lows CN

(

0, σ2
h I
)

. h̃ represents the estimation error,h̃ ∼
CN

(

0, σ2
h I
)

and α is the error variance,α ∈ [0, 1]. For
simplicity, it is assumed that̂h, h̃ andg are independent of
each other. We assume that the transmitter is only aware of
an estimateĥ of the main channelh. On the other hand,
the legitimate receiver is aware instantaneously of its channel
to the transmitter, whereas the eavesdropper instantaneously
knows all channel gains. It is also assumed that the transmitter
would broadcast its channel estimate so that this estimate
is known to all parties. Finally the input is subject to an
average power constraint:E(xxH) ≤ P . From [4], an ergodic
achievable rate of the above channel is given by:

Rs = max
u→x→g,y,h,z

I(u; y,h|ĥ)− I(u; z, g|ĥ) (3)

= max
u→x→g,y,h,z

I(u; y|h, ĥ)− I(u; z|g, ĥ), (4)

whereu, x and(y,h, z, g) form a Markov chain conditioned
on ĥ, and where (4) follows from (3) since given̂h, u and
h andu andg are independent. We restrict ourselves to the

potentially sub-optimal inputs without indexing, i.e.,x = u,
under which the achievable rate becomes:

Rs = max
p(x)

I(x; y|h, ĥ)− I(x; z|g, ĥ). (5)

It is well known that a Gaussian input maximizes the target
in (5). Finally the problem of interest is:

max
Q(ĥ)

[

E
h,ĥ

[log(1 + hHQ(ĥ)h)] − E
g,ĥ

[log(1 + gHQ(ĥ)g)]
]+

,

(6)
where Q(ĥ) is the covariance matrix of the channel in-
put x and is subject to the constraint tr(Q(ĥ)) ≤ P and
[x]+ = max (0, x). We note that always using full power
for each channel realization̂h is suboptimal. However, since
determining the structure of the optimal covariance matrix
under a trace constraint inequality is very involved, we choose
to consider a trace constraint equality instead, in order to gain
an insight on signaling design. That is,

E(xHx) = tr(Q(ĥ)) = P. (7)

As a consequence of this choice, it may happen that for
some channel CSIT realizationŝh, the instantaneous rate
Rs(U,Λ, ĥ) is negative and for others, it is positive. The
overall secrecy ratēRs cannot be negative since in the worst
case scenario it would be equal to 0.

We note that if AN-BF transmission strategy is used, then
it follows directly from (4) (by takingx = u + a with u ∼
CN

(

0, φs(ĥ)
)

anda ∼ CN
(

0, φa(ĥ)
)

) that the following
secrecy rate is achievable:

max
φs(ĥ),φa(ĥ)

E
h,ĥ,g

[

log
(

1 + hHφs(ĥ)h

1+hHφa(ĥ)h

)

− log
(

1 + gHφs(ĥ)g

1+gHφa(ĥ)g

)]

(8)

whereφs(ĥ) andφa(ĥ) are the covariance matrix of the signal
and AN respectively, and the maximization in (8) is subject
to tr(φs(ĥ)) + tr(φs(ĥ)) = P .

Given our setting, it is clear that in caseα = 1 andσ2
h ≤

1, there is no advantage of the legitimate receiver over the
eavesdropper that can be exploited by the transmitter. Hence,
in this case, the secrecy capacity is equal to 0. Therefore, in
the sequel, we assume that we either haveα < 1 or σ2

h > 1.

III. ACHIEVABLE RATE EVALUATION

For a givenĥ, the target in (6) can be written as:

Rs(Q, ĥ)
∆
= Eh|ĥ[log(1 + h

HQh)|ĥ]− Eg[log(1 + gHQg)].
(9)

Note that Q = Q(ĥ). However, to keep the notation
convenient, we make the dependence onĥ implicit and write it
asQ instead ofQ(ĥ). We define the eigenvalue decomposition
of the covariance matrixQ = UΛUH , whereΛ is a diagonal
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matrix andU is a unitary matrix withUHU = UUH = I.
Then (9) can be rewritten as:

Rs(Q, ĥ) = Rs(UΛUH , ĥ) (10)
∆
= Rs(U,Λ, ĥ) (11)

= Eh|ĥ[log(1 + h
HUΛUHh)|ĥ]

−Eg[log(1 + gHUΛUHg)] (12)

= Eh|ĥ[log(1 + h
HUΛUHh)|ĥ]

−Eg[log(1 + gHΛg)]. (13)

Equation (13) follows from (12) since according to [30],
whenU is unitary andg is a random vector whose elements
are independent and identically distributed (i.i.d.) zero-mean
complex circularly symmetric Gaussian, thenUHg shares the
same distribution asg.

The expected form of the maximum achievable rate can be
defined by:

R̄s
∆
= E

ĥ

[

max
U,Λ

{

Eh|ĥ
[

log(1 + hHUΛUHh)|ĥ
]

−Eg
[

log(1 + gHΛg)
]

}]

. (14)

A. Discussion

The problem is slightly related to the mean feedback case in
[8], where the capacity without secrecy constraint is studied.
In [8], the capacity is strictly concave inQ and thus the
Frechet differential condition which is necessary for optimality
is also sufficient. This was the key observation to solve the
channel capacity with mean feedback problem. Unfortunately,
this approach cannot be applied directly to our problem since
the cost function is not concave inQ, and hence the Frechet
differential only provides a necessary condition for optimality.
While we do not solve the problem in its general form,
the problem of interest can be solved in some non-trivial
special cases. InTheorem1, we give a sufficient condition
for beamforming to be optimal. InTheorem2, we claim that
beamforming is also optimal in the case where the number of
antennas at the transmitter approaches infinity. The maximum
achievable rate takes a simple closed form and scales with the
logarithm of the number of transmit antennas.

B. Sufficient Condition For Beamforming To Be Optimal

Theorem1 provides a sufficient condition for beamforming
to be the optimum transmission strategy. The outline of the
proof is that departing from (13), beamforming can maximize
the first term and minimize the second term simultaneously
under this sufficient condition, and thus the difference of them
is maximized.

Theorem 1:For a given noisy estimation of the main channel
ĥ, if the following condition is satisfied,

Eω1 [
1

1 + P ασ2
hω1

] ≤ 1

1 + P ασ2
h

, (15)

whereω1 has a noncentral chi-square distribution with pdf

fω1(ω1) = e
− (1−α)‖ĥ‖2

ασ2
h

−ω1

I0



2

√

(1− α) ‖ĥ‖2ω1

ασ2
h



 ,

whereI0(.) is the 0th-order modified Bessel function of the
first kind, then the maximum achievable rate is attained by
beamforming to the direction of̂h.

Proof: Here we rewrite the optimization problem:

max
U,Λ

Rs(U,Λ, ĥ) = max
U,Λ

{

Eh|ĥ
[

log(1 + hHUΛUHh)|ĥ
]

− Eg
[

log(1 + gHΛg)
]

}

. (16)

We will first focus on the second term:f(Λ)
∆
= Eg [log(1 +

gHΛg)]. Define the diagonal elements ofΛ as λi’s, where
Σλi = P , and letg = (g1, . . . , gNt

). Note thatf(Λ) can
also be written asf(Λ) = Eg[log(1 +

∑Nt

i=1 λi|gi|2)] which
is clearly symmetric inλi’s. That is, we can exchange the
order ofλi andλj without modifying the value off(Λ). In
addition,f(Λ) = Eg[log(1+gHΛg)] is a continuous concave
function with respect toΛ. Following Proposition 3.C.2 in
[31], if a function is symmetric and concave, then it is Schur-
concave. So the functionf(Λ) is Schur-concave with respect
to Λ. According to the definition of a Schur-concave function,
for Λ1 andΛ2, if diag(Λ1) � diag(Λ2), thenf(Λ1) ≤ f(Λ2).
Since uni-rankΛo with diag(Λo) = [P, 0, ...0] majorizes any
otherΛ, the minimum off(Λ) is achieved byΛo.

Then we step back to the first term of (16). With the
condition Eω1 [

1
1+P ασ2

h
ω1

] ≤ 1
1+P ασ2

h

, we can derive di-
rectly from [9] that the maximum of the first term can be
achieved with uni-rankΛo with diag(Λo) = [P, 0, ...0] and
the maximizingUo is given by the first columnUo[1] = ĥ

‖ĥ‖ ,

Uo[2]...Uo[Nt] are arbitrarily chosen, except for the restriction
that the columns ofUo are orthonormal.

Also note that the choice ofU does not affect the value of
f(Λ) in (16). Combining the above two statements, we have
thatΛo andUo both achieve the maximum of the first term and
the minimum of the second term, thus achieve the maximum
of the difference of them.

max
U,Λ

Rs(U,Λ, ĥ)

=Rs(U
o,Λo) (17)

=Ev1

[

log(1 + P |v1|2)
]

− Eg1

[

log(1 + P |g1|2)
]

, (18)

where v1 ∼ CN
(√

1− α‖ĥ‖, α σ2
h

)

, and g1 ∼ CN (0, 1).
Hence the achievable rate is maximized by beamforming to
the direction ofĥ.

Therefore, if the beamforming condition inTheorem1 holds
true, then the secrecy rate simplifies to:

R̄s = E‖ĥ‖,v1
[

log(1 + P |v1|2)]− Eg1 [log(1 + P |g1|2)
]

,
(19)

where the averaging in (19) is over scalar r.v.’s. Although a
closed-form expression of̄Rs is apparently hard to obtain,
numerical evaluation of (19) is rather straightforward.

C. Large Scale Antennas Case

In this section, we consider the case where the number
of antennas at the transmitter goes to infinity. We prove that
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beamforming is the optimal strategy and the maximum achiev-
able rate can take a simple closed form. For convenience, the
proof is streamlined into 3 lemmas.

Lemma 1: When Nt → ∞, define ‖ĥ‖2 = |ĥ1|2 +
|ĥ2|2... + |ĥNt

|2, where ĥi’s are i.i.d. random variables and
ĥi ∼ CN (0, 1). Then for any real numberu,

lim
Nt→∞

Pr(‖ĥ‖2 > u) = 1. (20)

That is, the value of‖ĥ‖2 converges to infinity almost surely,
limNt→∞ ‖ĥ‖2 a.s.→ ∞.

Proof: For eachĥi, |ĥi|2 can be regarded as the sum of
square of two i.i.d random variables which followN (0,

σ2
h

2 ).
The random variable‖ĥ‖2 =

∑Nt

i=1 |ĥi|2, by definition, has a
chi-square distributionχ2(2Nt) with 2Nt degrees of freedom.
By the central limit theorem, because the chi-squared distri-
bution is the sum of2Nt independent random variable with
finite mean and variance, it converges to a normal distribution
for largeNt. That is,

lim
Nt→∞

‖ĥ‖2/σ2
h −Nt√
Nt

∼ N (0, 1). (21)

For any real numberu:

lim
Nt→∞

Pr(‖ĥ‖2 > u) = lim
Nt→∞

Pr(‖ĥ‖2/σ2
h > u/σ2

h)

(22)

= lim
Nt→∞

1− Φ(
u/σ2

h −Nt√
Nt

) = 1.

(23)

The following lemma is also useful to establish our result.
Lemma 2:Let v be a circularly-symmetric complex Gaus-

sian random variable with real meanm and varianceσ2. Then

lim
m→∞

{avr[log(1 + |v|2)]− log(E[1 + |v|2])} = 0. (24)

Proof: For convenience, the proof is provided in Ap-
pendix A.

Finally, we claim the following result.
Lemma 3:Given anyĥ. If ‖ĥ‖2 < τ , whereτ is a positive

real number, thenRs(Q, ĥ) defined in (9) is bounded.
Proof: Rs(Q, ĥ) can be written as:

Rs(Q, ĥ) = Eh|ĥ
[

log(1 + hHQh)|ĥ
]

−Eg
[

log(1 + gHQg)
]

(25)

= Eh|ĥ
[

log(1 + hHUΛUHh)|ĥ
]

−Eg
[

log(1 + gHΛg)
]

, (26)

whereUΛUH is the eigenvalue decomposition ofQ. Define
v = UHh andm as the mean vector ofv with mHm =

(1− α)ĥH ĥ, we have:

|Rs(U,Λ, ĥ)| =
∣

∣

∣

∣

Ev
[

log(1 + vHΛv)
]

−Eg[log(1 + gHΛg)]

∣

∣

∣

∣

(27)

≤
∣

∣

∣

∣

Ev
[

log(1 + vHΛv)
]

∣

∣

∣

∣

+

∣

∣

∣

∣

Eg
[

log(1 + gHΛg)
]

∣

∣

∣

∣

(28)

≤ log
(

1 + E
[

Σiλi|vi|2
])

+ log
(

1 + E
[

Σiλi|gi|2
])

(29)

≤ log(1 + P ((1 − α)‖ĥ‖2 + ασ2
h))

+ log(1 + P ), (30)

where (29) follows from (28) using Jensen’s inequality. Equa-
tion (30) follows from (29) since if we suppose thatt =
argmaxiE

[

|vi|2
]

, then

E
[

Σiλi|vi|2
]

≤ (
∑

i

λi)E
[

|vt|2
]

= P
(

|mt|2 + ασ2
h

)

≤ P
(

(1− α)‖ĥ‖2 + ασ2
h

)

. (31)

Since‖ĥ‖2 < τ , then it follows immediately from (30) that
Rs(Q, ĥ) is bounded.

Now we are ready to give the result.
Theorem 2:As Nt → ∞, the achievable rate can be maxi-

mized by beamforming to the direction ofĥ. The expectation
of the maximum achievable ratēRs, defined in (14), can be
expressed as:

lim
Nt→∞

{

R̄s −
[

E
ĥ

[

log(1 + P ((1 − α)‖ĥ‖2 + ασ2
h))
]

− Eg1

[

log(1 + P |g1|2)
]

]}

= 0. (32)

Proof: For convenience, the proof is also provided in the
Appendix.

There is also a heuristic explanation for beamforming to be
optimal whenNt goes to infinity. By Lemma 1,‖ĥ‖ converges
to infinity almost surely. When‖ĥ‖ goes to infinity, it is clear
that the left hand side of Equation (15) converges to 0 and the
sufficient condition for beamforming to be optimal is always
satisfied. FromTheorem2, if the number of antennas at the
transmitter is large enough, beamforming to the direction ofĥ

is optimal. The maximum can be also expressed as the upper
bound yielded by Jensen’s equality. Moreover, the following
proposition shows that the maximum achievable rate scales
with log(Nt).

Proposition 1:As Nt → ∞, the expectation of the max-
imum achievable ratēRs, defined in (14), can be expressed
as:

lim
Nt→∞

{

R̄s − log(Nt)−
[

log(P (1− α)σ2
h)

− Eg1

[

log(1 + P |g1|2)
]

]}

= 0. (33)
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Proof: According toTheorem2, we have:

lim
Nt→∞

{

R̄s −
[

E
ĥ

[

log(1 + P ((1− α)‖ĥ‖2 + ασ2
h))
]

− Eg1

[

log
(

1 + P |g1|2
)]

]}

= 0 (34)

=⇒ lim
Nt→∞

{

R̄s − log(Nt) + Eg1

[

log
(

1 + P |g1|2
)]

− E
ĥ

[

log
(

1 + P ((1− α)‖ĥ‖2 + ασ2
h)
)

− log(Nt)
]

}

= 0 (35)

=⇒ lim
Nt→∞

{

R̄s − log(Nt) + Eg1

[

log
(

1 + P |g1|2
)]

− E
ĥ

[

log
1 + P ((1− α)‖ĥ‖2 + ασ2

h)

Nt

]

}

= 0 (36)

=⇒ lim
Nt→∞

{

R̄s − log(Nt) + Eg1

[

log
(

1 + P |g1|2
)]}

= lim
Nt→∞

E
ĥ

[

log
1 + P ((1 − α)‖ĥ‖2 + ασ2

h)

Nt

]

. (37)

We will show that the limit on the RHS of (37) exists and is
equal tolog(P (1− α)) + log

(

σ2
h

)

. Firstly, we have:

lim
Nt→∞

E
ĥ

[

log
1 + P ((1− α)‖ĥ‖2 + ασ2

h)

Nt

]

≥ lim
Nt→∞

E
ĥ

[

log
P ((1− α)‖ĥ‖2)

Nt

]

(38)

= log(P (1− α)) + lim
Nt→∞

E
ĥ

[

log(
‖ĥ‖2
Nt

)

]

. (39)

Since ‖ĥ‖2

σ2
h

has a chi-square distribution with2Nt degrees of
freedom, then it can be verified that:

E
ĥ
[log(

‖ĥ‖2
σ2
hNt

)] = log(
1

Nt

) + ψ(Nt), (40)

where ψ(z) denotes the digamma functionψ(z) = Γ′(z)
Γ(z) .

According to [32]:

lim
Nt→∞

{log( 1

Nt

) + ψ(Nt)} = 0. (41)

Combining (39) and (41), we have:

lim
Nt→∞

E
ĥ

[

log
1 + P ((1− α)‖ĥ‖2 + ασ2

h)

Nt

]

≥ log(P (1− α)) + log
(

σ2
h

)

. (42)

On the other hand, by Jensen’s inequality, we have:

lim
Nt→∞

E
ĥ

[

log
1 + P ((1− α)‖ĥ‖2 + ασ2

h)

Nt

]

≤ lim
Nt→∞

{

log
1 + P ((1− α)E

ĥ
[‖ĥ‖2] + ασ2

h)

Nt

}

(43)

= lim
Nt→∞

log

(

1 + P ((1− α)Ntσ
2
h + ασ2

h)

Nt

)

(44)

= log
(

P (1− α)σ2
h

)

. (45)

Combining again (42) and (45), we have:

lim
Nt→∞

E
ĥ

[

log
1 + P ((1 − α)‖ĥ‖2 + ασ2

h)

Nt

]

= log
(

P (1− α)σ2
h

)

. (46)

Proposition1 also highlights the impact of channel estima-
tion errors throughα. Shouldα be equal to 0, one obtains
directly from (33) thatlimNt→∞{R̄s − log(Nt)− log(P (1−
α)σ2

h) +Eg1 [log(1 +P |g1|2)]} = 0. Moreover, if we treatR̄s

as a function ofα, i.e., R̄s(α), we can also derive from (33)
that,

lim
Nt→∞

{R̄s(α) − R̄s(0)} = log(1− α). (47)

Note that (47) characterizes the penalty due to CSI error. For
example, ifα = 0.5, there should be a| log(0.5)| ≈ 0.7 npcu
gap between the achievable rates withα = 0.5 andα = 0 as
the number of transmit antennas goes to infinity. This result
is also demonstrated numerically in Figure 7 of Section V.

IV. ACHIEVABLE RATE BASED ON SNR
CRITERIONS

In this section, apart from the estimation of main channel,
the transmitter is also provided with an estimation of the
eavesdropper’s channel. Thus the channel to the eavesdropper
can be expressed as:

g =
√

1− βĝ +
√

βg̃, (48)

where ĝ is the estimate of the eavesdropper’s channel which
follows CN (0, I). g̃ represents the estimation error andg̃ ∼
CN (0, I). β is the error variance. Similar to the main channel,
we assume that̂g and g̃ are independent of each other.
Furthermore, the transmitter would also broadcast its estimate
of the eavesdropper’s channel and this estimate is known to
all parties. In our analysis, we mainly focus on the SNR as
the measure of performance. Although there are differences
between SNR and mutual information criterion in a sense
that SNR characterizes the performance of uncoded systems
and mutual information measures the maximum rate achieved
by coded systems, these two metrics are still highly related.
Moreover, in some cases, the optimization involving mutual
information is far less tractable than that with respect to SNR.

In the transmission with secrecy constraint, the signal can
be received by two parties: the legitimate receiver and the
eavesdropper. An appealing SNR criterion is the one indicating
the input covariance matrix that can enlarge the expected
received SNR of the legitimate receiver while putting the
eavesdropper at a disadvantage. Recall that the rate in (6) is
achievable for any positive definiteQ satisfying tr(Q) = P ,
we are free to chooseQ such that it either maximizes the
difference of the expected SNR at the legitimate receiver and
the one at the eavesdropper, or their ratio. Two SNR criterions
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are introduced here, the first one is the SNR difference
maximization criterion:

Qd = argmaxQ{E[SNRr]− E[SNRe]} (49)

= argmaxQ

{

E
h|ĥ,ĝ

[

hHQh|ĥ, ĝ
]

−E
g|ĥ,ĝ

[

gHQg|ĥ, ĝ
]

}

. (50)

The second one is the SNR ratio maximization criterion:

Qr = argmaxQ
E[SNRr] + 1

E[SNRe] + 1
(51)

= argmaxQ
E
h|ĥ,ĝ[h

HQh|ĥ, ĝ] + 1

E
g|ĥ,ĝ[g

HQg|ĥ, ĝ] + 1
, (52)

where theSNRr andSNRe represent the received SNR of
the legitimate receiver and the eavesdropper respectively. In
(51), we add 1 in the nominator and denominator of the SNR
ratio criterion in order to ensure that our result is consistent
with the result in [33] in the perfect feedback case, i.e., when
bothα andβ are equal to 0.

A. The SNR Difference Criterion

Here, we want to obtain the covariance matrixQ that
maximizes the received SNR difference between the legitimate
receiver and the eavesdropper. The optimization function can
be written as:















maxQ S(Q, ĥ, ĝ)
∆
= E

h|ĥ,ĝ

[

hHQh|ĥ, ĝ
]

−E
g|ĥ,ĝ

[

gHQg|ĥ, ĝ
]

s.t. tr(Q) = P.

(53)

It turns out that beamforming is once again optimal as for-
malized inProposition2.

Proposition 2:The optimal solution to (53) is given byQ∗

with Q∗ = Pw0w
H
0 , wherew0 is the eigenvector correspond-

ing to the largest eigenvalue of[(1− α)ĥĥH − (1− β)ĝĝH ],
that is, the optimal transmission strategy based on the SNR
difference criterion is beamforming to the direction ofw0.

Proof: Let UΛUH denote the spectral decomposition of
Q, we rewrite the cost function as:

S(U,Λ, ĥ, ĝ) = E
h|ĥ,ĝ[h

HUΛUHh|ĥ, ĝ]
−E

g|ĥ,ĝ[g
HUΛUHg|ĥ, ĝ]. (54)

We firstly show that uni-rankΛ is optimal, that is, beam-
forming is the optimal transmission strategy based on the
SNR difference criterion. Definev = UHh, w = UHg

and m, n as the mean vectors ofv and w respectively.
For any given estimation of CSI of the main channel and
the eavesdropper channel,h|ĥ ∼ CN

(√
1− αĥ, α σ2

h I
)

andg|ĝ ∼ CN
(√

1− βĝ, β I
)

. BecauseU is unitary matrix
and Cov(h|ĥ) = ασ2

h I, Cov(v|ĥ) = UHCov(h|ĥ)U =
UH × (ασ2

hI)×U = ασ2
hU

HU = ασ2
hI, which indicates that

the covariance ofv is also white. Similarly,Cov(w|ĝ) = βI.

m =
√
1− αUH ĥ (55)

mHm = (1− α)ĥHUUH ĥ = (1− α)ĥH ĥ. (56)

With the same reasoning,nHn = (1−β)ĝH ĝ. For any given
U , the optimization function can be expanded as follows:

S(U,Λ, ĥ, ĝ)

=E
h|ĥ,ĝ

[

hHUΛUHh|ĥ, ĝ
]

− E
g|ĥ,ĝ

[

gHUΛUHg|ĥ, ĝ
]

(57)

=E
v|ĥ,ĝ

[

∑

i

λi|vi|2
]

− E
w|ĥ,ĝ

[

∑

i

λi|wi|2
]

(58)

=
∑

i

λi

(

|mi|2 + ασ2
h

)

−
∑

i

λi

(

|ni|2 + β
)

(59)

=
∑

i

λi

(

|mi|2 − |ni|2
)

+ P
(

ασ2
h − β

)

, (60)

whereλi’s are the diagonal elements ofΛ, tr(Λ) =
∑

i λi =
tr(Q) = P . Without loss of generality, we assume that there
exists at least onei that |mi|2 − |ni|2 > 0. Thus, we can find

a particulart that satisfies:t = argmaxi
(

t|mi|2 − |ni|2
)

. Ac-

cording to the above assumption, we havet|mt|2 − |nt|2 > 0.
Thus, the optimization function can be maximized as follows:

S(U,Λ, ĥ, ĝ)

≤(λ1 + . . .+ λNt
)(|mt|2 − |nt|2) + P (ασ2

h − β) (61)

=P (|mt|2 − |nt|2) + P (ασ2
h − β). (62)

The equality can be achieved whenλt = P andλi = 0, i 6= t.
This result shows that the best transmission strategy under the
SNR difference criterion is beamforming. It only remains to
find the optimal beamforming directionw0.

max
w

(1− α)|ĥHw|2 − (1 − β)|ĝHw|2

s.t. wHw = 1.
(63)

We apply Lagrange multiplier method to get the solution. Let
f(w, λ) = (1 − α)|ĥHw|2 − (1 − β)|ĝHw|2 − λ(|w|2 − 1)
and set partial derivatives with respect tow andλ to zero:
{

〈w,w〉 = 1

2(1− α)
〈

ĥ,w
〉

ĥ− 2(1− β) 〈ĝ,w〉 ĝ − 2λw = 0.

(64)
The second equation is equivalent to:

((1− α)ĥĥH − (1 − β)ĝĝH)w = λw. (65)

Hence,w which maximizes (63) should be an eigenvector of
[(1−α)ĥĥH − (1−β)ĝĝH ] with respect to the eigenvalueλ.
Subsequently, (63) can be expressed as:

(1− α)|ĥHw|2 − (1− β)|ĝHw|2

=wH((1 − α)ĥĥH − (1− β)ĝĝH)w (66)

=wHλw = λ. (67)

Thus, in order to maximize expression (63),w is the eigenvec-
tor with respect to the largest eigenvalue of[(1−α)ĥĥH−(1−
β)ĝĝH ]. In summary, under the SNR difference maximization
criterion, the optimal transmission strategy is to beamform
to the direction of eigenvector with respect to the largest
eigenvalue of[(1 − α)ĥĥH − (1− β)ĝĝH ].
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B. The SNR Ratio Criterion

In this section, our main objective is to find the optimal
covariance matrixQ maximizing the ratio of received SNR of
the legitimate receiver and the eavesdropper. The optimization
problem can be expressed as follows:

max
Q

R(Q, ĥ, ĝ)
∆
=

E
h|ĥ,ĝ

(hHQh|ĥ,ĝ)+1

E
g|ĥ,ĝ

(gHQg|ĥ,ĝ)+1

s.t. tr(Q) = P.
(68)

Once again, beamforming is the right choice.
Proposition 3: The optimal solution to (68) is given by

Q∗ = Pw0w
H
0 , wherew0 is the generalized eigenvector

corresponding to the largest generalized eigenvalue of

(P ((1−α)ĥĥH+ασ2
hI)+I, P ((1−β)ĝĝH+βI)+I). (69)

The optimal transmission strategy based on the SNR ratio
criterion is beamforming to the direction ofw0.

Proof: Let Q = UΛUH and rewrite the optimization
function:

R(U,Λ, ĥ, ĝ) =
E
h|ĥ,ĝ(h

HUΛUHh|ĥ, ĝ) + 1

E
g|ĥ,ĝ(g

HUΛUHg|ĥ, ĝ) + 1
(70)

=

∑

i λiE[|vi|
2
] + 1

∑

i λiE[|wi|2] + 1
(71)

=

∑

i λi(|mi|2 + ασ2
h) +

1
P
(
∑

i λi)
∑

i λi(|ni|2 + β) + 1
P
(
∑

i λi)
(72)

=

∑

i λi(|mi|2 + ασ2
h + 1

P
)

∑

i λi(|ni|2 + β + 1
P
)
. (73)

Here thev, w, m, n, have the same meaning as the symbols
in subsection 4.1. We note that for 4 positive real number,a,
b, c, d, if a

b
≥ c

d
, then c

d
≤ a+c

b+d
≤ a

b
. The proof is trivial and

only needs several steps of basic transformation. Now, define

t = argmaxi
|mi|2+ασ2

h+
1
P

|ni|2+β+ 1
P

, in addition to the result mentioned
above, we have:

R(U,Λ, ĥ, ĝ) =

∑

i λi(|mi|2 + ασ2
h + 1

P
)

∑

i λi(|ni|2 + β + 1
P
)

(74)

≤ P (|mt|2 + ασ2
h + 1

P
)

P (|nt|2 + β + 1
P
)

(75)

=
P (|mt|2 + ασ2

h) + 1

P (|nt|2 + β) + 1
. (76)

The equality is achieved ifλt = P and λi = 0 for i 6=
t. So the beamforming is also the best transmission strategy
under the SNR ratio maximization criterion. Again it remains
to figure out the optimal beamforming directionw0. We note
that mt =

√
1− αĥHw and nt =

√
1− βĝHw, w is a

column of unitary matrixU with wHw = 1. The original
optimization problem is simplified to:

max
w

P (|
√
1−αĥHw|2+ασ2

h)+1

P (|
√
1−βĝHw|2+β)+1

s.t. wHw = 1.
(77)

Then, after transforming expression (77) to the form of
Rayleigh quotient, we obtain:

max
w

wH [P ((1 − α)ĥĥH + ασ2
hI) + I]w

wH [P ((1− β)ĝĝH + βI) + I]w
. (78)

According to definition 1 and fact 1 in [33], for a Hermitian
matrix A ∈ Cn×n and positive definite matrixB ∈ Cn×n.
The generalized eigenvector of(A,B) are the stationary
point solution to a particular Rayleigh quotient. Specially, the
largest generalized eigenvalue is the maximum of the Rayleigh
quotient

λmax(A,B) = max
ψ∈Cn

ψHAψ

ψHBψ
, (79)

and the optimum is attained by the eigenvector with respect
to the largest eigenvalue. It is easy to verify that the matrix
[P ((1−α)ĥĥH + ασ2

hI) + I] is a Hermitian matrix. For any
non-zero vectorx ∈ Cn:

xH [P ((1 − β)ĝĝH + βI) + I]x

=P (1− β)|ĝHx|2 + (Pβ + 1)|x|2 (80)

>0. (81)

Hence, the matrix[P ((1 − β)ĝĝH + βI) + I] is positive
definite. With the result of [33], expression (78) is optimized if
w is the generalized eigenvector corresponding to the largest
generalized eigenvalue of

(P ((1−α)ĥĥH+ασ2
hI)+I, P ((1−β)ĝĝH+βI)+I). (82)

Thus the optimal transmission strategy under the SNR ratio
criterion is beamforming to the direction of the eigenvector
corresponding to the largest generalized eigenvalue of(P ((1−
α)ĥĥH + ασ2

hI) + I, P ((1 − β)ĝĝH + βI) + I).
Remark: if the values ofα andβ are set to 0, the optimal

transmission strategy becomes beamforming to the direction
of the generalized eigenvector corresponding to the largest
generalized eigenvalue of(PhhH + I, PggH + I), which is
consistent with the result in [33].

C. Special Case Whenβ = 1

Here we discuss the special case whenβ = 1, which
indicates that there is only an estimate of the main channel at
the transmitter. We will show that both the SNR difference and
the SNR ratio criterions imply that the optimal transmission
strategy is beamforming to the direction ofĥ. With β equal
to 1, we have:

E
g|ĥ[g

HQg|ĥ] = E
g|ĥ[g

HUΛUHg|ĥ] (83)

= E
g|ĥ[g

HΛg|ĥ] = E[Σλi|gi|2] (84)

= ΣλiE|gi|2 = P . (85)

From equation (85), it is clear that the expected SNR of the
eavesdropper remains constant regardless of the choice ofQ.
Thus, we only need to maximize the expected SNR of the
legitimate channel in order to maximize the SNR difference or
the ratio between the legitimate receiver and the eavesdropper.
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As a result, both the SNR difference and the ratio criterions
can be reduced to the following form:

max
Q

E
h|ĥ[h

HQh|ĥ]
s.t. tr(Q) = P.

(86)

Definev = UHh. Then, we have:

E
h|ĥE[hHQh|ĥ] = Σiλi|mi|2 + Pασ2

h. (87)

Supposet = maxi |mi|2, then:

Σiλi|mi|2 ≤ (Σiλi)|mt|2 ≤ P (1− α)‖ĥ‖2. (88)

The equality is achieved with rank-oneΛo with diag(Λo) =

[P, 0..., 0], andUo whose first column is ĥ‖ĥ‖ . Therefore, when
no estimate of the eavesdropper’s channel is available at the
transmitter, the optimal transmission strategy based on the
SNR difference and the ratio criterions is beamforming to the
direction of ĥ.

V. NUMERICAL RESULTS

In this section, we present selected numerical results. All
the achievable rates have been obtained using Monte Carlo
methods by averaging over 100 of channel realizationsĥ. First,
we compare the AN-BF secrecy rate in (8) and the BF-only
secrecy rate in (6) numerically. In all our curves, the unit of
the transmission rate is in bits per channel use (bpcu). In order
to simplify the optimization problem related to (8), we choose
the first column ofφs(ĥ) andφa(ĥ) to be ĥ

‖ĥ‖ and the other
columns orthogonal to the first one. In Fig. 1, both the optimal
secrecy rates with and without artificial noise were found by
an exhaustive search. As shown in Fig. 1, AN-BF expectedly
outperforms BF-only at the cost of more complexity in finding
the structure of the optimal covariance matrices. However, as
argued above, the focus of this paper is on a BF-only scheme
as it is simpler, provides more insights into the problem via
finding analytically optimal transmission strategies in various
important configurations.
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Figure 1: Secrecy rates with and without AN withNt = 2, σ2

h = 1

andα = 0.5.

Fig. 2 displays the sufficient condition for optimality of
beamforming given inTheorem1. The optimality of beam-
forming depends only on the main channel SNR (P ασ2

h)
and the accuracy of channel estimate (1−α

ασ2
h

‖ĥ‖2). As can
be seen in Fig. 2, for perfect main CSI at the transmitter
( 1−α
ασ2

h

‖ĥ‖2 → ∞), the optimal strategy is beamforming. From
Fig. 2, we note that for a given channel SNR, as the quality
of estimate improves, beamforming becomes optimal.

αP σ2
h

1 2 3 4 5 6 7 8 9 10
(1

−
α
)|
ĥ
|2

α
σ
2 h

0.5

1

1.5

Beamforming
Optimal

Figure 2: Sufficient condition for optimality of beamforming.

One may be curious to know how often the beamforming
condition inTheorem1 is satisfied. For this purpose, we have
depicted in Fig. 3 below the probability that the beamforming
condition holds true versus the powerP in dB, for different
α values. As can be seen from Fig. 3, the probability for
the sufficient condition to hold is relatively high for anyP
value when the channel estimation quality is relatively good
(Figs. 3.a, 3.b). However, the probability for the sufficient
condition to hold decreases drastically withP when the
channel estimation quality is relatively poor (Fig. 3.d).
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Figure 3: Probability for the beamforming condition inTheorem1 to
be satisfied versusP , for σ2

h = 1 and with different values ofα: (a)
α = 0.2, (b) α = 0.3, (c) α = 0.4 and (d)α = 0.6.

Fig. 4 depicts the maximum achievable rate when beam-
forming is optimal. In our simulation, the number of antennas
Nt is equal to 2.‖ĥ‖ is set to 1.5. The pairs

(

α, σ2
h

)

in this
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figure are chosen such that the sufficient condition inTheorem
1 is satisfied and beamforming is optimal. Furthermore, the
maximum instantaneous rate can be computed using (18). As
can be seen in Fig. 4, it may happen that the instantaneous
rate is not increasing withP and it may be even negative (blue
curve).
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Figure 4: Instantaneous rate when beamforming is optimal, for
different

(

α, σ2

h

)

pair values, and a given̂h with ‖ĥ‖ = 1.5.

Fig. 5 displays the secrecy rate versusP for different values
of the main channel varianceσ2

h. As shown in Fig. 5, the
secrecy rate improves substantially with the main channel
variance. For instance, whenσ2

h increases from 0.5 to 1 and
from 1 to 2, the secrecy rates roughly triples and doubles,
respectively, whenP is large enough.
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Figure 5: Achievable rates for differentσh with Nt = 2, α = 0.5
andβ = 1

In order to assess the effect of adding more antennas on the
secrecy rate, we present in Fig. 6 the performance forNt = 3.
Again, the secrecy rates improves substantially withσ2

h.
Fig. 7 describes the convergence of the lower bound and

the upper bound on the maximum achievable rate in (133).
The maximum achievable rate given by (14) whenα = 0 is
also included in Fig. 7 as a benchmark. In our simulation,
the powerP is set to 17 dB. The expectation overĥ is
computed using Monte Carlo methods. As indicated in Fig. 7,
the upper bound and the lower bound converge as the number
of antennas converges to infinity. As a result, the maximum
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Figure 6: Achievable Rates for differentσh with Nt = 3, α = 0.5
andβ = 1

achievable rate is fully characterized in this regime. Moreover,
the gap between the maximum achievable rates withα = 0
andα = 0.5 is about 0.7 npcu, which is consistent with our
analytical result afterProposition1.
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Figure 7: The upper bound and lower bound of the maximum
achievable rate, withσ2

h = 1.

In order to depict how the secrecy rate varies with the
estimation error variances of the main channel and the eaves-
dropper’s channel, Fig. 8 and Fig. 9 display the secrecy rate
given by (14) versusα and β, respectively. In both these
figures, the number of transmit antenna is set toNt = 2. Both
these figures confirm that the achievable secrecy rate decreases
asα andβ increase.

To assess the impact of the main channel strength in
comparison with the eavesdropper’s channel strength, Fig. 10
displays the secrecy rate for large antenna systems for different
σ2
h values. As can be seen in Fig. 10, even when the main

channel is worst that the eavesdropper’s channel on average
(σ2

h = 1
2 < σ2

g = 1, whereσ2
g is the eavesdropper’s channel

variance), a positive secrecy rate is achievable. Notice that the
three curves in Fig. 10 are parallel as predicted byProposition
1.

Figs. 11 to 15 display the performances of the SNR ratio
and SNR difference criterions for different power constraints
and error variances. For a particular power constraint and a
particular error variance, we derive the optimal input covari-
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Figure 8: Achievable secrecy rate versusα, for P = 10 dB, σ2
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andβ = 0.5.
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Figure 9: Achievable secrecy rate versusβ, for P = 10 dB, σ2

h = 1

andα = 0.5.

ance matrix under the SNR ratio and difference criterions
respectively according to the results in Section IV, then apply
the derived covariance matrix to equation (6) to get the
transmission rate. The maximum achievable rates are derived
by solving (14) through an exhaustive numerical search. The
number of antennasNt in all these figures is equal to 2.

Fig. 11 depicts the performance of the SNR difference
and the SNR ratio criterions in the low SNR regime, when
α = 0.3 and β = 0.2. We can see from Fig. 11 that
the transmission rates achieved by both the SNR ratio and
difference criterions are close to the achievable rate given
by (14). Another interesting feature shown in Fig. 11 is that
the SNR difference and the SNR ratio criterions have almost
the same performance in low SNR regime. This could be

explained by the following:

Qo = argmaxQ
{

(E[SNRr] + 1)(E[SNRe] + 1)−1
}

(89)

≈ argmaxQ {(E[SNRr] + 1)(1 − E[SNRe])} (90)

= argmaxQ

{

(1 + E[SNRr]− E[SNRe]

+E[SNRr]E[SNRe]

}

(91)

≈ argmaxQ {E[SNRr]− E[SNRe]} . (92)

From equation (92), the optimal covariance derived by the
SNR ratio and the SNR difference criterions turn out to be
the same in low SNR regime.

Fig. 12 targets medium to high power regimes. Compared
with Fig. 11, the gaps between the maximum achievable
rate given by (14) and the transmission rates based on SNR
criterions are further enlarged.

Fig. 13 shows the performance in case of low error variance
of both the legitimate channel and the eavesdropper channel.
Both α and β are set to0.02. The result shows that the
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transmission rate determined by the SNR ratio criterion can
approach quite closely the maximum achievable rate given by
(14). However, as the power increases, even the low error
variance cannot guarantee satisfactory performance for the
SNR ratio criterion, and there exists a 0.8 npcu gap between
the rate based on the SNR ratio criterion and the maximum
achievable rate as the power reaches 20 dB.
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Figure 13: The transmission rates based on the SNR differenceand
the SNR ratio criterions, in case of low error variances,α = 0.02
andβ = 0.02. Here,σ2

h = 1.

Fig. 14 depicts the performance of the SNR ratio and
difference criterions at high SNR. From Fig. 14, it can be
inferred that a power increase may enlarge the gaps between
the maximum achievable rate given by (14) and the transmis-
sion rates based on the two SNR criterions. As indicated in
Fig. 14, the transmission rates achieved by the two criterions
cannot match the maximum achievable rate any more. This
can be explained by the fact that for both the SNR difference
and SNR ratio maximization criterions, beamforming is the
optimal strategy. However, our exhaustive search in evaluating
the maximum achievable rate revealed that beamforming is
actually suboptimal and that exploiting all directions might be
optimal.

P (dB)
20 25 30 35 40

ra
te

 (
bp

cu
)

2

2.5

3

3.5

4

4.5

5

SNR difference
SNR ratio
Achievable rate

Figure 14: The transmission rates based on the SNR differenceand
the SNR ratio criterions at high SNR, withα = 0.2 and β = 0.2.
Here,σ2

h = 1.

Fig. 15 depicts the performance of the SNR ratio and
SNR difference criterions whenβ = 1, i.e., no knowledge
of the eavesdropper’s channel is available at the transmitter.
Furthermore, the maximum achievable rate given by (14) when
α = 0 is also presented in Fig. 15. According to Section
4.3, beamforming to the direction of̂h is optimal based on
both the SNR difference and the SNR ratio criterions. From
the simulation result, we can see that beamforming is also
optimal to achieve the maximum achievable rate, so that the
curve representing the maximum achievable rate overlaps with
the curves representing the rates based on SNR criterions.
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Figure 15: The transmission rates based on SNR difference andSNR
ratio criterions, withβ = 1, for α = 0.5. Here,σ2

h = 1.

VI. CONCLUSION

We have considered secret transmission in fading MISO
channel with imperfect channel state information at the trans-
mitter. A sufficient condition is provided for beamforming to
be optimal. Moreover, when the number of transmit antennas
is very large, beamforming is also optimal, the achievable rate
takes a simple closed form and scales with the logarithm of
the number of transmit antennas.

Furthermore, when the transmitter is also provided with an
estimate of the eavesdropper’s channel, the SNR difference
and the SNR ratio criterions are proposed in order to provide
suboptimal transmission strategies. We have found numerically
that the performance of these two criterions is satisfactory
in the low SNR regime in the sense that the corresponding
achievable rates are asymptotically (in the low SNR regime)
optimal. However, the performance of the SNR difference and
SNR ratio criterions degrades as the transmit power increases.
Furthermore, the performance of the SNR ratio criterion also
depends on the channel estimate error variance; smaller is this
variance, better is its performance.

APPENDIX

PROOF OF LEMMA 2

Let Y = log(1 + |v|2). Note thatY ≥ 0 by definition, by
Markov’s inequality, for anya > 0:

Pr(Y > a) ≤ E[Y ]

a
=⇒ E[Y ] ≥ a Pr(Y > a). (93)
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On the other hand, by Jensen’s inequality, we have:

E[Y ] ≤ log
(

1 + E[|v|2]
)

= log(1 +m2 + σ2). (94)

Combining these inequalities, we obtain that for anya > 0:

a Pr(Y > a) ≤ E[Y ] ≤ log(1 +m2 + σ2). (95)

First, note that

Pr(Y > a) = Pr(|v|2 > ea − 1) = Pr(|v| >
√
ea − 1), (96)

which can be low bounded as follows:

Pr(Y > a) = Pr(|v| >
√
ea − 1) (97)

≥ Pr(|ℜ(v)| >
√
ea − 1) (98)

= 1− Φ(

√
2(
√
ea − 1−m)

σ
)

+Φ(−
√
2(
√
ea − 1 +m)

σ
). (99)

Thus, for anya > 0, we have:

a

(

1− Φ(

√
2(
√
ea − 1−m)

σ
) + Φ(−

√
2(
√
ea − 1 +m)

σ
)

)

≤E[Y ] (100)

≤ log(1 +m2 + σ2). (101)

Now, let a = k log(1+m2+σ2), wherek = 1− 1
log2 m

. Then
it follows from (99) that

a Pr(Y > a)

≥k log(1 +m2 + σ2)

·
[

1− Φ(

√
2((m2 + σ2)

k
2 −m)

σ
)

+ Φ(−
√
2((m2 + σ2)

k
2 +m)

σ
)

]

. (102)

Define D
∆
= limm→∞ k log(1 + m2 +

σ2)

[

Φ(
√
2((m2+σ2)

k
2 −m)

σ
)− Φ(−

√
2((m2+σ2)

k
2 +m)

σ
)

]

, and

M
∆
=

√
2((m2+σ2)

k
2 −m)

σ
. Note that asm → ∞, M → −∞,

and

O(M) = O((m2 + σ2)
k
2 −m) (103)

= O(mk −m). (104)

Furthermore, it holds also that:

m−mk = m−m
1− 1

log2 m (105)

= m(1− e
− log m

log2 m ) (106)

= m(1 − e−
1

log m ) (107)

= m(1 − 1 +
1

logm
+O(

1

log2m
)) (108)

=
m

logm
+O(

m

log2m
) (109)

First, becauseΦ(x) is monotonically increasing, and
√
2((m2+σ2)

k
2 −m)

σ
> −

√
2((m2+σ2)

k
2 +m)

σ
, thenD ≥ 0. Second,

we have:

D ≤ lim
m→∞

k log(1 +m2 + σ2)Φ(

√
2((m2 + σ2)

k
2 −m)

σ
)

(110)

=
1√
2π

lim
m→∞

k log(1 +m2 + σ2)

∫ M

−∞
e

−x2

2 dx

(111)

≤ 1√
2π

lim
m→∞

k log(1 +m2 + σ2)

∫ ∞

−M

e−x dx

(112)

=
1√
2π

lim
m→∞

k log(1 +m2 + σ2)eM

(113)

= 0,
(114)

where (112) follows from (111) since for largeX , e−
X2

2 ≤
e−X . Equation (114) follows from (113) becauseM =√

2((m2+σ2)
k
2 −m)

σ
= O( m

log(m) ), and the order ofe
m

log(m) is
much higher than that oflog(m2). Since D ≤ 0 ≤ D,
we haveD = 0. Therefore, whenm approaches infinity,
a Pr(Y > a) ≥ k log(1 + m2 + σ2) (in the limit sense
obviously). Using the latter property along with (101), we
obtain:

lim
m→∞

{k log(1 +m2 + σ2)− E[Y ]}
≤0

≤ lim
m→∞

{log(1 +m2 + σ2)− E[Y ]}. (115)

Then we substitutek with 1− 1
log2 m

in Equation (115), to get

lim
m→∞

k log(1 +m2 + σ2)− E[Y ]

= lim
m→∞

(

1− 1

log2m

)

log
(

1 +m2 + σ2
)

− E[Y ] (116)

= lim
m→∞

(

log(1 +m2 + σ2)− E[Y ]
)

− lim
m→∞

log(1 +m2 + σ2)

log2m
(117)

= lim
m→∞

(

log(1 +m2 + σ2)− E[Y ]
)

(118)

Combining (115) and (118), we obtain:

lim
m→∞

{log(1 +m2 + σ2)− E[Y ]}
≤0

≤ lim
m→∞

{log(1 +m2 + σ2)E[Y ]}. (119)

By the Squeeze theorem, we have then:

lim
m→∞

{log(1 +m2 + σ2)− E[Y ]} = 0. (120)

SubstitutingE[Y ] with E[log(1+ |v|2)] andlog(1+m2+σ2)
with log(E[1 + |v|2]) yields:

lim
m→∞

{E[log(1 + |v|2)]− log(E[1 + |v|2])} = 0, (121)

which is the desired result.
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PROOF OF THEOREM 2

For any givenĥ, define a new random variable vectorv =
UHh, andm as the mean vector ofv. By Jensen’s inequality

Rs(U,Λ) = Ev[log(1 + vHΛv)]− Eg [log(1 + gHΛg)]
(122)

≤ log(1 + E[vHΛv])− Eg [log(1 + gHΛg)].
(123)

Note that

E[vHΛv] = λ1E|v1|2 + . . .+ λNt
E|vNt

|2, (124)

whereλi’s are the diagonal elements ofΛ andvi’s are the ele-
ments of the random vectorv. Supposet = argmaxiE

[

|vi|2
]

,
then

E(vHΛv) ≤
(

∑

i

λi

)

E
[

|vt|2
]

(125)

= P E
[

|vt|2
]

(126)

= P
(

|mt|2 + ασ2
h

)

(127)

≤ P
(

(1− α)‖ĥ‖2 + ασ2
h

)

. (128)

The equality is achieved whenλ1 = P , λi = 0 for i 6= 1,
m1 =

√
1− α‖ĥ‖ and mi = 0 for i 6= 1. Furthermore, the

optimalUo which results inm = [
√
1− α‖ĥ‖, 0...0] is given

by Uo[1] = ĥ

‖ĥ‖ , Uo[2]...Uo[Nt] are arbitrarily chosen, except
for the restriction that the columns ofUo are orthonormal.
The functionf(Λ) = Eg[log(1 + gHΛg)] is Schur-concave,
so the minimum off(Λ) can be achieved by the rank-oneΛo

which majorizes any otherΛ. So rank-oneΛo with diag(Λo) =
[P, 0, ..., 0], achieves the maximum of the first term in equation
(123) and minimum of the second term, thus maximizes the
difference of them. Note that the choice ofU has no impact
on the second term, theUo that maximizes the first term also
maximizes the right hand side (RHS) of (123). Combining the
above facts gives :

max
U,Λ

Rs(U,Λ|ĥ)

=max
U,Λ

{Ev[log(1 + v
HΛv)]− Eg[log(1 + gHΛg)]} (129)

≤max
U,Λ

{log(1 + E[vHΛv])− Eg[log(1 + gHΛg)]} (130)

= log(1 + P ((1 − α)‖ĥ‖2 + ασ2
h))− Eg1 [log(1 + P |g1|2)].

(131)

Then we chooseΛ∗ to be rank-one with diag(Λ∗) =

[P, 0, ..., 0], andU∗ = ĥĥH

‖ĥ‖2
to obtain:

Rs(U
∗, λ∗) = Ev1 [log(1 + P |v1|2)]− Eg1 [log(1 + P |g1|2)],

(132)
where v1 ∼ CN (

√
1− α‖ĥ‖, α σ2

h) , note that
maxU,ΛRs(U,Λ|ĥ) must be larger than or equal to
Rs(U

∗,Λ∗). From equation (131) and (132), we have that:

LB(ĥ) ≤ max
U,Λ

R(U,Λ|ĥ) ≤ UB(ĥ), (133)

where the upper bound in equation (133)UB(ĥ) = log(1 +
P ((1−α)‖ĥ‖2+ασ2

h))−Eg1 [log(1+P |g1|2)], and the lower

boundLB(ĥ) = Ev1 [log(1+P |v1|2)]−Eg1 [log(1+P |g1|2)].
By Lemma 2, the upper bound and lower bound converge as
‖ĥ‖ → ∞, that is,

lim
‖ĥ‖→∞

{

UB(ĥ)− LB(ĥ)
}

= lim
‖ĥ‖→∞

{

log(1 + P ((1− α)‖ĥ‖2 + ασ2
h))

− Ev1

[

log(1 + P |v1|2)
]

}

(134)

= lim
‖ĥ‖→∞

{logEv1 [1 + P |v1|2]− Ev1 [log(1 + P |v1|2)]}

(135)

=0. (136)

Hence, according to the Squeeze Theorem, we deduce that:

lim
‖ĥ‖→∞

{

max
U,Λ

R(U,Λ|ĥ)− UB(ĥ)

}

= 0. (137)

This maximum is achieved by choosingΛ to be rank-one and
U [1] = ĥ

‖ĥ‖ . The optimal transmission strategy is to beamform

to the direction of̂h.

Now, we prove the asymptotic behavior of the secrecy rate
asNt → ∞. Define a new random variableZ :

Z =

{

0 if for any u > 0 ‖ĥ‖2 > u

1 if there existsN > 0 such that‖ĥ‖2 is bounded byN.
(138)

From Lemma 1, we havelimNt→∞ Pr(Z = 0) = 1 and

limNt→∞ Pr(Z = 1) = 0. For convenience, defineM(ĥ)
∆
=

maxU,ΛRs(U,Λ|ĥ)− UB(ĥ), then, we have:

lim
Nt→∞

E
ĥ
[M(ĥ)] = lim

Nt→∞
EZ [Eĥ[M(ĥ)|Z]]

(139)

= lim
Nt→∞

Pr(Z = 0)E
ĥ
[M(ĥ)|Z = 0]

+Pr(Z = 1)E
ĥ
[M(ĥ)|Z = 1]

(140)

= lim
Nt→∞

Pr(Z = 0)E
ĥ
[M(ĥ)|Z = 0]

(141)

= lim
Nt→∞

E
ĥ
[M(ĥ)|Z = 0]

(142)

= 0,
(143)

where (142) follows from (141) sincelimNt→∞ Pr(Z = 1) =
0 and according toLemma 2, if ‖ĥ‖2 is bounded byN
then E[M(ĥ)] is also bounded. Equation (143) follows from
(142) since according to (137) when‖ĥ‖2 approaches infinity,
E[M(ĥ)] is equal to 0. Averaging over̂h, the secrecy ratēRs
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may be expressed by:

lim
Nt→∞

{

R̄s −
[

E
ĥ

[

log(1 + P ((1− α)‖ĥ‖2 + ασ2
h))
]

− Eg1

[

log(1 + P |g1|2)
]

]}

(144)

= lim
Nt→∞

E
ĥ
[M(ĥ)] (145)

=0, (146)

which completes the proof.
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Figure 10: Secrecy rate versusNt for large antenna systems, for
channel estimation errorα = 0.5, transmit powerP = 10 dB and
different σ2

h values.
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Figure 11: The transmission rates based on SNR difference and
ratio criterions in low SNR regime withα = 0.3 andβ = 0.2.
Here,σ2

h = 1.
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Figure 12: The transmission rates based on SNR difference and
ratio criterions in medium to high SNR regimes withα = 0.3
andβ = 0.2. Here,σ2

h = 1.


